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Manage Aging 
Equipment 

Lessen The Effects On Your Budget 
By Keeping Older Equipment Humming 



by Carmi Levy 
■ • ■ 

Budget-strapped companies facing falling 
revenues and profits, and questionable 
futures continue to hold the line on IT bud- 
gets. Nowhere is this playing out more stark- 
ly than in the data center, where equipment is 
being pushed beyond its originally intended 
lifespan. Cost savings associated with avoid- 
ing capital investments are often more than 



Key Points 



Inadequate power and cooling management 
can turn aging equipment into doorstoppers. 
Focus on cleaning up thie environment first to 
squeeze the most life out of your hardware. 

Software patches and updates are just as 
important regardless of age. Don't ease off 
on the maintenance regimen just because a 
sen/er is past its best-before date. 

Equipment failure is often mistakenly attrib- 
uted to age, when in many cases, sketchy 
network performance is what starts it all. 
Monitor surrounding infrastructure to pinpoint 
root causes. 



offset by the challenges of keeping aging 
equipment working — and reliable. 

"Your data center equipment is just like a 
car," says Jeremy Littlejohn, chief analyst at 
RISC Networks (www.riscnetworks.com). 
"The more miles you have, the more impor- 
tant the maintenance." 

Unfortunately, as the miles pile up, 
increased maintenance needs often collide 
with growing business needs. Aging equip- 
ment could expose the business to reduced 
availability due to more frequent failures and 
greater difficulty in sourcing spare parts. 
Consider the following problems as you try 
to make do with what you have. 

Too Much Heat 

Heat is hardware's worst enemy, and over 
the years, elevated temperatures — especially 
in small spaces — can reduce the lifespan of 
data center equipment. Popular methods for 
minimizing cold air loss throughout the facil- 
ity are using blanking panels in server racks 
and installing air-locking grommets in 
raised-floor panels. 

"An effective HVAC system is a must to 
extend the life of data center equipment," 
says Peter Wallace, CIO for the City of 
Go to Page 10 




Securing 

Intellectual 

Property 

Safeguarding Customer 
Data & IP Is Crucial 
For Cadence 
EDA Business 

by Blaine Flamig 

Security is a top enterprise concern, espe- 
cially when it' s intellectual property, data, or 
other valued assets that belong to either you 
or your customers. Within Cadence, security 
is an omnipresent way of life purposefully 
and continually woven into the mindset of 
literally every employee. In short, security is 
integral to the culture Cadence has fostered. 

c a d e n c 

Cadence works with the world's largest 
semiconductor manufacturers and system 
companies. As a leading provider of EDA 
(electronic design automation) tools and 
technologies that help semiconductor, system 
design, and other companies design, verify. 



Key Points 



Cadence provides electronic design 
automation tools and technologies to some 
of the world's largest semiconductor manu- 
facturers and system companies. 

The company's Hosted Design SaaS offer- 
ing provides a highly collaborative, private 
cloud computing environment. 

Because of the sensitive data Cadence 
works with, security is paramount to avoid 
customer data falling into competitors' hands. 



and prepare complex integrated circuits and 
electronics. Cadence must make security 
paramount companywide or risk customer 
data falling into competitors' hands. In this 
regard. Cadence is on the leading edge of the 
EDA industry in several areas via its CSI 
(Cadence Security Initiative), Information 
Security Group, mandated employee security 
training, methodologies and processes, and 
secure collaboration chambers. 

Cadence's Hosted Design solution is a 
SaaS offering for semiconductor designers 
that puts Cadence's tools and technologies in 
a highly collaborative, private cloud comput- 
ing environment aimed at reducing customer 
TCO, design complexity, and associated pro- 
duction risks. The key to delivering Hosted 
Go to Page 10 
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News 



I China Leads In List 
Of Top 500 Supercomputers 

According to the most 
recent rankings from 
Top500.org, which 
rates the most pow 
erful supercomput- 
ers twice a year, 
China has over- 
taken the top spot 
with the Tianjin 
National Super- 
computer 
Center's 
Tianhe-1 A 
system. The 
Tianhe-1 A 
surpassed 
the former 
leader, the 
Oak Ridge 
Leadership 
Computing Facility's Cray XT5 Jaguar sys- 
tem, by posting a performance of 2.67 peta- 
flops to the Cray XT5 Jaguar's 1 .75 petaflops. 
The Tianhe-1 A's win ends a six-year run by 
the United States of having the top spot in 
the Top500.org ratings. Overall, the United 
States has 275 of the 500 systems on the list; 
China has 42. 

I Juniper Acquires Blacl(wave 

Juniper Networks is moving deeper into 
content delivery networking with its latest 
acquisition. The company has bought out the 
intellectual property assets of online video 
delivery and storage firm Blackwave of Acton, 
Mass. Juniper didn't reveal the terms of the 
transaction, but it did announce that it would 
incorporate Blackwave's technology, such as 
its Blackwave System video streaming solution, 
into its own IVledia Flow Controller offering 





for CDNs, content providers, and service pro- 
viders. The company says that the acquisition, 
which comes on the heels of its recent pur- 
chase of Trapeze Networks, will enhance the 
scalability and performance of its rich 
media delivery portfolio. 

I Attachmate Acquires 
Novell, Sells Some 
Intellectual Property 

Attachmate, an investment 
group owned by Francisco 
Partners, Golden Gate Capital, 
and Thoma Bravo, has signed a 
definitive agreement to purchase 
software maker Novell for about 
$2.2 billion. The agreement will 
also see Novell shareholder 
Elliott Management be- 
come an Attachmate 
equity shareholder. In a 
statement regarding the 
acquisition, Attachmate CEO 
Jeff Hawn said his company plans to maintain 
and further strengthen the Novell and SUSE 
brands, and Novell CEO Ron Hovsepian said 
the deal gives Novell's customers, partners, 
and employees opportunities to build on its 
"history of innovation and market leadership," 
as Novell, SUSE, Attachmate, and NetlQ have 
complementary product portfolios and many 
shared customers. The deal is expected to 
complete in the first quarter of next year. 
Additionally, Novell has agreed 
to a concurrent sale of 
certain intellectual 
property assets 
to CPTN 



Holdings, a group of tech companies orga- 
nized by Microsoft, for $450 million in cash, 
which is reflected in the merger consideration 
to be paid by Attachmate. It was not disclosed 
which patents the group was purchasing. 

1 Worldwide Data Center 
Infrastructure Market Shows Gains 

Things are looking up for the worldwide data 
center infrastructure market. Revenues for 
power distribution units, uninterruptible power 
supplies, racks, and cooling for the second 
quarter of 201 increased 6.9%, while ship- 
ments broadened 3.6%. This gave the market 
a year-over-year revenue loss of just 1 .8% 
while shipments increased 2.6%. From an 
individual company revenue perspective, 
Eaton led the UPS market at 30.2%, HP was 
on top of data center racks at 22.5%, APC by 
Schneider Electric led the PDU market with 
29.1%, and Emerson Network Power and 
Liebert led data center cooling with 47.9% of 

02 2010 revenues. 



WATCH THE 

This information provides a quick glimpse of current and historical stock 
j^^^^^ J^j^ prices and trends for 13 major companies in the technology market. 




1 Company 


Symbol 


Year Ago 


Nov. 11 $ 


Nov. 23 $ 


% change from 1 
previous issue 


AMD 


AMD 


$6.95 


$7.63 


$7.32 


T 4.06% 


CA Technologies 


CA 


$22.04 


$23.39 


$23.09 


T 1 .28% 


Cisco Systems 


CSCO 


$23.74 


$20.52 


$19.20 


T 6.43% 


Dell 


DELL 


$14.32 


$13.93 


$13.82 


T 0.79% 


Google 


GOOG 


$583.09 


$617.19 


$583.01 


T 5.54% 


HP 


HPQ 


$50.19 


$43.10 


$44.19 


▲ 2.53% 


IBM 


IBM 


$127.93 


$145.43 


$143.18 


T 1 .55% 


Intel 


INTO 


$19.39 


$21.21 


$21.09 


T 0.57% 


McAfee 


MFE 


$40.86 


$47.36 


$46.73 


T 1 .33% 


Microsoft 


MSFT 


$29.91 


$26.68 


$25.12 


T 5.85% 


Oracle 


ORGL 


$22.14 


$28.57 


$27.19 


T 4.83% 


Red Hat Software 


RHT 


$27.50 


$43.57 


$42.25 


T 3.03% 


Symantec 


SYMC 


$17.94 


$17.07 


$16.73 


T 1 .99% 



NOTE: This information is meant for reference only and should not be used as a basis for buy/sell decisions. 



I State Of The Network Global Study 
Reveals Enterprise Trends 

Enterprises want to implement new technologies, 
but they don't have enough IT management 
tools, according to Network Instruments' State of 
the Network Global Study. One of the biggest 
challenges to deploying cloud-based projects, 
virtualization, and unified communication initia- 
tives is identifying and troubleshooting the 
problem source. Some of the primary findings 
indicate that network professionals are increas- 
ingly welcoming cloud computing, that there is 
difficulty in monitoring the cloud, and that the 
future of videoconferencing is strong. The study 
results show that 47% of respondents desire to 
move to the cloud for improved application avail- 
ability and lower infrastructure costs. 
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DS-RPC Remote Site Management Series 




Device Management 

Console Port Management 

Remote Power Control 

True RMS Voltage/Current 

SNMP Support 

HTTP Power Control 

SSHV2/SSL Secure Access 

RADIUS Authentication 

Direct TCP Port Access 

Telnet/SSH Menu Device Selection 

Device Port Naming 

Individual Port Password Assignment 



BayTech's DS-RPC Remote Management Series provides secure and 
reliable management for your network, servers, and console ports. 
The DS-RPC combines the powerful combination of power manage- 
ment and console access. The cost-effective DS-RPC Series is meant 
for single connection applications. Security features such as SSH v2. 



RADIUS authentication, SNMP and user access lists per port allow 
system administrators to remotely manage the DS Series with greater 
confidence and control. The selected host module provides either 
secure in-band or dial-up out-of-band access to your DS-RPC Series 
remote management solution. 



Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 




IGrgO'888.222.7270 hergo.com 




GSA Contract # - GS-29F-01 33( 

^ 56-01 55th Avenue, Maspeth, New York 11378 
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Upcoming 



Are you looking to learn more about data center 
or IT topics? Network with some of your peers? 

Consider joining a group of data center 
professionals. If you have an event you'd like 
listed, please send an email to 
feedback @ processor.com . 



- DECEMBER - 

AITP Long Island 

Dec. 4 
www.aitp-li.org 



Gartner Data Center Conference 
Dec. 6-9 
Caesars Palace 
Las Vegas, Nev. 
www.gartner.com/it/page.jsp?id=1 24491 3 



International Computer Measurement 
Group Conference 
Dec. 6-10 
Gaylord Palms Resort 
Orlando, Fla. 
www.cmg.org/conference/cmg2010 



VMware Vsphere 4.0 
Dec. 6 

New Horizons Computer Learning Center 
Lexington, Ky. 
www.nhlexington.com 



Exchange Server 2010 

Dec. 7. 9 a.m. 
New Horizons Austin 
tinyurl.com/NHAustin2 
Dec. 8. 1 p.m. 
New Horizons San Antonio 
tinyurl.com/NHFtWorth2 
Dec. 10. 9 a.m. 
New Horizons Dallas 
tinyurl.com/NHDallas2 



Greater Wheeling AITP 
Dec. 8 
Wheeling, W.Va. 
www.aitp-wheeling.org 



ISSA Central Pennsylvania 
Dec. 8 

Harrisburg University of Science and Technology 
326 Market St. 
Harrisburg, Pa. 
centralpenn.issa.org 



ISSA San Diego 

Dec. 8 
San Diego, Calif. 
www.sdissa.org 



Southern New England 
SQL Server User's Group 
Dec. 8 
www.snessug.com 



AITP Washington D.C. 

Dec. 9, 6:30 p.m. 

Alfio's Restaurant 

4515 Willard Ave. 

Chevy Chase, Md. 
aitpwashdc.ning.com 



ISSA Northeast Ohio 
Dec. 9 

Cuyahoga County Library-Parma South 
7335 Ridge Road 

Parma, Ohio 
www.neoissa.org 



SQL Server Society of Las Vegas 
Dec. 9 

The Learning Center of Las Vegas 
777 North Rainbow 
Las Vegas, Nev. 
sssolv.com 



Visual Studio 2010: A First Look 
Dec. 9, 9 a.m. 
New Horizons Cincinnati 
10653 Techwoods Circle 

Cincinnati, Ohio 
tinyurl.com/NHCincinnati2 

Visual Studio 2010 
Dec. 10, 9 a.m. 
New Horizons Dayton 
1890 Commerce Center 

Fairborn, Ohio 
tinyurl.com/NHDayton3 



AITP Pittsburgh 
Dec. 1 3 
Slovak Catholic Sokol 
205 Madison St. Road 
Venetia, Pa. 
www.aitp-pgh.org 



For more Upcoming IT Events, see page 11. 
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I iPhone Leads In Smartphone 
Customer Satisfaction 

According to a survey by ChangeWave 
Research, iPhone owners are more satisfied 
with their phones than any other consumers, 
with 77% stating that they were "very satis- 
fied." Motorola took second in the survey of 
more than 1 ,200 con- 
sumers, with 74% of its 
users claiming satisfaction, 
while HTC took third with 
63%. On the lower end of 
the scale were Samsung 
with 45% and Research In 
Motion with 44%. In terms 
of individual handsets, the 
32GB iPhone 4 topped the 
list at 84% satisfied, fol- 
lowed by the 16GB iPhone 
4 (78%). As for Android 
handsets, consumers pre- 
ferred the HTC Evo 4G 
(76%) and the Motorola 
Droid 2 (74%). 

I NetApp 
Financial Results 
Show Revenue Growth 

NetApp announced its second-quarter fiscal 
results, which showed a surge in year-over- 
year revenue from $910 million to $1.21 bil- 
lion, an increase of 33%. Over the same time 
period, GAAP net income was $165 million 
vs. $96 million last year, while non-GAAP 
income was $203 million, an increase over 
$130 million from the same time last year. 
The company projects third-quarter income to 
rise about 3 to 7% sequentially (23 to 28% 
year over year) and hit between $1 .24 billion 
to $1.29 billion. During the second quarter, 
NetApp introduced new products and ser- 
vices that likely contributed to its success. 

I Android To Gain Tablet Market Share 

According to IMS Research, Google's 
Android operating system will likely account 
for 15% of the tablet market in 201 1 and will 
grow to 28% of the market by the end of 
2015. In the short term, at least part of the 
increase will likely be due to the release of 
the Samsung Galaxy Tab, which will be 
available through mobile carriers, and future 
versions of Android are being developed to 
work on larger-screen devices than are cur- 
rently possible. Further, a number of tech 
companies, including Cisco, Dell, Motorola, 
Samsung, and Acer, have plans to sell 
Android-based tablets in 201 1 . Android's top 
competition in the tablet operating system 
market comes from Apple and Microsoft. 

I HP Reports Promising 
Financial Results 

HP posted better-than-expected numbers in 
the fourth quarter, leading to an increased 
outlook for 201 1 . Net revenue was $33.3 
billion, an 8% increase over the same time 
period last year. GAAP operating profit was 
$3.3 billion, a 5% increase over last year, 
and non-GAAP operating profit increased 
1 0% to $4 billion. For the fiscal year 201 0, 
the company enjoyed a net revenue increase 
of 10% to $126 billion. Earnings per share 
also increased to 18% (GAAP diluted earn- 
ings per share) and 19% (non-GAAP diluted 
earnings per share). Some of the growth 
came from HP's networking business, which 
was bolstered by its 3Gom revenue. 

I Two New Spectrum Bands 
Could Alleviate Shortage 

Two new spectrum bands have been identi- 
fied by the U.S. Commerce Department's 
National Telecommunications and Information 
Administration that could be used by the pub- 
lic to help alleviate the ever-growing shortage 
of available broadband spectrum. The two 
bands total 1 1 5MHz, including 1 0OMHz of 




federal radar bands and 15MHz consolidat- 
ed from spectrum bands currently used for 
meteorological observation. The identifica- 
tion is part of a plan announced last June by 
President Obama to discover 500MHz of 
spectrum in response to the fear that smart- 
phones and other mobile devices will domi- 
nate the spectrum. 

I Gartner Cites 
Four Trends That 
Will Change Business 

New technologies always 
impact business, and 
research firm Gartner has 
recently released a report 
noting four trends in partic- 
ular that it says will do so 
over the next several years: 
cloud computing, social 
computing, context-aware 
computing, and pattern- 
based strategy. All four 
deal ultimately with the 
analysis and transfer of 
information, and Gartner 
VP Peter Sondergaard 
notes, "At the heart of the 
change in the next 20 years will be intelli- 
gence drawn from information." Even social 
networking, today largely a personal activity, 
will impact business, as the fluidity of 
intercourse through those media 
comes to replace what Son- 
dergaard calls the "rigid 
business processes" 
that currently dominate 
enterprise organization- 
al architectures. 

I Intel Invests 
In Mobile, Cloud, 
Social Gaming 

Intel sees big things happen- 
ing in the wireless and cloud 
spaces and is willing to back up that 
vision with cash: The chipmaker recently 
reported that it will be investing $77 million in 
a group of 18 cloud and mobile computing 
companies. The investment, which will be 
made through Intel Capital, the company's 
investment arm, will go to companies located 
in 11 countries, including Germany, India, 
the Ukraine, and the United States. The com- 
panies include Adaptivity, Boo-box, De Novo, 
Lilliputian Systems, Ortiva Wireless, Select- 
TV, SilkRoad, Verismo Networks, and YuMe. 
Intel is also investing in social gaming, recent- 
ly helping to fund Aurora Feint, a Burlingame, 
Calif., -based platform maker. 

I Research Finds Stuxnet Worm 
Targets Frequency Converter Drives 

A recent study by Symantec revealed that the 
Stuxnet worm, originally discovered in June, 
was designed to infiltrate power supply sys- 
tems such as those found in nuclear facilities. 
However, it specifically targeted the frequen- 
cy converter drives within industrial control 
systems that were created at companies 
located in Finland and Iran. The reason this 
malware is so dangerous is because it can 
interrupt automated commands and prevent 





certain tasks from being completed. Stuxnet 
is also difficult to detect because it doesn't 
corrupt files like most viruses do. 

I Study: 50 ISPs Responsible 
For Most Of The World's Spam 

Researchers at Delft University of Technol- 
ogy in the Netherlands and Michigan State 
University studied 109 billion spam mes- 
sages from 170 million unique IP addresses 
from 2005 to 2009 and determined that just 
50 ISPs host most of the world's spam. The 
Organization for Economic Cooperation and 
Development commissioned the study and 
found that malware-infected PCs generate, 
on average, 80 to 90% of the world's spam. 
The researchers also found out that most 
of the infected PCs generating spam are on 
well-known ISPs. The findings suggest that 
in order to impact spam in a big way, new 
security schemes should target those top 
ISPs first. 

I Dell Mobile Executive To Step Aside 

Ron Garriques, president of Dell's communi- 
cation solutions group, announced in mid- 
November that he will leave the company. 
Garriques, who formerly served as Motorola's 
president of mobile devices, reportedly made 
the decision following a reorganization effort 
at Dell that will tie cell phone and tablet mar- 
keting responsibilities into Dell's other 
business units, thus eliminating 
the communications solutions 
group that Garriques oversaw. 
Garriques, who came to Dell 
in 2007 and had a hand in 
Dell's release of the Aero 
smartphone and Streak 
tablet, will get a $1.44 mil- 
lion severance payment 
and $378,000 incentive 
bonus payout, according to 
a filing Dell made with the SEC. 
Although his departure is set for 
Jan. 31 , 201 1 , he'll stay on with Dell in a 
consultant role until the end of 201 1 that will 
pay him about $6.3 million. 

I Study Shows 500 Million 

To Use Mobile Health Apps In 2015 

According to mobile research company 
research2guidance, 500 million people will 
use healthcare applications on their mobile 
devices in 2015, an estimated 30% of all 
smartphone users. Although mhealth (mobile 
health) solutions have been discussed for the 
last 10 years, the company says smartphones 
are the main reason mHealth solutions will 
soon be successful. Today, 17,000 mobile 
health applications exist in major app stores, 
according to the company. Apps can be 
designed for the consumer or patient, but 
many apps (43%) are designed with health- 
care professionals in mind, including contin- 
ued medical education, remote monitoring, 
and healthcare management applications. 

I Spam Levels Down 47% 
Since August 

According to statistics from Internet security 
company Symantec, the spam volume in 
October decreased by 47% from levels seen 
in August and went down another 5% in the 
first half of November. Symantec says the 
sharp decline is due in large part to the dis- 
mantling of several malicious spam opera- 
tions, including the Bredolab botnet and the 
Zeus cybercrime ring, and the shutdown of 
Spamit.com. However, despite the drop in 
spam, Symantec says that phishing attacks 
are on the rise, with attackers using social 
networking and holiday-themed emails and 
Web sites to infect users' computers with 
malware. Symantec predicts that, as is often 
the case following takedowns of cybercrime 
operations, spam will rebound gradually over 
the next few months as attackers rebuild their 
malware armies. 
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STATS & FACTS 



Providing The Latest Insight & Information From Leading Research Firms 



Are Tablet Computers 
Invading The Enterprise? 




Recent data from market research- 
ers at Strategy Analytics show 
that the Apple iPad has a com- 
manding lead in the market. And 
the device, one of the fastest- 
selling tech gadgets in history, is 
making its way into enterprises, 
according to Forrester. 



MEJJON 



Number of iPads sold during 
Apple's fourth quarter (Apple) 



i Pad's share of the tablet computing 
IT departments testing or planning tablet 
43*^ IT departments interested in tablet 



market (Strategy Analytics) 

IT departments testing or pic 
computing applications (Forrester) 

IT departments interest 
computers (Forrester) 



Forrester sees three ways 
tablets are entering workplaces: 

IAs a third device in the mobile computing arsenal 
for executives and mobile professionals (laptops 
and smartphones are the other two devices). 

2 As replacements for clipboards 
and paper. 

3 In situations where no previous connected 
solution was convenient or would work. 



IT Spending 
Forecasts 



Are we seeing an 
upward trend for IT 
spending? Or will 
cautious optimism reign 
into next year? Here 
are the latest IT spend- 
ing forecasts from three 
major research groups. 
It's interesting to see 
where IT spending is 
headed, but remember, 
these aren't apples-to- 
apples comparisons 
because of the differ- 
ent elements each re- 
search group factors in 
its calculations. 




2010 IT Spending 

8.1% increase over 2009 



2011 IT Spending 

7.4% increase over 2010 



"It looks to me that both the U.S. economy and the global economy will fall 
between extremes of strong growth or recession, growing weakly but not slipping 
back into recession." 

— Andrew Bartels, Forrester vice president 





2010 IT Spending 

2.4% increase over 2009 



2011 IT Spending 

3.1% increase over 2010 



Emerging economies continue to be the locomotive of enterprise IT spending.' 
- Peter Sondergaard, Gartner senior vice president 




2010 IT Spending 

6% increase over 2009 



2011 IT Spending 

1% increase over 2010 



"Our surveys indicate that businesses are still cautious about committing to new, long- 
term IT projects and are still anxious about the possibility of a double-dip recession." 
—Stephen Minton, IDC vice president of Worldwide IT Markets and Strategies 
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The Processor Product Releases section 
includes brief overviews of data center products. 

All products listed have been released recently, so use this section to get 
up-to-date with what's new on the market and to find products you need. 



Manufacturers; ■ 
Do you have a new product that data center/IT ' 
managers would be interested in learning about? 

Send your press release or product information 
to press@processor.com. 



Physical Infrastructure 



■ Black Box Elite Wallmount Cabinets 

Black Box recently announced its line 
of Elite Wallmount Cabinets. Each cabinet 
has reversible doors, a Plexiglas front 
door, keylocks, and cutouts for ventilation. 
The Elite Wallmount Cabinets come in 
three different heights from 12 to 26 rack- 
mount units. Multiple accessories are also 
available, including a Brush Grommet Kit 
and Waterfall Radius Bracket. 

■ CommScope Uniprise Ultra 10 UTP 

CommScope released the Uniprise Ultra 
10 UTP, an unshielded twisted pair copper 
structured cabling system for lOGbps 
Ethernet applications such as streaming 
video, online media sharing, and virtual 
file storage. The Uniprise Ultra 10 UTP 
cable can block alien crosstalk at frequen- 
cies of up to 500MHz, CommScope says. 

■ Digi International ConnectPort LIS 

Digi International announced Connect- 
Port LTS, a multifunction wireless pro- 
grammable terminal server. Designed to 
minimize equipment space requirements 
and reduce costs, ConnectPort LTS fea- 
tures serial-to-IP connectivity; ZigBee 
wireless communications; 8-, 16-, and 32- 
port options; an internal modem; USB 2.0 
ports for expandability; a large LCD 
screen; and dual Gigabit Ethernet ports. 

■ HP SignagePlayer mpSOOOs & mpSOOOr 

HP launched a series of digital sign 
products aimed at independent retailers 
and small to midsized enterprises that 
wish to feature digital signage, either at a 
single location or across a small network. 
SignagePlayer displays slideshows and 
video loops as well as more sophisticated 
layouts that include text, images, anima- 
tions, RSS feeds, and interactive content. 

■ Matrox Extio F2408 

Matrox released the Extio F2408, a 
remote KVM that can be connected via 
fiber-optic cable to a host system about 
half a mile away. Matrox says the Extio 
F2408 is silent and reliable enough for 
mission-critical applications. It supports 
up to four 2,560 x 1,600 screens and USB 
2.0 input devices. 

■ Opto 22 OptoEMU Sensor 

Opto 22 introduced the OptoEMU Sen- 
sor, part of a planned packaged, network- 
able system that allows small to midsized 
enterprises to collect energy consumption 
data from electrical panels, metering 
devices, and other equipment. The product 
also provides communications interfaces 
and data integration capabilities. 

■ SIE Computing Solutions 505 Series 

SIE Computing Solutions introduced the 
505 Series 3U enclosure, which is a 3U 7- 
slot CompactPCI benchtop chassis. The 
SIE 505 Series is a configurable enclosure 
solution for systems in embedded telecom- 
munications, military, and test and mea- 
surement applications. It offers support for 
AC or DC input and a pluggable positive 
pressure cooling scheme in the front. 

■ Siemon Thumbscrew Fastener 
For SFF-8470 4X 

Siemon announced a thumbscrew fas- 
tener option for its 40H-Gb/s SFF-8470 4X 
passive copper cabling assemblies. The 



thumbscrew fastener provides added phys- 
ical security to the high-speed, low-latency 
interconnects to eliminate the possibility 
of accidental disconnections in SAS stor- 
age, ruggedized, and military data cen- 
ter applications. Siemon's SFF-8470 
assemblies offer data transfer rates from 
2.5Gbps to lO-nGbps per lane for support 
of high-speed interconnect applications. 



Networking & VPN 



■ Alcatel-Lucent Wireless Network 
Optimization Solution 

Alcatel-Lucent released a group of ser- 
vices and software tools under the 
Wireless Network Optimization name. 
The release is based on the company's 
Network Optimization solution and adds 
such tools as RF design audits, remote net- 
work monitoring, the LTE-TIA services 
suite, and reverse engineering abilities. 

■ Brocade VOX 6720 Data Center Switches 

Brocade announced the industry's first 
true Ethernet fabric switching solutions 
built for virtualized and cloud-optimized 
data centers, via its Brocade VDX 6720 
Data Center Switches. The lOGbE switch- 
es eliminate the need for STP. 

■ Caspio Cloud Computing Platform 

Caspio released advanced reporting fea- 
tures for its cloud computing platform. 
These SaaS features include step-by-step 
wizards, data aggregation, data grouping, 
embedded deployment, dynamic dash- 
boards, and "unlimited user" pricing. The 
features help to maintain dynamic reporting 
and data visualization, Caspio says. 

■ Enterasys Networks DCM 

Enterasys Networks announced Enter- 
asys DCM (Data Center Manager), a prod- 
uct that is part of Enterasys' data center 
strategy. Designed to provide automation, 
visibility, and control over the data center 
fabric. Data Center Manager gives users 
better management tools over the network, 
storage, and applications. 

■ Entuity Eye of the Storm (EYE) 
Enterprise 2011 

Entuity updated its Eye of the Storm 
(EYE) Enterprise 2011 network manage- 
ment suite. The new version adds an 
enhanced Web-based UI and integrated 
infrastructure mapping that lets administra- 
tors easily and quickly visualize even 
enterprise-class network infrastructures. It 
also increases support for popular virtual- 
ization platforms, including VMware ESXi 
and Oracle VM. Entuity' s IFA (Integrated 
Flow Analyzer), which lets users view, 
add, and edit the Application-to-Port map- 
pings used by IFA, simplify the process 
and make maintenance easier. EYE's new 
Live Status functionality provides focused 
monitoring attention through a user cus- 
tomizable Web-based dialog that tracks 
and reports current status of monitored 
devices, ports, or applications. For more on 
this product, see page 23. 

entliu 



■ Juniper Networks 
T4000 Core Router 

Juniper announced the T4000 Core 
Router, a routing platform designed to 
deliver new levels of performance. Powered 
by the Junos OS, the T4000 Core Router 
features 240Gbps per slot, optimization for 
transport networks, and 4 terabits of line 
rate throughput in a half rack chassis. 

■ Lumeta IPsonar 

Lumeta announced a release of IPsonar, 
which integrates discovery, visualization, 
and analysis enhancements. These include 
IPsonar custom services, a device discov- 
ery module, and comparison reporting. 
This release also features HTTPS testing 
abilities and SSL Certificate identifica- 
tion, which reports on SSL Certificate 
attributes such as IP address and Internal 
DNS Name. 

■ ManageEngine SQLDBManager Plus 

Austin-based ManageEngine announced 
enhancements to its database monitoring 
software, SQLDBManager Plus. The 
update adds monitoring of virtual log files, 
grouping of critical databases, and trigger- 
ing of customized queries and alarms 
when it detects an unexpected condition. 
The product monitors VLF metrics, which 
helps administrators understand the cause 
of declines in database performance. 

■ Network Instruments Observer 
Infrastructure 

Network Instruments released an update 
to Observer Infrastructure, a tool that pro- 
vides detailed metrics and analysis of 
underlying application delivery infrastruc- 
ture. The update provides visibility of vir- 
tual, WAN, and database environments 
and adds new reports and investigation 
workflows. The product is compatible 
with Citrix Xen, Microsoft Hyper-V, 
VMware ESX servers, and Parallels 
Virtuozzo Containers. 

■ NetVision NVMonitor, NVAssess 
& Access Rights Inspector 

NetVision released upgrades to its suite 
of access rights reporting applications. 
The upgrades add enhancements that 
include an expansion of the platforms cov- 
ered and new reporting tools that provide 
administrators with statistics on the state 
of user permissions over the network, pre- 
senting the opportunity to discover and 
remediate inappropriate permissions. 

■ Oracle Enterprise Manager 11g 
Ops Center 

Oracle announced Oracle Enterprise 
Manager llg Ops Center, a tool designed 
to help reduce hardware management 
costs with new hardware management 
capabilities for several engineered Oracle 
systems as well as Oracle's network fab- 
ric. Features include integrated infrastruc- 
ture management, application-to-disk 
management, lifecycle management, and 
hardware management and support. 

■ Oracle Solaris 11 Express 

Oracle recently announced Solaris 11 
Express, which is designed to reduce 
planned downtime and reduce the need 
for patching and maintenance reboots. 
Solaris 11 Express also supports the 
Oracle Exadata X2-2 and X2-8 Database 
Machines and the Oracle Exalogic Elastic 
cloud machine. 



■ Perle Systems Media Converters 

Perle Systems announced a new line of 
various types of Fiber to Ethernet media 
converters. Types include Managed or 
Unmanaged, Standalone or Chassis-based, 
Fast Ethernet, Gigabit, 10/100, and 
10/100/1000. The media converters can 
connect to any fiber and copper cable type 
and distance and include an onboard 
microcontroller to aid in error detection 
and recovery. 

■ OLogic 12400 

QLogic announced the QLogic 12400, a 
turnkey gateway that links InfiniBand 
clusters to the Ethernet cloud. The 26-port, 
QDR 40Gbps InfiniBand gateway features 
six lOGbE ports to provide seamless con- 
nectivity between an organization's 
Ethernet infrastructure and InfiniBand 
networks, resulting in high-speed cloud 
access for HPC (high-performance com- 
puting) resources. 

■ RAD Data Communications 
MiRICi-155 

RAD Data Communications released 
the MiRICi-155, a Gigabit Ethernet-over- 
SDH/SONET converter in an SEP. The 
MiRICi-155, which complies with the 
Multi-Source Agreement, plugs into any 
Gigabit Ethernet device as it pulls power 
from the host device. The device is also 
hot-swappable, adds network flexibility, 
and integrates easily in ad-hoc installa- 
tions, RAD says. 

■ Raritan CommandCenter Secure 
Gateway Virtual Version 

Raritan released a virtual version of its 
CommandCenter Secure Gateway that 
uses VMware vSphere 4.0 technology. 
The appliance offers remote, centralized, 
and secure access to data center equip- 
ment, and provides the same functionality 
as Raritan' s hardware-based Command- 
Center Secure Gateway versions but can 
function as a centralized gateway to man- 
age physical and virtual servers, embed- 
ded service processors, serial devices, and 
power-management devices. 

■ Red Hat Network Satellite 5.4 

Red Hat released Red Hat Network 
Satellite 5.4, the latest version of Red 
Hat's on-premises systems management 
solution that provides software updates, 
configuration management, provisioning 
and monitoring across both physical and 
virtual Red Hat Enterprise Linux servers. 
Red Hat Network Satellite 5.4 delivers 
compliance improvements, greater flexi- 
bility in content management, and im- 
proved subscription management. 

■ Riverbed Technology Cloud Steelhead 

Riverbed Technology announced Cloud 
Steelhead, a WAN optimization tool 
designed specifically for public cloud 
environments. Features include easy 
installation, scalability within cloud ser- 
vice provider environments, transparent 
cloud interception, a subscription-based 
pricing model, portal-based management, 
and easy cloning. Cloud Steelhead will 
also integrate with Amazon's EC2 and 
Virtual Private Cloud. 

■ Silver Peak Systems VRX-8 Virtual WAN 
Optimization Appliance 

Silver Peak Systems released version 
4.0 software of its Silver Peak VRX-8 
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virtual WAN optimization appliance. 
Silver Peak's latest software release 
includes optimization features, customiz- 
able application dashboards, and support 
for Microsoft's Hyper- V Server virtual- 
ization product to enable virtualization 
across the entire enterprise. The Silver 
Peak VRX-8 delivers up to IGbps of end- 
to-end throughput and is specifically 
designed to meet the requirements of 
today's most demanding WAN applica- 
tions. Release 4.0 of Silver Peak's 
embedded software also increases Silver 
Peak's unique Network Memory dedupli- 
cation capabilities by up to 50%. Net- 
work Memory eliminates the transfer of 
repetitive bytes of information. 

■ Streamcore SaaS Application 
HTTPS Traffic Classification 

Streamcore announced the availabil- 
ity of an advanced HTTPS traffic classifi- 
cation capability for SaaS applications on 
enterprise networks. Streamcore's classifi- 
cation feature automatically detects SaaS 
traffic, such as Salesforce, Citrix GoTo- 
Meeting, Google Apps or Microsoft 
Online Services. Once classified, Stream- 
core solutions can monitor and prioritize 
any type of SaaS traffic over corporate 
Internet access links to ensure the best 
possible performance. 

■ VServe24/7 Application Assurance 
Analyzer Managed Services 

VServe24/7 released its AAA (Appli- 
cation Assurance Analyzer) managed ser- 
vices to support the health of database 
infrastructure, provide a methodology for 
scaling, and find bottlenecks. AAA 
Services give users a complete overview 



of their infrastructure by identifying inter- 
dependencies within various infrastructure 
layers such as server, network, security, 
and middleware. 



Storage 



■ BridgeSTOR Application Optimized 
Storage Appliances 

BridgeSTOR released the AOS Appli- 
ance for VMware Virtualization and AOS 
Backup Exec 2010 Deduplicating Backup 
Appliance, which provide enhanced data 
reduction for VMware and backup. The 
appliances originate from Virtual Storage- 
Advanced Data Reduction, which pro- 
vides data deduplication, compression, 
encryption, and thin provisioning, and the 
Virtual Input/Output-Network Attachment, 
a lOGbE technology with reduced latency. 

■ Datacore Microsoft Windows Server 
2008 R2 Failover Clustering 

Datacore made storage scalability, per- 
formance, and high-availability enhance- 
ments to Failover Clustering in Micro- 
soft Windows Server 2008 R2 with 
Hyper-V. The newest capabilities in- 
clude the elimination of storage-related 
downtime for clustered file shares. The 
solution also offers virtualized storage 
configuration and speeds up SANs for 
clustered shared volumes. 

■ Dot Hill AssuredUVS 
Standard & Datacenter 

Dot Hill announced its AssuredUVS 
Standard and AssuredUVS Datacenter 
unified virtual storage solutions, aimed at 
bringing storage virtualization benefits to 
small and medium-sized businesses and 



enterprises. The release combines soft- 
ware, servers, and storage into an appli- 
ance capable of consolidating a company's 
multivendor storage assets. Dot Hill states, 
while improving storage efficiency, sim- 
plifying management, and enhancing flex- 
ibility in IT and business. Pricing starts at 
$63,960 for Standard appliances. 

■ InMage Scout 5.5 

InMage released version 5.5 of its Scout 
backup and disaster recovery software. 
The software supports backup for Ex- 
change 2010, SharePoint 2010, and 
MySQL 5.1 applications and vSphere 4.x, 
RHEL 5.4/5.5, and OpenSolaris 5.11 plat- 
forms. InMage Scout 5.5 also lets users 
manage backups and monitoring from a 
browser-based console. 

■ Idealstor Bantam 

Businesses like the speed of hard drives 
for backup duty. They also like the offsite 
portability of tape, which has made it an 
important disaster recovery medium. In the 
Bantam ($199 and up), Idealstor provides 
an ideal storage format for fast, reliable, 
portable backups. The Idealstor Bantam 
encloses standard 2.5-inch SATA hard 
drives in raggedized, removable cartridges, 
combining the performance benefits of 
disk with the 
offsite storage 
capabilities of 
tape. Backup 
and manage- 
ment software 
comes bundled 
with the Ban- 
tam USB 3.0, 
direct-attached 




storage system. Cartridges currently come 
in 320GB, 500GB, 750GB, and 1TB 
capacities. For more on this product, see 
page 31. 

■ Microsoft SQL Server 2008 R2 
Parallel Data Warehouse 

Microsoft announced SQL Server 2008 
R2 Parallel Data Warehouse and the 
Microsoft Critical Advantage Program, 
which let users design, deploy, and opti- 
mize appliance-based data warehouse sys- 
tems that meet their unique needs. 
Microsoft also previewed the next version 
of SQL Server, code-named "Denali." 

■ NetApp Shared IT Infrastructure Portfolio 

NetApp introduced several products that 
emphasize flexible and efficient designs and 
facilitate the move to a shared IT infrastruc- 
ture environment. Updated offerings include 
Data ONTAP 8, FAS/V6200 Series high- 
end storage systems, FAS/ V3200 Series 
midrange storage systems, solid-state dri- 
ves, SAS Disk Shelf, the OnCommand 
Management Software Suite, and the 
FlexPod Modular Data Center Solution. 

■ Panasas ActiveStor 12 

Panasas released Panasas ActiveStor 12, 
which is built on fourth-generation blade 
architecture and is the world's fastest par- 
allel storage system, according to the com- 
pany. Featuring Panasas' PanFS parallel 
file system, 64-bit multicore processing, 
and integrated lOGbE technology, the 
PAS 12 features 1.5GBps performance 
that can scale to 150GBps. The unit is 
available in modular configurations that 
start at 40TB for $110,000. 
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Delivering PDUs Direct To You 

Top Quality At The Lowest Price Avaiiabie 



by Blaine Flamig 
■ • • 

Premium power distribution without 
the premium price. Such a notion may 
sound too good to be true in today's sag- 
ging economy, but such an approach is 
precisely the customer-oriented mission 
PDUs Direct (www.pdusdirect.com) was 
built on and continues to operate by. 

As the online wholesaler of basic, 
metered, and switched PDUs from long- 
time PDU maker Server Technology's 
product line, PDUs Direct is dedicated to 
providing its customers the highest qual- 
ity in-rack power strips, power distribu- 
tion, and rack PDUs offered at best-in- 
class prices. 

Established in November 2008 at 
the outset of the economic downturn, 
PDUs Direct understands the financial, 
cost-cutting challenges now facing 
SMEs. That's why PDUs Direct is com- 
mitted to supplying its customers with 
industry-standard, industrial-grade PDUs 
suitable for network and server environ- 
ments at prices falling 10 to 20% below 
competitors' online prices. PDUs 
Direct' s customer commitment extends 
to the company's easy-to-use, uncluttered 
Web site, which makes locating the right 
PDU a quick, streamlined process with- 
out skimping on the pertinent product 
information customers require. 

PDUs Direct' s dedication to its cus- 
tomers is seen through its next-business 



day shipping policy; 100% satisfaction, 
30-day money-back product guarantee; 
and ultra-convenient email and live chat 
technical support options. Whether the 
question or concern is in regard to a prod- 
uct, order, or application, PDUs Direct' s 
chat support pairs customers with live 
operators who possess years of real-world 
PDU experience and knowledge. Custom- 
ers can even request a chat transcript for 
reference following a chat session. 

PDUs Direct power distribution units 
are constructed in steel-case enclosures, 
available in a variety of outlet and 
power-level configurations, and ship 
with a customer-selected power cord. 
Each switched PDU sold also includes 
the latest firmware from Server 
Technology and fully networked outlet 
management and power and environ- 
mental monitoring abiUties. li^ 

PDUs Direct 



(888) 751-7387 

www.pdusdirect.com 

sales@pdusdirect.com 

(product, application, and order inquires) 
support@pdusdirect.com 

(tech support and return inquires) 



PDUs 



direct 



DAlA 




I 



EPOC 



A Gaw Associates, Inc. Company 

Toll Free: 877-GAW-RACK • DataCenterDepot.com 

(429-7225) 



We are an industry leader, nationally recognized 

Bfor the highest quality 
products and services, gm 
as well as most iT 
economical solutions. 





Made in the USA 



Adjustable height tables 



Standard & 
Seismic racks 




Numbers speak for 
themselves! 



Customer satisfaction 97.5% 
On-time delivery 95.3% 
Quality 99.0% 

Source: ISO/R 9000 Certification Oatg 



Wall mount racks 



Rack accessories 




• Cable ladders 

• Cable management 

• Custom manufactured 
racks and accessories 

• Design solutions 
and free expert 
consulting 

• Rack and stack 




Technical furniture 



Rack mount travel case 



Call us today, receive answers today: 877-429-7225 
Give us 1 % of your business . . . we'll earn the rest! 



ISO 

9001 

CertifKO 



VMxner's BusmesB Enterprise 



WBENG bIb 
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Continued from Page 7 

m Promise Technology VTrak Ex30 

Promise Technology announced its 
VTrak Ex30 series of storage solutions. 
This series of products includes lOG 
iSCSI, 1Gb iSCSI, 6Gb SAS, and 8Gb 
Fibre channel options that all feature the 
Intel Xeon C5500/C3500 processor. 
VTrak' s improvements increases perfor- 
mance speeds from ISOOMBps to up to 
6000MBps. It comes with dual power 
supplies/cooling units; can be configured 
to have up to 384TB of storage; and it 
can be used for primary storage or for 
disaster recovery, cloud storage, or virtu- 
alization. Multiple configurations are 
available to meet different budgets and 
capacity needs. 

■ QStar Object Storage Manager 

QStar introduced the QStar Object 
Storage Manager, which is an unstruc- 
tured data management and archiving 
software platform that is ideally suited to 
healthcare, media and entertainment, gov- 
ernment, and research/education organiza- 
tions that work with petabytes of data. 
QStar' s OSM is a self-managing and self- 
healing object-based storage platform that 
is optimized for long-term archiving and 
cloud storage. Features include a user- 
friendly interface, retention management 
with Legal Hold, encryption, and a back- 
end TCP/IP switch for communicating 
between nodes and load balancing read 
and write requests. 

■ RAID Xanadu 300 

RAID's Xanadu 300 storage solution 
features a 6Gb SAS architecture and up to 
40GBps drive reads per rack. It also has 
4U building blocks with 60 front-loaded 
drives, each sustaining up to 4GBps. 
Multiple Xanadu 300 systems can be com- 
bined using a parallel file system for 
added capacity and performance. 

■ Riverbed Technology Whitewater 

Riverbed Technology released the 
Riverbed Whitewater appliance, which 
accelerates cloud storage and offers dedu- 
plication capabilities. The appliance gives 
customers a fast, cost-efficient, and secure 
way to integrate cloud storage into their 
existing backup infrastructure and disaster 
recovery strategies. Whitewater supports 
environments powered by EMC Atmos, 
AT&T Synaptic Storage as a ServiceSM, 
and Amazon S3. 

■ Voltaire-Supermicro 
RapidStorage Appliance 

Voltaire and Supermicro announced 
the Voltaire-Supermicro RapidStorage 
Appliance, which is designed to deliver 
ultra-fast, scalable, and cost-effective stor- 
age for high-performance clusters. 
The Voltaire-Supermicro RapidStorage 
Appliance is a building block for massive- 
ly scalable high performance storage sys- 
tems that can deliver millions of I/Ops and 
hundreds of GBps. 



Security 



■ Athena Security 
Firewall Rule Tracker 

Athena Security announced the Firewall 
Rule Tracker, a rule documentation com- 
pliance solution. Rule Tracker's primary 
benefits include device connection flexi- 
bility, retainable business justification his- 
tory, shared spreadsheet reports, and 
mixed vendor support. The Athena 
Firewall Rule Tracker starts at $250 per 
firewall. It's also available as an add-on 
solution to Athena FirePAC. 



■ CoSoSys Endpoint Protector 
AutoRun Disable 

CoSoSys' Endpoint Protector features 
AutoRun Disable, a tool designed to 
keep malware from spreading via physi- 
cal computer interfaces, such as USB 
ports. AutoRun Disable lets computers 
selectively disable AutoRun in Windows 
operating systems without disabling the 
feature for all devices. AutoRun Disable 
is a free download. 

■ Fortinet FortiMail-SOOOC 

Fortinet announced FortiMail-3000C, its 
messaging security appliance. FortiMail- 
SOOOC supports Web mail, IMAP, and 
P0P3 email clients and includes Identity- 
Based Encryption, which allows encrypted 
emails to be sent without any user provi- 
sioning. The appliance is designed for cor- 
porations with high email counts and has 
16GB of RAM and can support up to 6TB 
of RAID 1/5/10/50 storage. 

■ GFI Software LANguard 9.6 

GFI Software announced the latest ver- 
sion of LANguard, a network security 
solution that automates missing patch 
detection and remediation for popular 




browsers running on Windows systems, 
including Microsoft Internet Explorer, 
Mozilla Firefox, Google Chrome, Apple 
Safari, and Opera. GFI LANguard com- 
bines vulnerability scanning, patch man- 
agement, and network and software 
auditing into one solution that's aimed at 
streamlining network-related security 
processes and reducing vulnerability lev- 
els. The update includes automatic 
patching for new applications, real-time 
notification of product updates, and 
enhanced auto-approval of patches for 
Microsoft applications. 

■ Network Box Sentinel AV 

Network Box released the Sentinel AV, 
a virus detection and signature service. 
Sentinel AV is designed to reduce 
response time to Internet threats by mak- 
ing and releasing its own signatures when 
it detects unknown, potential malware. 
Sentinel AV also benefits from Network 
Box's continually updated Security 
Response system. 

■ SolarWinds Permissions Analyzer 
For Active Directory 

SolarWinds announced the Permissions 
Analyzer for Active Directory, a free tool 
that's designed to give users a quick and 
easy solution to help answer, "Who has 
the permission to do what?" You can view 
a complete hierarchical view of the effec- 
tive permissions and access rights for a 
specific file folder (NTFS) or share drive, 
and browse for permissions by group or 
individual user. 

■ SpamTitan WebTitan 3.50 

SpamTitan announced its WebTitan 
3.50 Web-filtering solution for SMEs. 
Designed to protect employees from 
Internet threats and enforce Internet poli- 
cies, WebTitan 3.50 provides analysis, 
summaries, and full reports that can be 



exported as PDFs. It also features auto- 
mated updates and backups. 

■ SunGard Adaptiv Riskbox 

SunGard released Adaptiv Riskbox, a 
credit risk product aimed at helping 
banks quickly analyze and explain risk 
results as a way of helping them stream- 
line the daily risk production process. 
The software monitors feeds, identifies 
errors, and processes corrections to allow 
the incremental application of changes 
and corrections. 

■ Tenable Network Security Nessus 4.4 

Tenable Network Security, a provider of 
unified security monitoring solutions, 
released Nessus 4.4. For users who sub- 
scribe to Tenable' s Professional Feed ser- 
vice, the upgrade allows for accessing a 
Web-based feature that supports schedul- 
ing of scans, which is driven by scan poli- 
cies stored directly on the server. The 
release also makes it possible to schedule 
one-time and recurring scans. Nessus 4.4 
also includes improved reporting abilities 
that assist in the analysis of vulnerability 
scan results through access to HTML- 
based executive summaries, as well as 
detailed summary reports. 



Messaging & Telephony 



■ CounterPath Bria Android Edition 

CounterPath released Bria, its VoIP 
application for the Android platform. The 
application features background operation, 
security and encryption settings, and 
voicemail. Bria also has many deskphone- 
like options, including holding, forward- 
ing, and rejecting calls. In addition, GSM, 
iLBC, and G.711 a/u audio codec support 
is included with G.729 support available 
for an additional cost. 

■ GFI Software FAXmaker 2011 

GFI Software released the latest version 
of its network fax server software, 
FAXmaker 2011, complete with FoIP 
(Fax over IP) support. Aimed at SMEs, the 
software supports faxing straight from 
email clients. The enhancements include 
a new OCR engine, Network Share sav- 
ing support. Fax Class 2.1 speeds, and 
Dialogic SDK v6.3 support. 

■ Mitel Freedom Architecture 

Mitel announced the Mitel Freedom 
architecture, which offers a single cloud 
computing-ready software stream that 
delivers various communications options 
for integrating a voice solution into net- 
works and applications. Mitel also 
announced Mitel Anywhere, a cloud-based 
UC offering; VMware View desktop virtu- 
al integration; and expanded UC support 
for Android, BlackBerry Playbook, and 
iPad devices. 



Servers 




■ SGI Prism XL 

SGI released an 
accelerator-based 
HPC platform that it 
says can provide up 
to a petaflop of com- 
puting power in a 
single cabinet. The 
GPU-agnostic sys- 
tem supports PCI-E 
accelerator cards of 
up to 300W from 
Nvidia, AMD, or 
Tilera. It's extremely 
dense and scalable, 
SGI says, freeing up 
floor space and re- 
ducing TCO. SGI 



based the Prism XL on its new, modular 
STIX architecture, which it says uses a 
"stick" form factor in the place of blades. 
Each stick is composed of two "slices" — a 
motherboard and an xl6 second-genera- 
tion PCI-E 2.0 slot— plus up to 4TB of 
hard drive and SSD storage. 

■ Supermicro GPU SuperBlade SBI-7126TG 

Supermicro introduced the GPU Super- 
Blade SBI-7126TG, a blade system that 
packs up to 20 Nvidia Tesla M2070 or 
C2070 Fermi GPU cards and up to 20 
Intel Xeon 5600 or 5500 series CPUs in a 
7U enclosure. Outfitted with xl6 second- 
generation PCI-E 2.0, the SuperBlade 
also supports optional QDR 40Gbps 
InfiniBand, the company says. 

■ Supermicro TwinBlade 
SBA-7222G-T2 

Supermicro released the TwinBlade 
SBA-7222G-T2, a blade module that is 
optimized for 12-core AMD Opteron 
6100 series processors. It can fill a 42U 
standard rack with up to 2,880 process- 
ing cores, Supermicro says, at an 
increased performance per watt. It's 
intended for HPC, cloud computing, and 
data center use. 

■ Oracle Tutor 14 

Oracle announced Oracle Tutor 14, a 
process documentation tool designed to be 
a single, user-friendly repository for docu- 
menting and sharing business processes. 
Features include streamlined training, 
information sharing, document consisten- 
cy, and import and export capabilities via 
Oracle Business Process Management 
Suite llg and Oracle Business Process 
Analysis Suite 1 Ig. 

■ Red Hat Enterprise Linux 6 

Red Hat released version 6 of its flag- 
ship Linux server operating system. The 
commercial open-source OS now has 
better resource management and perfor- 
mance, scalability, power saving, virtual- 
ization, and a range of updated desktop 
and server applications. Cloud, virtual- 
ized, and physical deployments can all 
benefit from the new OS, Red Hat says. 



Clients 



■ Giada MI-I0N2 Motherboard 

Giada Technology announced the avail- 
ability of its MI-I0N2 motherboard. The 




MI-I0N2 has a mini-ITX form factor. It 
uses the Intel Atom dual-core processor 
and includes the Intel NMIO Express 
chipset. The MI-I0N2 uses Nvidia's 
GT218-ION graphics with 512MB of 
VRAM (video RAM) and HDMI and DVI 
outputs for a 1080p resolution, making it 
ideal for digital signage and entertain- 
ment. The MI-I0N2 also features two 
SO-DIMM memory slots that can accom- 
modate up to 4GB of DDR2 667MHz 
RAM. It also comes with six USB ports 
and two SATA 3Gbps ports. For more on 
this product, see page 35. 
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costs in areas that go far twyond the simple 
replacement of damaged hardware. This is 
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Securing Intellectual Property 



Continued from Page 1 
Design is Cadence's virtual IT infrastruc- 
ture, and Hosted Design's ongoing success 
depends on security. Cadence has gone 
above and beyond the call. 

{NOTE: Recently, Cadence introduced 
an EDA360 initiative that promises to dra- 
matically transform the traditional EDA 
model. For more, see the December issue 
of our sister publication PC Today 
[ www.pctoday. com ].) 

Closed To The Public 

As Cadence IT Group Director For 
Information Protection, Jaswinder Lochab 
heads the Information Security Group that 
facilitates Cadence's security measures 
regarding company and customer data. The 
team's mandate is protecting every aspect of 
customer data within Cadence's infrastruc- 
ture, along with Cadence's source code, 
employee data, and internal infrastructure. 
The team includes operational-minded peo- 
ple who perform daily infrastructure main- 
tenance and senior-level solution architects 
who structure secure environments, includ- 
ing Hosted Design project chambers cus- 
tomized for each individual customer 
engagement, Lochab says. 

Although Cadence offers multiple 
Hosted Design models, each includes a 
requisite product suite and technologies 
along with customer-specific customiza- 
tions and functional specifications. Built 
on a robust infrastructure, each model fea- 
tures collaborative environments in which 
IP is exchanged without risk of exposure 
outside of Cadence or, Lochab says, "other 
project domains within Cadence where a 
competitor may be doing another design 
project also hosted within Cadence." These 



"closed project chambers," or private com- 
puting clouds, aren't cheap in comparison 
to public cloud models, he says, but "the 
intent here first and foremost is to keep the 
data secure." 

William Krueger, Cadence IT director for 
information protection, says Cadence may 
dip its toe in the public cloud space next 
year, but "until security is at a high enough 
level that we can provide the same guaran- 
tee to our customers, we won't move into 
that area." Lochab adds that data configura- 
tion, identity access structures, authentica- 
tion, and other requirements are coming 
together, but public cloud options still lack 
the security Cadence needs. 

Collaboration Without "Oops" 

The Cadence Information Security 
Group "audits the life out of [Cadence's 
Hosted Design models] to make sure 
there's no 'oops,'" Krueger says, meaning 
continuous monitoring of configuration 
management. "Governance, compliance, 
auditing, and monitoring are actually the 
banner we fly right now as our highest pri- 
ority," Krueger says. 

To that end. Cadence has several mea- 
sures in place affecting every employee, 
including mandatory, ongoing training and 
awareness. Every employee undergoes a 
comprehensive Security 101 course, man- 
agers undergo secondary Security 201 
training, and any employee who touches 
customer data or any employee who sup- 
ports an employee handling data goes 
through Security 301 training. Those in 
Cadence's services organization attend 
incremental workshops on protecting cus- 
tomer data, and R&D employees attend 
separate training annually. 



Responsible for much of the training is 
the Cadence Security Initiative, a gover- 
nance body originally sponsored out of the 
CEO's office. CSI's purpose is validating 
security roadmaps and helping prioritize 
security initiatives based on risk profiles 
Lochab' s group develops. CSI also oversees 
compliance with customer data handling 
requirements via such entities as Label, Log 
& Secure, which is a system for applying 
protocols on how to log customer data and 
encrypt customer IP and designating those 
employees authorized to access data. 

Elsewhere, Cadence hosts periodic secu- 
rity forums for ClO-level execs, makes 
security an agenda item on executive team 
members' goal sheets, and provides quar- 
terly visibility into security goals to a gov- 
ernance body that reviews security inci- 
I dents and ensures accountability for such 
incidents. Further, security metrics main- 
tained for Cadence's tools help executives 
decipher what's being done correctly and 
where investments are paying off. 

Cadence's incident-reporting system 
empowers anyone witnessing a question- 
able data- or IP-related incident to report it 
via an internal management system. "I 
think we've done a tremendous job in 
making employees very aware of the pro- 
tocols around security, and they feel very 
comfortable bringing things to our atten- 
tion," Lochab says. Krueger adds, "That's 
where CSI has been effective in getting 
the executives to push it down to the 
employees to understand this is important 
to Cadence and everyone needs to pay 
attention to it." 

Proof Is In The Collaboration 

Enlisting such security would be for 
naught if customers didn't buy in. 
Cadence's are. Previously, most of Ca- 
dence's customers preferred to keep their 



Improving Security 
At Customer Locations 

William Krueger, Cadence IT director for infor- 
mation protection, says, "In security, we're 
only as good as the weakest link. We're here 
to correct that weakest link." 

That's why, in addition to its Hosted Design 
Solutions, Cadence also works directly with 
customers to improve security in their enter- 
prises. The EDA Infrastructure Acceleration 
Services team consists of IT and CAD experts 
who work with customers around the globe. 
Regardless of size, the focus is on each indi- 
vidual customer's security needs, including 
detecting problems with existing security mea- 
sures, identifying hardware and tools needed 
to better safeguard the customer's environ- 
ment, and attaining security certifications. 

intellectual property within their own 
physical domain, meaning Cadence 
shipped employees to the customer's site 
for project work. Now, more customers 
are willing to put at least some of their 
intellectual property in the secure Cadence 
environment, Lochab says. 

Ultimately, Cadence hopes to move 
"security down to the data itself," Krueger 
says, so it's at "the lowest denominator 
where I have the best control over it." 
Krueger also says Cadence expects to one 
day conduct behavior modeling, "because 
the biggest threat we deal with, and it 
never changes, is people." For now. 
Cadence is beginning to test secure appli- 
cations that support customers accessing 
data via any device. "We'll authenticate 
you at the application level, and you can do 
what you need to do," Krueger says, iii 

Contact: (408) 943-1234 I www.cadence.com 



Manage Aging Equipment 



Continued from Page 1 
Chesapeake, Va. "Organizations should 
make sure their HVAC system is supported 
with backup power so that temperature and 
power spikes do not impact equipment." 

Invisible Uninterruptible Power Supplies 

UPSes are often mistakenly overlooked 
as a root cause of data center downtime. 
Hardware that's plugged into an inadequate- 
ly maintained UPS — or, worse, no UPS at 
all — will fail more often than equipment 
that is fed clean, monitored current. Older 
equipment is even more susceptible to fluc- 
tuation-related failure. 

"UPS maintenance is very critical," 
says Keith Gislason, director of product 
management for Avocent Products and 
Services, a division of Emerson Network 



- RISC Networks' Jeremy Littlejohn 

Power (www.avocent.com). "You don't 
build a data center unless you want your 
servers to stay up, and to do that, you 
need clean power. Maintaining your UPS 
prolongs its life and the life of your 
equipment in addition to reducing down- 
time. This is not an area that any business 
will ever compromise." 

A study on UPS rehability conducted by 
Emerson Network Power showed the 
MTBF of a UPS that received two preven- 
tive maintenance visits per year is 23 times 
better than a UPS that is not maintained. 



Unmonitored Power 

If badly maintained UPSes are like 
ticking time bombs, unmonitored power 
can similarly make attached hardware 
old before its time. Conventional power 
distribution units don't provide adequate 
visibility into power usage. This can lead 
to power imbalances within the data cen- 
ter, which, beyond inefficient energy 
use, can also upset the cooling environ- 
ment. To combat imbalances, IP-capable 
PDUs can be retrofitted to existing serv- 
er cabinets and existing PDUs to more 
effectively balance power demands with 
actual supply. 

"You will continue to provide reliable 
power distribution with the existing PDUs," 
says Julie Brown, marketing manager with 



Server Technology (www.servertech.com), 
"but you will combine it with local and 
remote power and environmental monitor- 
ing via IP using the additional device." 

Too Much Hardware 

As equipment ages and reliability drops, 
maintenance needs increase tremendous- 
ly. Instead of looking for best practices 
to streamline fixes to the same old hard- 
ware, Wallace recommends seizing the 
opportunity to get rid of the hardware alto- 
gether. Virtualization reduces the size of 



the hardware pool and its associated main- 
tenance load. 

Wallace says virtualizing helped the 
Chesapeake city administration avoid 
new capital expenditure by bypassing 
new hardware purchases and a data cen- 
ter expansion. The initiative extended 
their existing equipment's lifespan and 
returned an annual $200,000 savings in 
hardware costs. 

Slipshod Application Maintenance 

Maintenance becomes more crucial to 
maximizing uptime as equipment ages, 
and the same is true of applications. IT 
must work with its business partners 
to define both acceptable and unaccept- 
able levels of performance. This ensures 
proper prioritization of effort in the event 
of an outage and ensures that routine 
maintenance activities aren't forgotten, 
either. Wallace recommends developing 



benchmarks for business performance 
that include applications as well as hard- 
ware. Littlejohn is more succinct. 

"First, forget about hardware; software is 
king in the data center," Littlejohn says, 
adding that most key forms of automation 
are more dependent on software than on 
hardware. "So even if you don't update your 
hardware, make sure the software, BIOS, 
patches, etc., on your infrastructure and 
servers are all up-to-date." 

He also recommends keeping a close 
watch on application and event logs. 



WAN Performance Ignored 

When resolving data center performance 
issues, IT professionals often focus too 
closely on the facility instead of the network 
that feeds it. Littlejohn describes WANs as 
"the forgotten component" of data centers. 

"I would say that in easily 25% of the 
data centers we evaluate, the WAN is not 
provisioned properly and shows perfor- 
I mance issues," Littlejohn says. "These are 
I quickly blamed on the 'old' servers or 
'ancient' switches." 

By focusing root cause analysis on the 
underlying network infrastructure, problems 
previously classified as hardware-related 
stand a greater chance of being properly cat- 
egorized and resolved. 

Top Problem: 
Substandard Layout 

Hardware can age — and fail — prematurely 
for many reasons. A surprising root cause is 
often the way it's laid out within the facility. 
Simply moving equipment into new posi- 
tions can drive efficiencies in airflow and 
j power that can in turn reduce in-service 
stress on the hardware. 

"Obviously, the more information you can 
get, the better decisions you can make," 
says Keith Gislason, director of product 
management for Avocent Products and 
Services, a division of Emerson Network 
Power (www.avocent.com). Gislason adds 
that properly positioning blanking panels, 
clearing floor grates of debris, and reposi- 
tioning cables away from airflows can return 
immediate gains in hofcold air manage- 
ment. "You can do some of that by trial and 
error," he says. "Of course it'll never be as 
effective as a full CFD analysis, but you can 
certainly start down that path on your own." 



"Software is king in the data center So even if you don't 

update your hardware, make sure the software, BIOS, patches, 
etc., on your infrastructure and servers are all up-to-date." 
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Setting Up A Backup 

Or Replication Data Center 



ill Your Business Stay Afloat When Disaster Strikes? 



by Julie Knudson 

Establishing a backup or replication 
data center that provides reliable redun- 
dancy during emergencies is becoming a 
greater necessity. The task of creating 
such a resource can be overwhelming, and 
many data center and IT managers must 
start from scratch. 

Spending the time and money to set up a 
well-functioning backup data center is 
often a hard sell internally, especially in a 
difficult economy. According to David 
Hester, director of data center strategy and 
planning at ACS (www.acs-inc.com), 
"This is one of those things that compa- 
nies really struggle with trying to fund and 
finance, because it seems like a nice-to- 
have, until you have to have it." 

Identify The Risks 

Before diving into the list of business 
requirements for a backup facility, it's first 
necessary to accurately identify the poten- 
tial risks to the production data center. 
Hester suggests admins begin by asking, 
"What am I trying to avoid? What am I 
trying to protect from?" 

Correctly understanding your organiza- 
tion's risk factors is critical to developing a 
solution that works as intended when dis- 
aster strikes. Potential emergencies range 
from small-scale power outages to regional 
geopolitical issues, as well as natural disas- 
ters such as earthquakes, floods, and 
weather incidents. Local power outages 
may be addressed by a backup data center 
that's located only a few miles away, while 
infrastructures located in geologically 
active areas often require that recovery 
capabilities are housed somewhere more 
stable. "Defining the risk and the parame- 
ters around what the solution has to entail 
will help you figure out what type of 
resource you really need and where the 
resource can be located," Hester says. 

Identify Your Business Requirements 

Applications originally defined as critical 
may not be the most needed when a cutover 
to a backup data center occurs. In addi- 
tion, companies frequently over- or under- 
estimate their availability requirements and 



tolerance for network latency 
It's important to work with 
internal groups to identify 
those applications and 
portions of the network 
that are required to 
keep business oper- 
ations going and 
provide the least 
disruption to cus- 
tomers, cash flow, 
and other critical 
path activities. 

According to 
Hester, a good ini- 
tial plan sets the 
stage for all of the 
things that follow 
"If you're looking for 
continuous availability. 




Key Points 



Thoughtful planning is as critical to suc- 
cess as good implementation. 

Backup solutions must balance potential 
risks with business needs. 

Be creative: New energy savings pro- 
grams offer unconventional ways to fund 
going green. 



that certainly dictates a wholly different 
hardware architecture, IT solution, and 
network solution than if you're looking for 
something that's more of a back office 
operation," he says. He also points out that 
location and industry may play key roles 
in determining what your backup solution I 
should look like. 

Think Long-Term | 

Business needs are always evolving, and 
companies may find their options are lim- 
ited down the road if they lock in to a 
solution without thinking about the long- 
term implications. As an example, John 
Linse, global competency lead for data 
protection services at EMC Consulting, 
says that many customers don't think 
ahead when establishing their initial 
account with a managed service. "They 



Top Tip: Develop A Plan & Practice It Regularly 

There are a number of pieces, some of which reside outside IT, that come together to form a 
reliable, comprehensive business continuity plan. "From a business perspective, it is a huge 
undertaking. The IT portion is certainly a piece of that," says David Hester, director of data center 
strategy and planning at ACS (www.acs-inc.com). "Understanding where the disaster recovery 
plan plugs into a continuity strategy is certainly paramount." 

Thinking about the what-ifs is the first step. "At the time of a disaster, what will happen?" asks 
John Linse, global competency lead for data protection services at ElVIC Consulting. Business 
needs, along with available dollars and other resources, will likely help to shape the final recovery 
and continuity plans. Hester agrees, adding, "You need to build a road map. You need to say, 
'In order for my business to stay operational, these are the applications that I have to have, and 
these are the . . . databases that are required to maintain a business front.'" 

Remember, too, that the best plan is only as good as its last dry run, and problems often appear 
when they create the biggest headaches and when data center managers have the least time to 
resolve them — during an emergency. Says Hester, "To build a comprehensive plan is the first 
step, but then if you don't actually test the plan, which is also a large amount of work and a signifi- 
cant commitment, then you have no way of knowing whether or not what you put on paper will 
actually work." 



reutilize all of the IP addresses in the 
recovery center that they had in their pro- 
duction data center," he explains. Later, 
when moving to their own facility, this 
becomes a problem. "They'll typically 
want to move to their own facility to be 
able to reutilize assets or get better use out 
of their own equipment, and the isolated 
network approach that they had taken no 
longer works, because now they have 
active equipment on both sides of the net- 
work," Linse says. 

The solution is simple, Linse says. "For 
customers that are already thinking 
through that and building out their own 
sites, they'll typically develop a spanning 
network schema, which means that both 
data centers are on one large network, but 
are separated by logical breaks in the num- 
bering schemes." 

Balance Cost With Efficiency 

High initial costs often dissuade com- 
panies from pursuing aggressive energy 
efficiency strategies in their backup data 
centers. With some ingenuity and thought- 
ful planning, data center managers may 
no longer need to decide between cost 
and sustainability. 

Conventional wisdom tells us that green- 
ing the data center is prohibitively expen- 
sive, but experts within the industry are 
pushing back. "Our experience is that it is 
not cost-prohibitive, that actually it is cost- 
advantageous to build efficient sites," 
Hester says. "If you engineer it properly, if 
you do it with a lot of creativity, you can 
certainly drive those costs down." 

Energy companies and equipment ven- 
dors are rolling out programs that allow data 
center managers to implement energy-sav- 
ing solutions during the construction phase, 
with little or no initial cost. "Customers 
don't have to lay out any money up front, 
they just pay every month an agreed-upon 
fee, and it comes out of what they're sav- 
ing," says David McDougle, president and 
CEO of Taylor Leigh Technologies (www 
.taylorleightechnologies.com). 
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For more Upcoming IT Events, see page 4. 



Cisco IINS: Implementing Cisco 
ICS Network Security 
Dec. 13, 6 p.m. 
Online Live 
www.nhnorthflorida.com 



AITP Garden State 
Dec. 14 
Jim Johnston's Steakhouse 
58 Eisenhower Parkway 
Mountain Plaza 
Roseland, N.J. 
tech.groups.yahoo.com/group 
/aitpgardenstatechapter 



AITP Richmond 
Dec. 14 
2015 Staples Mill Road 
Richmond, Va. 
www.aitprich.org 



PASS Wisconsin 
SQL Server User's Group 
Dec. 14, 4:30 
Microsoft Office 
2176 Woodcrest Drive 

Green Bay, Wis. 
wisconsin.sqlpass.org 



VMware vSphere: 
Troubleshooting [V4.x] Class at Platform Lab 
Dec. 14, 8 a.m. 
Platform Labs 
1275 Kinnear Road 

Columbus, Ohio 
www.platformlab.org 



AFCOM Central Ohio 
Dec. 15 
Columbus, Ohio 
www.afcomcentralohio.org 

AITP Northeastern Wisconsin Chapter 
Dec. 15, 4:15 p.m. 
Holiday Inn Select 
150 S. Nicolet Road 
Appleton, Wis. 
new.aitp.org 



AFCOM Central Texas 
Dec. 16 
Austin, Texas 
www.afcom.com/afcomnew 
/CentralTexas.HTML 

AITP Greater Boston 
Dec. 16 
Phillip's Old Colony House 
Dorchester, Mass. 
www.bostonaitp.org 

AITP Omaha 

Dec. 16 
Omaha, Neb. 
www.aitpomaha.com 

ISSA Upstate South Carolina 
Dec. 17 
ECPI 

1001 Keys Drive #100 

Greensville, S.C. 
www.upstate-issa.org 

ISSA St. Louis Chapter 
Dec. 21 
St. Louis, Mo. 
stl.issa.org 

Oklahoma City AITP Chapter 
Dec. 21 
Oklahoma City, Okla. 
www.aitp.org/organization 
/chapters/chapterhome.jsp?chapter=40 



ISSA Des Moines 
Dec. 27 
3920 SW Camden Circle 

Ankeny, Iowa 
www.issa-desmoines.org 



2011 
- JANUARY - 

Cisco (SWITCH): Implementing 
Cisco Switched Networks 
Jan. 3, 9 a.m. 
Online Live 
www.nhnorthflorida.com 



BICSI Winter Conference 
Jan. 16-20 
Rosen Shingle Creek 

Orlando, Fla. 
bicsi.org/winter/201 1/ 
event_overview.aspx?id=481 8 
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I Social Networking Gaining On Email 

According to a new report from Gartner, 20% 
of corporate employees will favor social net- 
work communications rather than email by 
2014. Analysts also predict that Microsoft and 
IBM's email clients will offer some social net- 
working integrations designed to promote 
sharing and collaboration. By 2012, Gartner 
expects smartphones to integrate contact lists, 
calendars, and messaging clients with social 
networking sites. By the end of that same 
year, Gartner also expects 10% of corporate 
email accounts will be cloud-based, which is a 
3% increase over 2009 levels. Overall, mobile 
collaboration is trending sharply upward for all 
types of corporate workers. 

I Worldwide Smartphone Sales 
Up Sharply 

Worldwide smartphone sales were up 96% 
year-over-year during the third quarter, 
accounting for 19.3% of all mobile phone 
sales, according to the latest figures from 
research group Gartner. Although the iPhone 
4 has been a large success for Apple, 
devices with the Android operating system 
also saw a big increase in sales, accounting 
for more than 25% of sales to become the 
No. 2 operating system in the wortd. Gartner 
also expects overall mobile device sales to 
grow considerably with the recent increase in 
smartphones and tablets coming to market. 




I Processor Supply Chain "Skittish" 

"Skittish." That's how Shane Rau, director of 
IDC's Semiconductors: Personal Computing 
research, characterized the global processor 
supply chain following new shipment and rev- 
enue data that IDC released for the third quar- 
ter. "OEMs have become very reactive to any 
hint of slackening end demand. And, when 
they cut their PC build orders, like they did in 
late 201 and the first half of 301 0, not only 
did they cut their processor orders, they 
caused their contract manufacturers to cut 
orders for commodity components," Rau says. 
For the third quarter, global PC microprocessor 
shipments and revenues rose 2.1% and 2.5%, 
respectively, compared to the second quarter. 
Compared to the same period last year, ship- 
ments and revenues rose 8.6% and 24.1%, 
respectively. Vendor-wise, Intel's third-quarter 
market share (80.4%) dipped 0.3%, while AMD 
gained 0.2% to claim a 19.2% stake. 

I University Of New Mexico Sues Intel 

If you thought it was just tech companies 
suing other tech companies in this litigious 
age, think again: The University of New 
Mexico is suing Intel over advanced chip 
manufacturing technologies that the universi- 
ty claims violate a patent granted to STC, the 
school's patent arm. The patent deals with 
"double patterning lithography technology," 
one of the technologies that enables chip- 
makers to make smaller and smaller proces- 
sors, some with features as small as the size 
of a few atoms. Although several companies, 
including Toshiba and Samsung, have signed 
licensing deals with STC, Intel has not con- 
tracted for the use of the patent in question, 
according to STC. 
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Handling Higher 
Equipment Costs 

As Equipment Prices Inch Skyward, 

Data Centers Seek Better Purchasing Strategies 



by Christian Perry 

When your data center equipment is 
looking — and acting — long in the tooth, 
common sense says an upgrade or replace- 
ment is probably the best course of action. 
But as prices continue to rise across many 
sectors of the IT equipment market, the 
decision to purchase is becoming increas- 
ingly difficult. The good news is that higher 
prices don't always tell the entire picture, 
and the following tips can help get you on 
the track to newer, better equipment. 

Shop Smart To Stay Within Budget 

Buying decisions often spawn from a 
critical need that arises in the data center. 
But knee-jerk purchases to satisfy outdat- 
ed or broken equipment can easily run up 
against budgets that remain tight as the 
economy continues to struggle after its 
recent downturn. However, if the pur- 
chase of new equipment can be combined 
to fulfill multiple objectives, you'll have 
an easier time of both gaining approval 
for those purchases and staying under 
budget, says Mark Blanke, CEO of 
OwlPoint (www.owlpoint.com). 

"For instance," Blanke says, "if you are 
looking to replace a set of older servers, can 
you combine this with the implementation 
of virtualization and replace a larger amount 
of servers, thereby saving money on elec- 
tricity, space, and maintenance costs? Can 
you also utilize the virtual environment to 
provide enhanced business continuity and 
disaster recovery capabilities or meet other 
risk mitigation objectives?" 

When considering investments, always 
make sure there is a cost savings associated 
with it, he adds, such as the reduction of 
operating costs — staff, electricity, coloca- 
tion, etc. Blanke also recommends making 
investments early enough in the year that 
the financial return can be seen before the 
end of the year — even if it is only a partial 
return on investment. 

Change Perceptions Of Equipment Costs 

Many times, upgrades never occur 
because of the perception that all upgrades 
are too expensive. Although prices for cer- 
tain types of equipment might be rising, 
inflation isn't occurring across all IT sec- 
tors. In fact, the price per gigabyte has actu- 
ally come down for many servers, according 
to Lynda Stadtmueller, program manager of 
business communication services for Frost 
& Sullivan's Stratecast. Because new equip- 
ment models consistently support higher 
capacities than older ones, data center 
managers can often reduce their ' 
overall equipment footprint 
by consolidating servers. 
Further, they'll real- 
ize savings to the 
energy budget 



because newer equipment is usually more 
energy-efficient than older models. 

Stadtmueller also suggests looking 
toward virtualization when considering 
equipment upgrades or replacement. 

Adjust Short- & Long-Term Budgets 

It's difficult to adjust the data center bud- 
get to accommodate rising system prices. 
That fancy new server on your data center 
floor cost a pretty penny, but at least you 
can rest assured it has the processing capaci- 
ty to handle massive spikes in demand. But 
what happens when those spikes aren't 
occurring? Peter Duffy, CTO of Sumerian 
(www.sumerian.com), notes that many 
companies ran their powerful servers at less 
than 30% utilization to ensure that they can 
accommodate those spikes and maintain an 
appropriate performance level. 

"But in many cases, they're working 
blind — they may have the visibility of the 
CPU utilization, but they're not joining that 
up with what's happening at the application 
and business layers," he says. "In other 
words, they don't have any visibility into 
the business impact of ranning at higher lev- 
els of utilization, so have to err on the side 
of caution." 

By leveraging your application and busi- 
ness data, you can build a model between 
that data and your infrastracture and make 
more informed buying decisions, Duffy 
explains. For example, a Sumerian customer 
wanted to double the volume of its transac- 
tions on one system without additional 
investment. But an examination of the infra- 
structure, application, and business data 
revealed that doing so would increase the 
time to process transactions by a massive 
amount. "Armed with these results, it 
becomes much easier to convince the busi- 
ness to invest," he says. 

Look At The Return On Investment 

Many newer technologies look great on 
paper, but their price isn't similarly attrac- 
tive. Although it's tough to overlook a big 
price tag on new equipment, data center 
managers occasionally need to look beyond 
the price and consider savings that could 
come in potentially unforeseen ways. For 
example, Blanke notes that the increased 
focus on green technologies is paying divi- 
dends when it comes to purchasing new 
equipment because new energy-efficient 
servers that leverage virtualization can 
provide high-efficiency computing. By 
buying a new platform that's based on 
green principles, you'll have the opportuni- 
ty to eliminate multiple older servers 
and reduce electricity usage, 
cooling requirements, 
maintenance, and data 
center space. 
■ "If buying ser- 

vers, investi- 



Key Points 



Instead of targeting a single purpose 
to purchase equipment, consider com- 
bining multiple objectives to rationalize 
a single purchase. 

Before buying equipment, consider how 
application and business variables relate 
to your infrastructure needs to ensure a 
wise purchase decision. 

The high initial cost of equipment might 
be alarming, but consider that many new 
(and expensive) servers can pay off hand- 
somely in energy costs down the road. 




gate highly efficient blade technology and 
utilize virtualization," Blanke says. "Hun- 
dreds of older servers traly can be reduced 
into a single rack. Also, look at other energy 
efficiency techniques. Old, inefficient 
UPSes can be replaced and pay for them- 
selves within a few years just from the ener- 
gy savings. Savings in cooling costs can 
yield substantial savings every month." 

Don't Buy Something 
Just Because It's Cheap 

Upper management has the perception 
that upgrades should be inexpensive, con- 
sidering all the inexpensive (or even free) 
technology available today. According to 
Stadtmueller, one of the byproducts of the 
consumerization of business IT is the mis- 
perception that data storage is very cheap — 
or free, in some cases. Unlimited, free stor- 
age in email services, social networking 
sites, and photo-sharing sites have created a 
generation of users that tend to believe that 
hardware costs can't possibly be significant, 
she says. But although server capacity 
might be more affordable today than in the 
past, it's not necessarily a good idea to sim- 
ply add to the server inventory whenever 
there's a perceived need for more capacity. 

"The overall rise in IT costs and the 
increasing need to add new applications is 
making data centers rethink what equipment 
they already have in-house and implement a 
more disciplined approach to data center 
growth," she says. ^ 

Top Problem: Selling 
Upper Management 
On Upgrades 

IT staff that works daily with data center equip- 
ment can usually recognize a dire need for an 
equipment upgrade or replacement. But con- 
vincing upper management that the invest- 
ment is a must can be a difficult endeavor, 
particularly if the upgrade or replacement is far 
more expensive than the cost of the existing 
equipment. The key, says Lynda Stadtmueller, 
program manager of business communication 
services for Frost & Sullivan's Stratecast, is to 
think like upper management. 

"Understand the big picture and tie your 
request to it," she advises. "Instead of devel- 
oping a business case for 'why I need a new 
server,' first help upper management under- 
stand how your strategic vision for the data 
center aligns with business goals. Show 
where you're headed. Do you plan to consoli- 
date data centers? Move applications to the 
cloud? Virtualize sen/ers and hardware? 
Outsource functions?" 

Stadtmueller recommends providing cost-ben- 
efit analyses for each major initiative and high- 
lighting budget tradeoffs — for example, you're 
purchasing more expensive servers, but you'll 
need fewer of them and the company's ener- 
gy costs will decrease. As this plan is imple- 
mented, you should then show how each 
immediate request (such as a new server or 
an upgraded appliance) supports that vision. 
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Making Do With An 
Understaffed IT Department 

Working With A Skeleton Crew Is Difficult But Not Impossible 



by Cynthia Harvey 

In the best of times, IT managers fre- 
quently complain about not having enough 
staff. During the recent recession, however, 
that trend toward understaffing has become 
even more pronounced. 

John Reed, executive director of staffing 
firm Robert Half Technology, notes that fol- 
lowing most economic downturns, compa- 
nies first hire more contract workers before 
adding permanent employees. "In this par- 
ticular recovery, we've seen perm accelerat- 
ing past contract resources," Reed says. 
"What that tells us is that companies cut so 
deep that they needed to backfill some posi- 
tions because they didn't even have enough 
workers to manage average workloads at 
their company." 

A survey by security vendor Symantec 
supports this assertion. In its "2010 State of 
the Data Center" report, the company 
reported that a full 50% of IT managers 
said they were understaffed, while just 6% 
felt overstaffed. 

Although experts say that IT hiring is 
increasing, many organizations remain 
shorthanded. That creates a number of prob- 
lems within the data center, including low 
employee morale, security holes, the danger 
of not meeting service-level agreements, a 
lack of necessary skills, and ultimately an 
inability to keep up with the competition. 

Low Employee Morale 

"When you're understaffed, the first thing 
you experience is a tremendous burden on 
the morale of the team," Reed says. 
"They're doing more with less, they're 
working harder. It's a strain. You can only 
do that for so long before you go find a job 
somewhere else or you're not as motivated 
to do your job." 

He recommends that managers commu- 
nicate openly and honestly with workers. 
Morale is higher when workers know 
what's going on — even if a lot of the news 
is bad. Managers can also work to encour- 
age teamwork and collaboration, which 
can increase morale even when teams 
feel overworked. 

Finally, although managers probably 
can't increase salaries to reward employees 
for working hard in understaffed conditions, 
they may be able to offer other incentives, 
such as an extra afternoon off, tickets to an 
event, or just a personal thank-you note. 

Compromising On Security 

When companies don't have enough 
resources to accomplish all of their goals, 
they often begin to make trade-offs. But 
those trade-offs can be dangerous if they put 
critical business information at risk, notes 



Key Points 



Fifty percent of IT managers report that 
their data centers are understaffed — a 
problem that is exacerbated by the uncer- 
tain economy. 

Not having enough IT workers on staff 
can create problems both big and small, 
including low worker morale, insufficient IT 
security, unmet SLAs, a lack of skills, and, 
ultimately, a loss of competitive edge. 

Data center managers can take a number 
of steps to mitigate the problems caused 
by a lack of staff, such as investing in 
automation solutions, hiring workers who 
can fill multiple roles, and fostering a spirit 
of teamwork. 



Peter Elliman, senior product marketing 
manager for Symantec's Information Man- 
agement Group. 

If an IT department is understaffed, 
automation solutions and better security 
management tools may help ensure that the 
enterprise's data remains secure. 

"Resource-constrained organizations 
should look for solutions that can automate 
previously manual tasks to help relieve the 
burden on IT but still ensure proprietary 
information — whether it's intellectual prop- 
erty, credit card information, customer data, 
or employee records — is safe," Elliman 
says. "Implementing a solution that pro- 
vides alerts, monitoring, and automated 

Top Problem: Falling 
Behind The Competition 

These days, continuing to innovate and invest 
in IT is crucial to the success of most compa- 
nies. "You can put those things on hold for a 
while, but [eventually], you'll lose your competi- 
tive edge," explains John Reed, executive direc- 
tor of Robert Half Technology. "When your 
competitors invest in technology that will grow 
their business, make them more productive, 
[and] capture more clients, you begin to lose 
your place in the competitive landscape." 

In order to keep up with the competition, under- 
staffed IT departments can employ three com- 
plementary strategies. First, they can invest in 
technological solutions, particularly automation 
and management tools that allow data centers 
to accomplish more with fewer resources. 
Second, they can employ good management 
techniques that can help workers become more 
productive, such as eliminating unnecessary 
distractions and meetings, en-couraging team- 
work, and giving creative rewards. Finally, they 
can supplement their full-time staff with contract 
workers who can assist with short-term projects. 



updates to systems can give a company con- 
fidence that their information is protected, 
despite limited IT staff." 

Slipping SLAs 

In some cases, severely understaffed 
IT departments don't have enough work- 
ers to keep up with day-to-day tasks. 
"Companies that are shorthanded typical- 
ly have problems meeting SLAs (ser- 
vice-level agreements) and compliance 
goals," Elliman says. 

Again, automation solutions may help 
solve some of these problems. A number 
of vendors offer solutions that may help 
IT departments accomplish more with 
fewer workers. 

However, having too many different tech- 
nological solutions introduces more com- 
plexity and requires more IT staff, not less. 
According to Elliman, "Reducing the num- 
ber of tools that IT uses to manage their 
environment reduces complexity for exist- 
ing workers and can enable greater automa- 
tion of routine tasks." 

The Skills Gap 

One way that employers kept their IT 
staff sizes down during the recession was by 
not filling vacant positions. Unfortunately, 
this technique can leave holes — skills the 
department just doesn't have. 

According to Reed, right now, employ- 
ers are particularly shorthanded in three 
areas: developers, network administrators, 
and help desk/support staff. Some are hir- 
ing contract workers to fill in the gaps, but 
even more are hoping to prevent future 
skills shortfalls by hiring generalists 
instead of specialists. 

"When a company has an opportunity to 
hire someone, they want someone who can 
fill a lot of roles," Reed says. "In the past, 
companies would hire a programmer, an 
analyst, a quality assurance person, [and] a 
technical writer. Now they want one person 
who can do everything." 

Finally, although understaffing can cause 
problems, some IT managers find that hav- 
ing not quite enough workers can also 
bring benefits. Bill Gates once told Forbes 
magazine that he believed in "one-minus 
staffing." He figured out the minimum num- 
ber of people necessary to complete a pro- 
ject and then subtracted one. "When you 
understaff, people jump on the loose ball," 
Gates said. "You 
find out who the 
real performers are. 
Not so when you're 
overstaffed. People 
sit around waiting 
for somebody else 
to do it." □ 





I EMC Buys NAS Maker Isilon . . . 

EMC announced that it is buying Seattle- 
based Isilon Systems, a maker of network- 
attached storage devices, for about $2.25 
billion. Isilon's scale-out NAS systems, 
which allow companies to start small and 
add storage later by purchasing more mod- 
ules, will be combined with EMC's Atmos 
storage products to help customers manage 
large amounts of data. Many major hard- 
ware companies are seeking to add storage- 
related products to their portfolios in order to 
manage the huge amounts of data required 
for cloud computing and media streaming. 
Both companies' boards have approved the 
deal, which is expected to be completed 
later this year. 

I ... & Virtual Tape Vendor Bus-Tech 

Virtual tape library vendor Bus-Tech of 
Bedford, Mass., is now part of EMC's Backup 
Recovery Systems division. Bus-Tech, a pri- 
vately held company, has been one of EMC's 
OEM partners for a couple of years and has 
been a part of the EMC Select partner pro- 
gram since 2004. Its products use open sys- 
tems disk storage to store and retrieve main- 
frame tape data. "The addition of Bus-Tech 
will enable us to deliver a suite of next-gener- 
ation mainframe backup products that are 
highly differentiated in terms of performance, 
integration, and supportability," says Frank 
Slootman, president of EMC's Backup Recov- 
ery Systems division. 

I EU Considers Updating Privacy Laws 

The European Union is looking to update its 
privacy laws to bring the laws up-to-date with 
current challenges of new technologies and 
globalization. According to the suggested 
guidelines, businesses must clearty inform 
customers about what data is collected and 
processed, and how long the data is stored. 
European citizens should also be notified 
what their rights are if they want to access, 
rectify, or delete their data. The new rules are 
slated to go into effect next year. The public 
can provide its input through Jan. 15 via the 
commission's Web site. The commission 
would synchronize legislation across all 27 
members of the European Union. 




I Study Examines 
World Energy Demand 

According to the latest Wortd Energy Outlook 
from the lEA (International Energy Agency), 
global energy demand is set to increase 36% 
between 2008 and 2035, and China is on 
track to increase its energy demand by 75% 
by 2035, up from its current 17% share of 
world energy demand to about 22% in 2035. 
The lEA says that although China's demand 
for fossil fuels is rapidly increasing, the coun- 
try will also likely be on the leading edge of 
developing technology for renewable energy 
sources. The lEA report predicts that despite 
increased efforts to develop renewable ener- 
gy sources, coal, oil, and natural gas will re- 
main primary sources of energy in the years 
to come, with prices set to rise as fossil fuels 
become scarcer. The report also states that 
although current efforts to reduce carbon 
emissions are promising, they are ultimately 
inadequate to restrict global temperature 
increases below 2 degrees Celsius, as 
decreed by the Copenhagen Accord in 2009. 
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Intelligent Power Monitoring 

Sentry Power Manager From Server Technology Provides A Clear View Of Power Usage At The Rack Level 



by Marty Sems 

When you're responsible for something 
critical to your organization's mission, 
you're expected to know what's going on. 
Take the server room, for example: Your 
IT department is tasked with overseeing 
data traffic — good and bad — crossing or 
attempting to cross the network. 

The power infrastructure feeding those 
company servers is even more crucial in a 
number of ways. Good intelligence from 
your PDUs (power distribution units) is no 
less essential than having an ear to the 
ground regarding network use and misuse. 
This need for smart power and monitoring 
has led to the rise of PDUs with onboard 
sensors and IP network support to commu- 
nicate the data they read. 

Sentry Power Manager, developed by 
Reno, Nev., -based Server Technology 
(www.servertech.com), brings that PDU 
data together to give you the big picture, 
according to Calvin Nicholson, Server 
Technology's senior director of software 
and strategic alliances. The enterprise 





Server 

Solutions for the 



software is available in a lU rackmount 
appliance for easy integration where you 
need it most, he says. 

Examine The State Of Your PDUs 

In Server Technology's words. Sentry 
Power Manager is designed to measure, 
monitor, and manage power distribution 
unit activity at the server and cabinet 
levels and to do so in a centralized brows- 
er-based console that's accessible from 
anywhere. It provides a global overview of 
your power infrastructure assets while 
allowing you to drill straight down to the 
data center and rack levels. 

Nicholson says that input from a PDU 
may yield power readings such as capacity, 
wattage per system unit area, current load, 
and/or energy consumption; environmental 



factors such as temperature 
and humidity; alarms when 
operation exceeds parame- 
ters in one way or another; 
and auditing/security details 
such as time-stamped user 
actions and logins. 

Gathered data is auto- 
matically entered into a 
database, providing a com- 
prehensive resource for 
whatever type of analysis is 
required, Nicholson says. 
An obvious example is a 
lookout for trouble spots in 
the racks, such as zombie 
servers and systems plagued 
by exceeded capacity or 
high temperatures. Sentry 
Power Manager identifies 
anomalous components and highlights 
them for attention, complete with physical 
locations on a map of the server room. 

The software can also track trends with 
up to 12 parameters over time spans from 
a day to three years in length. Among 
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other things, this facilitates billing and 
billback for power usage by a particular 
department or customer. Sentry Power 
Manager also helps you gauge your data 
center's efficiency using metrics such as 
The Green Grid's PUE (power usage 
effectiveness) and DCiE (data center infra- 
structure efficiency), so you can ascertain 
your IT operation's carbon footprint, 
Nicholson says. 

Alarms can be logged for reporting by 
the software, which acts as a trap for 
SNMP notifications from Server Tech- 
nology's Sentry Smart, Switched, and 
POPS CDUs. Alarms can also be emailed 
to appropriate personnel. 

Sentry Power Manager can present the 
input feed characteristics or PIPS (per 
input power sensing) of electrical gear, 
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Sentry Power Manager doesn't just tell you that a cabinet has a problem; 
it gets out a map and shows you where the problem is. 



Nicholson says, as well as POPS (per out- 
let power sensing) information gathered 
from the level of a single plug. It also sup- 
ports user-defined clusters of outlets and/or 
CDUs, even across IP addresses worldwide 
in the case of geographically distributed 
assets. Cluster support is an important 
time-saving management feature, Nichol- 
son points out, as a group of outlets related 
to one device is frequently more manage- 
able en masse than as individual units. 
There's support for remote power cycling 
and rebooting of devices, too. 

Versatility & Interoperability 

Sentry Power Manager can be used as a 
front-end monitoring device in that the 
database it generates can be shared with 
other management systems, such as a BMS 
(building management system). Server 
Technology provides an API based on 
SOAP and REST for export to such third- 
party systems, making Sentry Power 
Manager de facto middleware in this sce- 
nario, Nicholson says. The API gives the 
larger enterprise potent tools not only for 
power management planning, but also 
capacity planning and IT asset performance 
appraisal, according to the company. 

Sentry Power Manager supports user 
groups with hierarchical privilege levels, 
including accounts that can only view data 
or reboot systems in addition to the 
expected administrative and rank-and-file 



users. Support for Active 
Directory, LDAP, LDAPS 
(LDAP over SSL), and 
RBAC (role-based access 
control) addresses the ques- 
tion of user authentication. 

The lU appliance, pow- 
ered by an Intel Core 2 Duo 
dual-core processor, is avail- 
able in standard and re- 
dundant editions. The latter 
features not only dual power 
supply units and a mirrored 
hard drive array, but also 
more RAM, more storage 
capacity, and a faster micro- 
processor clock speed. 
Sentry Power Manager 

isn't limited solely to Server 

Technology's CDUs (cabi- 
net power distribution units) — it also sup- 
ports hardware from a number of big-name 
vendors. However, with Server Technology 
CDUs, the company says, the software is 
plug-and-play, automatically discovering 
power units even among multiple subnets. 

If there's a takeaway from all this, 
according to Nicholson, it's that Sentry 
Power Manager is about three things: 
First, getting a handle on your server 
room's energy efficiency; second, moni- 
toring your power distribution setup's 
large number of critical data points; and 
third, the potential to act as middleware 
for third-party management systems 
through Server Technology's API. From 
this perspective. Sentry Power Manager 
certainly puts a great deal of power into 
your responsible hands. 



Server Technology 
Sentry Power Manager 



(800) 835-1515 
www.servertech.com 

Description: Sentry Power Manager is a 
software program, available in a 1 U appli- 
ance, that offers data center admins a clear 
view of multiple network-monitored power 
distribution units at the rack level via a cen- 
tralized browser-based interface. 



News 



Wireless Spectrum Shortage Anticipated 



The Federal Communications Commission has 
studied mobile data traffic in the United States and 
found that there is a spectrum crunch coming. In a 
recent FCC report, titled "Mobile Broadband: The 
Benefits of Additional Spectrum," the commission 
notes that if the situation is not addressed, there 
will be a massive wireless spectrum shortage. 

The FCC's findings reinforce the National 
Broadband Plan issued in March calling for an 
additional 500MHz of new spectrum that would 
be made available over the next 1 years, with 
300MHz of that being freed up for use within five 
years. The report states that mobile data demand 
will outstrip available wireless capacity in the 
near-term, and that making available 300MHz of 



additional spectrum for mobile broadband would 
likely produce an economic value of at least 
$100 billion during the next five years. Mobile 
data demand is expected to continue its strong 
growth for the foreseeable future, showing the 
long-term need for making available additional 
spectrum for mobile broadband. 

Why The Need? 

More consumers are surfing the Web, checking 
email, and watching video on wireless devices. 
During the past six months, the FCC notes, sub- 
scriptions to mobile data services have increased 
40%. According to ChangeWave Research, 42% 
of consumers own smartphones, up 1 6% from 
three years ago. iPhone carrier AT&T says its 



mobile network traffic has increased 5,000% 
three years. Because of this 
expansion of service, the FCC 
expects mobile data de- 
mand to grow between 25 
and 50 times its current 
level within five years. 

Matthew Nodine, chief of 
staff for the Wireless Tele- 
communications Bureau at the 
FCC, says the United States 
leads the world in mobile wire- 
less, "and we want to continue 
to lead the worfd." 

The FCC is looking at freeing 
spectrum from television 




stations to make up for the expected deficit, with 
Congress being asked to authorize the auction of 
these frequencies, which stations could volun- 
tarily give up for a share of the auction pro- 
ceeds. "We also need to look into how to 
use spectrum more efficiently, and we 
need to do that now," Nodine says. 

The alternative to inaction could be drastically 
reduced upload and download speeds for mo- 
bile wireless, he says. "The implication is that for 
America to remain at the cutting edge of technolo- 
gy, we're going to have to find a way to address 
[the spectrum problem]," with the goal of helping to 
meet the needs of the consumer. "We're looking to 
keep America at the top of the line," he says. 

by Patrick Kean 
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Buying Tips: 

Overhead & Underfloor 
Cable Management Solutions 



by Blaine Flamig 

As Scott Jacobitti, national sales 
manager for Snake Tray (www.snaketray 
.com), aptly puts it, "15 years ago, cable 
management was almost nonexistent in the 
low-voltage world." Today, however, 
making some kind of cable management 
assessment is almost a given when putting 
together plans for a new construction or 
retrofitted project. In other words, buying 
and installing cable is not just a matter of 
slapping cable into place. The fact is that 
any contractor or designer must take into 
consideration cable type, cooling, reus- 
ability, installation, voltage, routing, 
space, expense, and numerous other issues 
when planning how cables will be man- 
aged. The following advice should help 
with the chore. 

Give due consideration. According to 
Jacobitti, cable management is one of the 
most underestimated areas on the job site. 
With new construction typically using 
upward of 15 systems that all require net- 
working, he says, cables are being installed 



Buyers' Checklist 
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in just about every open space available. To 
maintain proper segregation among the sys- 
tem and assist in reducing back-end costs 
associated with MAC work, cable manage- 
ment is a must, he says. 

When using cable trays, Jacobitti advises 
every buyer, contractor, and designer to 
consider how they will negotiate directional 
changes that are necessary in routing cables. 
A form-fitting tray, for example, is better- 
suited for the task compared to a rigidly 
constructed tray that lacks flexibility, he 
says. Other considerations include how the 
trays will be supported and how you'll bond 
them together (factors that can increase the 
project's total cost); how many cables will 
be installed in the trays; whether cable trays 
are available in specific sizes; whether trays 
can be nested for dense packaging, resulting 
in cheaper shipping than bulky products; 
and future plans for the facility in which the 
trays will be installed. 

Plan ahead. JR Rodrigues, president of 
NetCablesPlus (www.netcablesplus.com), 
recommends using multiple colors of 
cable ties, which will assist in color- 
coding bundled cables and thus help cre- 
ate at-a-glance data center organization. 
Additionally, Rodrigues says, because 
data center configuration changes are 



Key Terms 



Raceways. Plastic or metal troughs or chan- 
nels that hide wires and cables while protect- 
ing them from physical damage. 

UL Listing. Short for Unden/vriters Laboratory, 
an independent safety certification organiza- 
tion that's tested products and written associ- 
ated standards for many decades. The stan- 
dards ensure products won't cause electrical 
hazards in mission-critical facilities. 

inevitable, you should consider whether 
the cable management product you're eye- 
ing is reusable. 

To produce a clean, professional look for 
installation near server racks, Rodrigues 
says, buyers should consider using rack- 
mountable cable management panels that 
feature specially designed troughs to store 
excess cable. When buying cable straps or 
ties, he adds, be certain you're buying the 
right length. For example, a 6-inch strap 
will hold about a 1.25-inch diameter of bun- 
dled cables, while an 11 -inch strap will hold 
about a 2.5-inch diameter of bundled cables. 

Malie a tight seal. For installations that 
will rely on using raised-floor grommets, 
Cassie Fyten, sales manager at PDU Cables 
(www.pducables.com), stresses that cable 
openings that are left unsealed can be a sig- 
nificant source of valuable cool-air loss, 
which in turn can lead to hot spots, cooling 
inefficiencies, and increased costs for the 
company. Thus, designers should consider a 
floor grommet that includes sealing traits 
and that will help increase equipment 
longevity by reducing bypass air loss. Q 
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Physical Infrastructure 



CS-3AVY Sentry Smart CDU 

Provides reliable 3-Phase 
power distribution. Multiple out- 
let types distribute multiple volt- 
ages via 3-Phase 208V Wye 
power in-feed. 

• High Density 

• Multiple Voltage Outputs 

• Input Current Monitor 

• IP Access & Security 

• SNMP Traps 

• Environmental (Temperature 
& Humidity) Monitoring 

• Branch Circuit Protection 

• NEW! Linking for Smart 
CDU (Expansion Modules) 




Server Technology, Inc. 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 




CS-2HD2/HDE Smart Power Monitor 

Easily add input current load and power monitoring to any ex- 
isting cabinet 

Quickly added to SAN's or other cabinets that do not have 
any power monitoring capabilities 
Measure aggregate current draw on each power circuit 
IP access and security/Environmental monitoring 
Provides automated SNMP-based alarms or email alerts 



Server Technology 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com 



Physical Infrastructure 



CW-24V5 Sentry Switched CDU 




Server Technology 
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Mixed Outlet 3-Phase 
415V/240V 

Achieve greater efficiencies 
by bringing 3-Phase 415V to 
the cabinet and 240V to the 
devices 

Single-power input feed; 24 
outlets per enclosure 
Delivers up to 21.6kW 
Remote power management 
IP access and security 
SNMP traps and email alerts 
Environmental monitoring 
Ability to add an expansion 
module 



Server Technology Inc. 

(800) 835-1515 
www.servertech.com/products 
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/erhead & Underfloor Cable 



Black Box Cable 
Support Hangers 



y 




Cable support liangers from Black Box hold the same 
amount of cable as J-hooks and provide sturdy support 
for all communication cable types (CAT 5/5e/6 and fiber) 
without sagging, bending, or damaging cable. The stack- 
able loops can be mounted and rotated in any direction 
on a beam. Flexible, non-metallic, and easy to use, the 
loops are more cost-efficient than traditional management 
methods. The hangers can hold bundles weighing up to 
75 pounds. 

• Plenum-rated and UUCSA-listed 

• Holds up to 1 00 CAT 5 cables in a 5-inch hanger 

• Product codes CH20-1 OPAK, CH25-1 OPAK, and 
CH50-10PAK 

Best For: Hanging communication cable bundles in 
environmental air handling spaces. 

Price: Starts at $5.39 for 10-pack of 2-inch hangers 

Contact: (888) 433-5049 I www.blackbox.com 



Black Box 

Fiber Optic Storage Rings 




Black Box's Fiber Optic Storage Rings safely store 
excess fiber optic cable with proper bend radius main- 
tenance and kinking prevention. Available in 12- and 
24-inch diameters, the rings hold 30 to 50 feet of 
excess cable and are designed for use in entrance 
facilities, intermediate and main distribution frames, 
and wiring closets. 

• IVIount to walls with wood screws 

• Lifetime guarantee 

• Product codes: F0SR1 2, FOSR24 

Best For: Storing excess fiber cable in entrance facilities 
and intermediate and main distribution frames. 

Price: Starts at $29.95 for 12-inch diameter 

Contact: (888) 433-5049 I www.blackbox.com 



CableOrganizer.com Panduit 
Pan-Way Metal Surface 
Raceway System 



These innovative metal raceways use a patent-pending 
bonding design that provides full continuity of the ground 
path between fittings and channel. IVIade of galvanized 
steel with a 600-volt rating, the raceway can route, pro- 
tect, and conceal power wiring or communication cabling. 

• Snap-mount assembly reduces installation time for 
contractor labor savings 

• Full assortment of fittings, junction boxes, faceplates, 
and accessories included 

• 20-year manufacturer performance warranty 

• UL Standard 5 

• Compliant with RoHS Directive 2002/95/EC, NEC 
Article 386, and CEC Rule 12-1600 

Best For: New construction or retrofit projects. 

Price: Starts at $76.78 



NetCablesPlus 10-foot Hook & 
Loop Cable Wrap & Screw- 
Mountable Hook & Loop 




Great for overhead cable organization, hook-and-loop 
nylon cable wraps are easy to use and reuse via self- 
attaching design. The bulk size is the best option for 
cutting costs and lets admins specify the right size to 
handle any job. NetCablesPlus also offers 10-packs of 
screw-mountable hook-and-loop cable ties that offer 
painless organization of overhead cabling and are easy 
to use and reuse, thanks to a self-attaching design. The 
ties are available in 8- and 12-inch sizes. 

• High-strength, nylon construction 

• 1 0-foot hook-and-loop cable wrap lets admins cut off 
right amount of cable wrap from the bulk reel 

• Screw-mountable cable ties can attach to plywood, 
wood frame, relay rack, and drywall 

• Lifetime warranty 



NetCablesPlus Fiber Surface 
Mount Box (6- or12-Port 
Configuration) 




Designed for multimedia and optical fiber networking 
applications, NetCablesPlus Fiber Surface Mount Boxes 
are suitable for overhead cabling projects and feature 
write-on designation labels and port icons for easy identi- 
fication. The boxes use 1 -inch-high snap-in modules for 
different jack and connector configurations and are avail- 
able with six or 12 ports. Breakouts on three sides allow 
for raceway or cable entry, and modules can be snapped 
out of box's front for making changes without opening 
the box. 

• Studs for cable tie fastening 

• Breakouts available in 0.75- x 0.5-inch, 1.125- x 0.75- 
inch, and 1 .75- X 1 -inch sizes 

• Suitable for Ethernet, AV, and other applications 

• Studs for cable tie fastening 



PDU Cables Air Guard Cable 
Seal Product Line « 




The Air Guard Cable Seal line from PDU Cables seals 
access holes used to route cables through data center 
flooring. The airflow management solution provides 
immediate energy savings by minimizing cool air loss 
and improving static pressure, thus preventing over- 
heating of equipment. Air Guard dual-stage sealing 
products provide the most effective air seal for data 
center environments. 

• Effective, economical means to eliminate bypass air 
though cable cutouts 

• Reduces air loss in plenum-cooled floors 

• Flexible, simple cable routing without disconnect- 
ing equipment 

Best For: Any size or shape of raised floor cut-out. 



Best For: Any data center cable management application. 



Best For: Any data center cable management application. 
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Compiled by Blaine Flamig 



CableOrganizer.com Powerflor 
Modular Raised Floor System 




Ideal for complete underfloor systems, the Powerflor 
Modular Raised Floor System consists of 18- x 18-inch 
standard carpeted panels that are easy to configure and 
assemble. Each can accommodate up to four grommets 
of duplex power or data outlets. 

• PVC-free material reduces fire-related risks 

• Tool-less disconnecting and reconnecting 

• Provides up to four 20-ampere circuits per building feed 

• Standard system provides three standard circuits 
(shared neutrals and grounds) and one isolated circuit 

• Supports loads of up to 41 ,000 pounds per square foot 

Best For: Call centers, computer training facilities, IT labs, 
and conference rooms. 

Price: Starts at $39.99 per panel 



CableTiesAndMore.com 
Wire Irak Raceway In A Box 




The Wire Trak Raceway In A Box dispenses ready-to- 
use raceways straight from the box, saving installation 
time through pull-and-cut ease with no waste. Extra 
raceway can be pushed back through the forming/recoil 
device, with cable recoiling itself in the box. 

• Hinged with a pre-applied peel-and-stick adhe- 
sive backing 

• Cables and cords are easily accessible after installation 

• Paintable, UL 94 VO-rated material 

• Available in 0.75- x 0.5-inch (WxH), 1 x 0.5-inch 
(WxH), and 1.5 X 0.75-inch (WxH) sizes in 50- or 100- 
foot rolls 

Best For: Cable management in environments that call 
for customizable raceway lengths. 

Price: Starts at $46.25 per 50-foot raceway 



Chatsworth Products 
Velocity Cable Management 




Velocity Cable Management from Chatsworth is an econom- 
ical solution for everyday use in telecommunication and 
equipment rooms and lab spaces that creates a complete 
vertical and horizontal pathway for premises cabling and 
patch cords on Chatsworth's Rack Systems. An available 
Standard Pack saves on ordering and shipping times by 
combining Chatsworth's Standard Rack with Velocity Cable 
Management in one carton with a single part number. 

• Single- and double-sided vertical managers and horizon- 
tal cable manager included 

• Tool-less, snap-together assembly 

• Large cross-section provides abundant space for cables 

• T-shaped cable guides organize cables by rackmount unit 

• Included snap-on covers secure and protect cable 

Best For: Any equipment room, office space, or data center. 



Snake Tray 201 Series Tray 




The hand-bendable 201 Series Trays from Snake Tray 
are designed for overhead use, require no fabrication, 
and come with built-in mounting hardware. Trays connect 
with one split bolt or inline connector and nest together 
for economical shipping and handling. 



• Available in various sizes 

• Quick installation 

• Built-in mounting rings 

Best For: Government, retail, education, financial, 
industrial, marine, and other industries. 

Contact: (800) 308-6788 I www.snaketray.com 



Snake Tray Bendable Cable Trays 




Hand-bendable cable trays from Snake Tray can be 
mounted directly to the floor or suspended from access 
floor pedestals. Trays bend around obstacles and install 
quickly via built-in mounting hardware. Snake Canyon 
and Snake Tray Bendable systems can be stacked for 
low-cost shipping and easy handling. Additionally, Snake 
Canyon systems can be immediately integrated with 
structural elements already in place in access floors to 
create an underfloor cable management approach that 
drastically reduces installation costs. 

• No onsite fabrication required 

• Trays connect together with one connector 

• Mount to floor with built-in mounting rings 

• Open architecture allows for loading cables from 
any direction 

• UL Listed 

• One-piece drop-in module 

• Available for all floor types 

• Movable and reusable 

• Design ensures proper airflow 

• Power module accessories available 

Best For: Government, retail, education, financial, industri- 
al, marine, and other industries. 



Snake Tray Mega Snake Cable 
Management Solutions 




The high-capacity, overhead Mega Snake cable tray 
comes in premanufactured sections with a built-in 
mounting system for quick installation. Accessories 
include a series of power modules that deliver power 
overhead quickly and efficiently. 



• Patented accessory rail for hanging additional cable 
trays, patch panels, or power modules 

• Trays stack together to save on shipping 

• Built-in suspension system eliminates mount- 
ing hardware 

Best For: Companies with high-capacity cable manage- 
ment needs. 

Contact: (800) 308-6788 I www.snaketray.com 



Contact: (800) 308-6788 I www.snaketray.com 
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Product 



Active Power CleanSource UPS 



Description 




The CleanSource UPS from Active Power is a highly 
reliable, energy-efficient, battery-free UPS system that 
uses integrated flywheel technology. CleanSource UPS 
is designed to protect mission-critical data center opera- 
tions from both short power disturbances and complete 
outages. With an energy efficiency of up to 98% and 
more than 77 million hours of runtime in the field to date, 
CleanSource creates a predictable, continuous power 
system designed to ride through power outages to keep 
critical operations up and running. 

• Designed to reduce TCO by 60% 

• Battery-free 

• Space-efficient 

• 75% reduction in carbon emissions 

• Continuous voltage regulation 

Best For: Mission-critical data centers that need highly 
reliable power conditioning and protection. 



Active Power 
PowerHouse System 





PowerHouse is a modular continuous critical infrastruc- 
ture solution from Active Power that can contain diesel 
generators, Active Power's high-efficiency CleanSource 
UPS systems, switchgear, and monitoring and control 
software. PowerHouse offers flexibility in placement, 
space savings, fast deployment, and high energy effi- 
ciency to meet IT and business demands. 

• Significant TCO savings 

• Ideal for limited facility space 

• Can be deployed in a number of environments, 
including the roof, redundant loading bays, secure 
compounds, or parking lots 

• System is pre-engineered and factory-tested 

Best For: Organizations that need to rapidly expand 
capacity in support of critical IT and business operations 
while reducing capital and operating expenses as com- 
pared to traditional approaches. 



Black Box CAT 6 Feed-Through 
Protector Panels 




CAT 6 Feed-Through Protector Panels from Black Box are 
designed to guard against power surges at the rack. The 
panels feature built-in, all-wire protection on each port to 
protect equipment and data lines from surges and electro- 
static discharge. Designed to meet CAT 6 specs, they can 
be used in 100/1000BASE-T networks and feature 110 
IDC to RJ-45 straight-wired ports. Models are available 
with 12, 24, or 48 ports, and all models fit 19-inch racks. 

• Protect sensitive equipment and data lines from light- 
ning strikes, power surges, and electrostatic discharge 

• Panels feature a self-resetting, bidirectional 2,000W 
circuit 

• Failsafe design destroys the port rather than the 
equipment 

• Lifetime guarantee 

Best For: Economically protecting CAT 6 equipment 
and data lines in the data center and telecommunica- 
tions closets. 

Price: Starts at $437.95 

Contact: (888) 433-5049 I www.blackbox.com 



Product 



Description 



Gamatronic 
Power+ Modular 
UPS System 




The Power+ system from Gamatronic is a parallel, redun- 
dant, modular UPS with online double-conversion. The 
user-upgradeable system comprises up to 10 hot-swap 
UPS modules of lOkVA each, a system controller, static 
switch module, and distribution block. Power+ is a true 
online battery in which the inverter supplies the power to 
the load and takes its power either from the AC input (via 
the rectifier) or from the battery. The rectifier is controlled to 
recharge the battery and maintain it in charged condition. 
The battery features a galvanized connection between the 
rectifier output and the inverter input on a common DC link. 

• High efficiency (up to 96%) 

• Small footprint 

• Lightweight 

• Scalable, flexible, and expandable 

• Redundancy and high availability 

• High mean time between failure, low mean time 
to recovery 

Best For: Situations that call for a small, lightweight, 
flexible, easy-to-use UPS solution. 



General Electric SG Series 60- 
500kVAUPS 
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General Electric's SG Series 60-500kVA UPS is a three- 
phase, online double-conversion system that features a 
clean input IGBT rectifier powered by PurePulse technol- 
ogy for optimal input and performance. In order to deliver 
the best possible reliability, the system operates in VFI 
(Voltage Frequency Independent) mode and features 
backfeed protection. 

• Can be paralleled with up to six UPS units with GE's 
Redundant Parallel Architecture 

• Includes full 24/7 service team support for preven- 
tive and corrective services, training, and applica- 
tion expertise 

• Complies with EMC standards 

• Front access makes maintenance and service simpler 

• Fan failure detection system 

• Superior Battery Management enhances battery 
lifetime 

• Can run in Super ECO Mode to improve efficiency 

Best For: Maximum protection for mission-critical 
processes. 



General Electric SG Series 
10-750kVAUPS 
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GE'S SG Series 10-750kVA UPS is a three-phase unit 
that offers maximum output performance, efficiency, 
and functionality with a small footprint. The UPS oper- 
ates in double-conversion mode; features true continu- 
ous online VFI operation with integral full load static 
switch and internal maintenance bypass; and includes 
eBoost, which is designed to cut energy use without 
sacrificing reliability. 

• Includes full 24/7 service team support for preven- 
tive and corrective services, training, and applica- 
tion expertise 

• 99% operating efficiency 

• Fused surge protection 

• Front access makes maintenance and service simpler 

• Superior Battery Management enhances battery 
lifetime 

• Intelligent Energy Management Integrated 

• Redundant Parallel Architecture 

Best For: Maximum protection for mission-critical 
processes. 
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Black Box CAT 6 In-Line Surge 
Protector 



Eaton 9130 UPS 



The CAT 6 In-Line Surge Protector from Black Box pro- 
tects CAT 6 network equipment from lightning-induced 
power surges, electrostatic discharges, ground loops, 
and AC power interference. The protector supports net- 
work speeds up to 1 ,000Mbps for Gigabit Ethernet appli- 
cations; can be used to protect PCs, switches, and 
routers; and features state-of-the art avalanche diode 
and thyristor technology, with low shunt capacitance to 
reduce signal loss. 

• Protects CAT 5/5e/6 LAN interfaces against power 
surges, electrostatic discharges, and ground loops 

• Supports 10/1 00/1 OOOBASE-T networks 

• Protects any equipment with RJ-45 jacks 

• Includes a 10-inch ground wire and a 10.5-inch CAT 6 
patch cable 

Best For: Economically protecting CAT 6 equipment. 
Price: $82.95 

Contact: (888) 433-5049 I www.blackbox.com 




The Eaton 9130 UPS is designed to efficiently deliver 
reliable power protection for servers, networking equip- 
ment, telecommunications, VoIP, and security systems, 
as well as to protect virtualized environments. The 9130 
UPS was designed with all environments in mind — net- 
work, terminal, server, or storage — to protect critical 
equipment from power anomalies. 

• Online double-conversion design 

• High-efficiency mode of greater than 95%, reducing 
heat and cooling costs 

• Small form factor: up to 3kVA in 2U of rack space 

• Supports four external battery modules 

• 0.9 output power factor 

• Load segment control with individual shutdown/startup 
scheduling capabilities 

• LCD user interface 

Best For: Managers looking to support a small to mid- 
sized data center's virtualization efforts. 

Price: Starts at $859 



Eaton BladeUPS 

Preassembled 

System 




Eaton's BladeUPS Preassembled System offers the 
company's BladeUPS solution with a more stream- 
lined shipping and installation process. The scalable 
and modular BladeUPS expands power protection 
from 12 to 60kW (N+1) in a single 19-inch rack while 
reducing energy and cooling costs with its energy- 
efficient UPS design. All UPS modules are already 
installed in the IT enclosure to reduce shipping, han- 
dling, and installation costs. 

• Factory pre-tested system 

• Saves up to 20% in shipping costs 

• Modularity and scalability allow the system to be 
easily moved 

• Cost-effective 

• Quick and easy installation process 

Best For: Managers at medium-sized enterprise data 
centers interested in consolidating standalone UPSes 
to ease UPS management and enhance power capac- 
ity planning. 

Price: Starts at $28,000 



LiebertGXTSUPS 




The GXT3 UPS system from Emerson Network Power's 
Liebert Services division is a true online double-conversion 
system designed to enable IT managers to pack higher 
power capacities into smaller spaces while maintaining 
high availability. The Liebert GXT3 can be installed in a 
rack or tower configuration and features replaceable, hot- 
swappable internal batteries. The 5kVA and 6kVA models 
require 4U of space, while the 8kVA and 1 0kVA models 
require 6U of space. Optional battery cabinets, adding just 
2 to 4U of rack space, provide additional runtime via the 
plug-and-play connections on the rear panel of the UPS. 

• True online double-conversion Liebert UPS system 

• Backed by a two-year, no-hassle replacement war- 
ranty that pays for shipping for both the original and 
replacement unit in the event of UPS problems 

• Can be purchased as part of the Liebert Power 
Assurance Package 

• Available in 500VA, 700VA, 1 kVA, 1 .5kVA, 2kVA, and 
3kVA models in both 120V and 230V configurations 

Best For: Smaller data centers or network closets where 
space is at a premium. 




Rackmount 
Solutions 
Minuteman 
Endeavor UPS 
Battery Backup 



Rackmount Solutions' Minuteman Endeavor series of UPS 
battery backup products delivers an online uninterruptible 
power supply in a form factor that can be rack-mounted, 
placed on the floor as a tower, or installed in a cabinet. 
With a power factor of 0.8 watts and available with capaci- 
ties up to 3kVA, the Minuteman Endeavor series features 
hot-swappable batteries, rapid battery recharging, and 
extended runtime using external battery packs, and it's 
also RoHS-compliant. Outlet receptacle control for noncriti- 
cal load shedding is included. The Endeavor series also 
includes Minuteman SentryPlus monitoring and control 
software and a front panel display with status indications. 

• Simultaneous RS-232, USB, and SNMP communications 

• Three-year warranty with up to $200,000 in equipment 
damage insurance 

• Manual and automatic testing 

• Harmonic distortion control 

• Dedicated emergency power off port 

Best For: Any situation where form factor flexibility 
is needed. 

Price: Starts at $553 



Rackmount Solutions 
Minuteman 
EnterprisePlus UPS 
Battery Backup 




The Minuteman EnterprisePlus UPS battery backup is 
a family of line-interactive UPSes from Rackmount 
Solutions featuring a flexible form factor that can be 
mounted on the floor, in a rack, or in a cabinet. Other 
features include a 0.8 power factor; load shedding to 
extend the time it can support critical applications by 
rationing power from inactive devices; and simultaneous 
DB-9, USB, and SNMP communications. 

• independent battery bypass provides voltage regula- 
tion even when batteries are weak or dead 

• Independent battery pack chargers 

• Virtually unlimited battery pack support 

• Minuteman SentryPlus monitoring and control software 

• Front panel display 

• Dedicated emergency power off port 

Best For: Any situation where form factor flexibility 
is needed. 

Price: Starts at $404.60 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



Contact: (866) 207-6631 I www.rackmountsolutions.net 
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Drtable Cooling 



Black Box 24U ClimateCab 
NEMA 12 Server Cabinet 




Climate-controlled protection found in Black Box's 24U 
ClimateCab Server Cabinet lets you install servers wittn- 
out tiie need for additional cooling or costly infrastruc- 
ture. Thiese enclosures are NEMA 12 rated, meaning 
ttney are ideal for use in indoor locations wittn falling dirt; 
circulating dust, lint, and debris; and dripping or splash- 
ing liquids. 

• Save energy by cooling just tlie cabinet 

• Includes a 6,000 BTU air-conditioning unit 

• NEMA 12 rated for protection 

• Only 51 X 28 X 31 .5 inches, so it can fit where space 
is limited 

Best For: Housing networl< equipment outside the pro- 
tection of a climate-controlled data center. 

Price: $4,249.95 

Contact: (724) 746-5500 I www.blackbox.com 



Black Box 
42U ClimateCab 
NEMA 12 
Server Cabinet 




The Black Box 42U ClimateCab NEMA 12 Sen/er 
Cabinet can accommodate larger systems that reside in 
areas without adequate climate controls, letting users 
avoid making costly infrastructure changes. These enclo- 
sures are NEMA 12 rated for use in indoor locations with 
falling dirt; circulating dust, lint, and debris; and dripping 
or splashing liquids. 

• Save energy by cooling just the cabinet, not the 
entire room 

• Includes an 8,500 BTU air-conditioning unit 

• NEMA 12 rated for protection 

• 40-inch depth accommodates most servers 

Best For: Server installations outside the protection of a 
climate-controlled data center. 

Price: $5,499.95 

Contact: (724) 746-5500 I www.blackbox.com 



Black Box ClimateCab 
NEMA12Wallmount Cabinet 




Secure wallmount ClimateCab cabinets provide a com- 
pact way to protect and cool sensitive components. 
Users can install the NEMA 12 rated wallmount cabinets 
in indoor environments where falling dirt; circulating dust, 
lint, and debris; and dripping or splashing liquids would 
othenwise cause problems for equipment. 

• Compact wallmount design saves space 

• Operates on a standard 1 15V power source 

• Single- or double-hinged 

• Choose from a cabinet with a fan or an 800 BTU air- 
conditioning unit 

Best For: Remote sites that have limited space and condi- 
tions that are potentially damaging to delicate electronics. 

Price: $999.95 to $2,795.95 

Contact: (724) 746-5500 I www.blackbox.com 



MovinCoolCM12&CM25 




The MovinCool CM 12 and CM25 are ceiling-mounted air 
conditioners that are just 15.5 inches (CM12) and 20 inch- 
es (CM25) tall, making them compact enough to fit above a 
drop ceiling for spot cooling space-limited installations and 
server rooms. The air conditioners free up valuable floor 
space and feature built-in flanges and mounting brackets. 
The CM25 features a wall-mounted electronic controller 
that lets users monitor and troubleshoot problems. 

• The CM12 provides 10,500 BTU/hr of cool air at 80 
degrees Fahrenheit at 50% RH and operates on a stan- 
dard 1 15V power source 

• The CM25 provides 25,000 BTU/hr of cool air at 80 F at 
50% RH and operates on a 208/230V power source 

• Both the CM1 2 and CM25 can fit into tight ceiling 
spaces, freeing up floor space 

Best For: Space-limited equipment rooms and cramped 
server and telecom closets. 

Price: $2,895 (CM12), $6,995 (CM25) 



MovinCool Office Pro 12 
sold by 
Rackmount 
Solutions 




C 



The MovinCool Office Pro 12 is a portable spot-cooling 
air conditioner designed to lower operating temperatures 
of computers and networking, communications, and 
office equipment to maximize reliability and hardware 
lifespan. The Office Pro 12 is self-contained, portable, 
and features an electronic thermostat and a programma- 
ble control panel for tailored cooling when and where 
you need it most. 

• Provides 1 2,000 BTU/hr of cool air maximum spot 
cooling 

• Programmable digital controller 

• Operates on a standard 1 15V power source 

• No costly installation necessary 

• Maintains ideal operating temperature for heat-sensi- 
tive electronics, down to 65 degrees Fahrenheit 

Best For: Offices filled with heat-generating electronics. 

Price: $3,295 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



MovinCool Office Pro 18 
sold by 
Rackmount 
Solutions 




The MovinCool Office Pro 18 offers superior cooling 
capacity without requiring a nonstandard power source. 
This portable air conditioner protects sensitive data and 
electronics systems from loss and failure, acting as an 
insurance policy for your infrastructure. The Office Pro 
18 features an intuitive control panel that lets users des- 
ignate when the unit operates. 

• Provides 1 6,800 BTU/hr of cool air maximum spot 
cooling 

• Operates on a standard 1 15V power source 

• Programmable controls enable weekend and after- 
hours cooling 

• No costly installation necessary 

• UL Listed for safe operation 

Best For: Heat-sensitive office and data systems. 
Price: $3,655 

Contact: (866) 207-6631 I www.rackmountsolutions.net 
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Processots Product Spotlight fiigtilights options available in key data center product categories, providing product information side-by-side for easy comparison. 

Compiled by Andrew Leibman 



KwiKoolKPO 12-23 
& 12-43 12-TON 




The KwlKool KPO portable air conditioners deliver a 
powerful 12 tons (139,400 BTU/hr) of cooling capacity in 
a compact size. The unit measures only 62 x 32 x 64 
inches — about the size of a typical 5-ton unit — and it's 
small enough to fit through a standard door. 

• Condenser and cold supply and return air can be 
ducted up to 60 feet using high-static blowers 

• Internal circuit breaker allows easy hookup to 208/ 
230-volt (12-23) or 460-volt 3-phase(12-43) models 

• Integrated phase and power monitor provides protec- 
tion from electrical power quality issues 

• Low ambient temperature controls with a condenser 
operating range of 30 to 1 00 degrees Fahrenheit 

Best For: Large computer rooms and emergency cool- 
ing during outages. 

Price: Rentals from $450 per day or $1 ,325 per week 



KwiKool SAC 1411 




As one option in KwiKool's Strategic Air Center series of 
portable spot coolers, the SAC 141 1 features micro- 
processor digital controls and an Easy-Touch control 
panel. The unit is an air-cooled, 1.15-ton portable spot 
cooler that operates on a 115V/15A circuit. The SAC 
141 1 also supports 460 CRM evaporator airflow and 
1 ,200 CRM condenser airflow. 

• Provides 1 3,850 BTU/hr of cool air at 95 degrees 
Pahrenheit at 60% RH 

• Operates on a standard 1 1 5V power source 

• Operating range between 60 and 110 degrees 
Pahrenheit 

• Easy-access hinged panel with Kwikloks 

Best For: Computer room, server closet, or warehouse 
use. 

Price: $3,495 



MaxPowerCoolCubelO 




The CoolCube 10 is a unique modular air-conditioning 
system that users can install standalone or stacked in a 
19-inch server rack, above a drop ceiling, or as a port- 
able spot cooler. Features include a programmable con- 
trol panel, electronic thermostat control, and a 2.5- gallon 
condensate collection tank. 

• Provides 1 0,000 BTU/hr of cool air at 95 degrees 
Fahrenheit at 60% RH 

• Stackable for redundancy or added capacity 

• Operates on a standard 1 1 5V power source 

Best For: Computer rooms, server closets, and IT facili- 
ties with limited floor space. 

Price: $2,600 



MovinCool Office Pro 36 sold 
by Rackmount Solutions 




The MovinCool Office Pro 36 delivers 36,000 BTU/hr of 
spot cooling for sensitive equipment. The portable, self- 
contained air conditioner requires no costly installation 
and features an intuitive control panel that lets users pro- 
gram the unit to operate after hours or on the weekend. 

• Provides 36,000 ETL-verified BTU/hr of cool air maxi- 
mum spot cooling 

• Operates on a 208/230V power source 

• Features an AFCI plug for added safety against elec- 
trical arcing 

• Supports plug-and-play condensate pump 

• Easy-to-use programmable controls 

• Self-contained, portable, and easy to set up and operate 

Best For: Sen/ers, routers, telecommunications, and 
other heat-sensitive equipment. 

Price: $6,980 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



MovinCool Office Pro 60 sold 
by Rackmount Solutions 




The MovinCool Office Pro 60 delivers up to 60,000 
BTU/hr of cooling capacity. This portable air conditioner 
is designed to manage temperatures for computer net- 
works, communications equipment, and office electron- 
ics. The self-contained Office Pro 60 is easy to install — 
just position the wheeled unit, plug it in, and turn it on. 

• Programmable digital controller enables weekend and 
after-hours cooling 

• Operates on a 220V power source 

• Provides cooling in the low 60s to maximize the life 
span of heat-sensitive electronics 

• Condensation pump included for uninterrupted 
operation 

• UL Listed for safe operation 

Best For: Large office spaces and computer rooms filled 
with heat-sensitive electronics. 

Price: $9,995 



MovinCool Office Pro 63 sold 
by Rackmount Solutions 




Like its sibling the Office Pro 60, the MovinCool Office 
Pro 63 delivers up to 60,000 BTU/hr of cooling capacity 
and is ideally suited for the demands of large office 
spaces and heat-sensitive electronics installations. This 
portable air conditioner is self-contained and operates on 
460V power for as little as 15 cents per hour. 

• Programmable digital controller enables weekend and 
after-hours cooling 

• Provides cooling in the low 60s to maximize the life 
span of heat-sensitive electronics 

• Condensation pump included for uninterrupted 
operation 

• UL Listed for safe operation 

Best For: Large office spaces and computer rooms filled 
with heat-sensitive electronics. 

Price: $12,495 

Contact: (866) 207-6631 I www.rackmountsolutions.net 



Contact: (866) 207-6631 I www.rackmountsolutions.net 
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Study Examines 
Enterprise Upgrade 
Plans For Windows XP 

Dimensional Research recently surveyed 
more than 950 IT professionals about cor- 
porate intentions for Windows XP and IVIi- 
crosoft Office adoption. WinXP is a favorite 
among nearly half of the companies sur- 
veyed: 48% said they would continue to use 
WinXP on enterprise laptops and desktops 
even after Microsoft discontinues support 
for the 9-year-old operating system, while 
47% of respondents said they would up- 
grade before WinXP support ends on April 
8, 2014. But how does this even split reflect 
IT migration preferences? 

According to Diane Hagglund, senior analyst 
at Dimensional Research, IT is in a state of 
flux because there are three versions in vari- 
ous states of migration: aging WinXP, in- 
limbo Vista, and recently released Windows 
7, with Win7 quickly gaining steam. "In gener- 
al, IT is indicating to us that they like [Win7] 
because it is stable and the performance is 
reasonable," Hagglund says. "Plus, although 
they like WinXP for the same reasons, it is 
getting old, and they would prefer to be on an 
OS that is more current." 

Ken Drachnik, director of product marketing 
at Dell KACE, says rewriting and repackaging 
WinXP applications for Win7 would certainly 
cost time and money. "In Dell's real-world 
estimates, over half of Windows XP applica- 
tions require some remediation to work with 
Windows 7," Drachnik says. "So, any compa- 
ny that has more than a few applications 
dependent on Windows XP will probably 
keep that OS around to support those apps." 

Change Will Come Eventually 

Although WinXP won't vanish anytime in 
the near future, Win7 adoption rates are on 
the rise, based on a Dell KAGE-sponsored 
Dimensional Research survey of Office 2010 
adoption. Win7 adoption trends show that 
38% of participants have deployed a partial 
rollout of the OS. The features that Win7 has 
to offer are geared toward improving the 
security of system data and supporting the 
increasingly virtualized environments compa- 
nies work in, Drachnik says. 



"Analysts generally agree that it takes 12 to 
18 months to upgrade an enterprise to a 
new operating system," Drachnik says. "[The] 
poll shows that only 6% of companies have 
fully upgraded to Windows 7. Accounting for 
the fact that it takes some time for distribu- 
tion, IT departments are about on track with 
previous timelines for upgrading to the new 
operating system." 

Drachnik recommends that SMEs begin plan- 
ning for an upgrade over the next year, with 
the intention of fully upgrading by the time 
support for WinXP concludes. 

by Joanna day 
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How Big Should Your 
New Data Center Be? 



Right-Size, Don't Oversize 



by Holly Dolezalek 

mum 

When it's time to build a new data cen- 
ter, temptation abounds to build more than 
you need. Early conventional wisdom said 
to build not for today, but for five, 10, or 
more years out. But that left a lot of com- 
panies with data centers that were 10%, 
20%, or even 50% bigger than they need- 
ed to be, often for years. And while all that 
space went unused, it still needed to be 
cooled, adding unnecessary power require- 
ments and costs. 

Today, the wiser course is to right-size 
rather than oversize. Instead of building 
big to accommodate what might happen, 
you can build smart to accommodate what 
does happen, and you can use available 
technologies that help you to control how 
much your space requirements grow. 

Planning For Growth: One Example 

Ken Miller is a director in IT infrastruc- 
ture and operations services for Midwest 
ISO (www.midwestiso.org). Midwest ISO 
is in the process of building two new data 
centers that will augment and eventually 
replace some of its existing data centers, 
most of which were built more than 10 
years ago. But although the organization is 
building for increased capacity, its solution 
wasn't to overbuild. Instead, it designed 
for data centers that could be built in 
stages, so that it would have room to grow 
without paying for unnecessary room. 

"As we did our analysis, the challenge 
of our existing data centers was that they 
were built to a fixed capacity," Miller 
says. "Operationally, when you reach the 
limits of your facilities, you're patching 
and adding capacity that the facility was 
never designed to accommodate. So as we 
looked at new facilities, the concept was 
to use modularity and expandability rather 
than a fixed, oversized capacity." 

Midwest ISO contracted with architects 
and engineers who designed a data center 
that incorporated space for additional 
modules that could be added on as the 
space became necessary, and postponed 
the purchase of equipment for that space 
until it was going to be used. "If you over- 
build, you're investing capital and opera- 
tional costs in capacity that may take a 
while to be used, so that capital is locked 
up for that time period," Miller says. "We 



Key Points 



Designing for modular expansion over 
time saves money and is a better way 
to plan for growth than overbuilding a 
data center. 

Technology and equipment are changing 
so fast and in ways we can't predict that 
trying to project data center requirements 
over more than a few years is difficult. 

Virtualization, colocation, and the cloud 
are just some of the technologies that can 
relieve an organization's need for more 
space, as are servers with smaller foot- 
prints and other equipment advances. 



designed for a larger capacity than we're 
actually building and planned for modular 
expansion that we can speed up or slow 
down according to how our power require- 
ments change over time." 

Grow Without Growing 

That kind of expansion, whether 
through modules or pods, is the kind of 
design that Jill Eckhaus recommends 
instead of trying to project growth and 
build to meet those projections ahead of 
time. "Common sense tells us that to over- 
size a data center doesn't make sense. 



that assets that would otherwise take up 
space can be redeployed or removed. Hand 
in hand with that, though, is the where- 
withal to keep assets either fully deployed 
or out of the data center; virtualization 
won't help keep your space requirements 
down if ghost servers are the result. 
"Incorporating a solid asset management 
system will help to ensure you know 
what's installed in your data center at any 
given time, and replace servers and other 
equipment when necessary, instead of just 
adding equipment and leaving things 
installed that are no longer used," she says. 

Another obvious way to keep space 
requirements down is the cloud, but data 
center managers don't seem to be using 
the cloud much yet. In a 2009 AFCOM 
study, less than 15% of more than 400 
respondents said that they had implement- 
ed cloud computing, although 46% said 
that they had at least considered it. 
Meanwhile, more than 60% believed that 
they would require more data center space 
within the next five years. 

Eckhaus believes the need for space 
without the budget to build it might 
make the cloud more attractive than it has 
been, and data center managers need to 
learn more so that they're ready if they 
find themselves tasked with it. "The cloud 
is likely to change the face of the data 



"Companies appreciate knowing that 
they need to spend $50,000 next month 
instead of millions next year." 



■ Align's Tom Weber 



because data requirements and technology 
have grown and changed much faster than 
anyone could have predicted 10 or even 
five years ago," says Eckhaus, CEO of 
AFCOM (www.afcom.com). "The smart 
way to do this is to build your data center 
based on your predictions for your needs 
for the next one to two years and then plan 
for expansion while you look for ways to 
avoid growing physically." 

One of those ways is virtualization. 
Eckhaus encourages data center managers 
to explore virtualization where possible so 



Sizing Factors To Consider 



There are three factors that figure in sizing (or oversizing) a data center, says Tom Weber: space, 
power, and cooling. Weber, a senior project manager and principal for Align (www.align.com), 
says that he sees very little oversizing In terms of space these days, because server footprints get 
smaller all the time. Instead, he explains, decisions about power and cooling are often where over- 
sizing can creep in. 'The state of the art used to be 2kW cabinets, and now it's closer to 4kW per 
cabinet," he says. "We've seen it creeping into the 5s and 6s." 

For planning purposes, Weber suggests that the most accurate measure of capacity is kilowatt per 
cabinet, and that exposes the biggest weakness of oversizing: PUE, or power usage effective- 
ness. "What's more and more in people's thoughts is efficiency and the amount of spend on ener- 
gy, getting the PUE to the lowest possible number," he says. "But if you oversize a data center, 
whether for power, cooling, or space, your PUE goes through the roof. The best efficiency is found 
in a full data center." 



center and it's likely to be forced upon IT 
management by CIOs who want the sav- 
ings the cloud can provide," she explains. 

Colocation is another option for keeping 
a company's IT infrastructure from out- 
growing its space, and Tom Weber, a 
senior project manager and principal for 
Align (www.align.com), notes that in 
addition to the cost savings, virtualization 
and storage replication practically demand 
different locations for added security. 
"Companies appreciate knowing that they 
need to spend $50,000 next month instead 
of millions next year," says Weber. 

"Colocations also offer a much greater 
redundancy in most cases. If you go to a 
type A colocator, they're going to have mul- 
tiple megawatt generators and UPSes and 
other redundancies, but to build that into a 
self-owned facility is hard to achieve." 

In the end, projecting for a new data 
center is more straightforward than you 
might think, Weber points out: Nobody 
knows how technology will change, 
whether it's new functionalities or further 
efficiencies in equipment. "We had a cus- 
tomer who wanted us to put together a 
data center plan for the next 20 years, and 
I took out my iPod and said, 'For all we 
know, that's what a data center will look 
like in 20 years,'" he says. lH 
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TECH IN-DEPTH 



Key Points 



Fuel cells generate electrical power quietly, efficiently, and with 
low to zero emissions. 



Lil<e batteries, fuel cells run using a fuel source. Examples 
Include hydrogen, natural gas, methane, or other traditional 
or renewable fuels. 



Fuel cell systems can be installed indoors or outdoors 
because they do not require a temperature-conditioned space 
or any special environments. 




Green Power 

Fuel Cells Provide Quiet, Efficient, 
Low-Emission Power For Data Centers 



BY CHRIS A. MACKINNON 

The ongoing quest to find a data center power source that provides unsur- 
passed availability, exceptional reliability, and computer- grade power has 
reached new ground in its data center application. Fuel cells, which find their 
principle of origin dating back to 1838, are maturing into the commercialized 
industry. In a nutshell, a fuel cell can generate electrical power quietly, effi- 
ciently, and with low to zero emissions. Fuel cells are like batteries except that 
they run using a fuel source such as hydrogen, natural gas, methane, or other 
traditional or renewable fuels. 



■ BACKGROUND 

Sandra Curtin, research director at 
Breakthrough Technologies (www.bti 
online.org), defines a fuel cell as an elec- 
tro-chemical device that combines 
hydrogen and oxygen, without combus- 
tion, to produce power. "A fuel cell's 
waste heat can also be captured for 
cogeneration to provide hot water, space 
heating, or cooling, delivering 80 to 90% 
overall fuel efficiency and potentially 
reducing energy costs by 20 to 40% 



compared to conventional energy tech- 
nologies," she says. 

According to Stu Aaron, vice president 
of product management at Bloom Energy 
(www.bloomenergy.com), fuel cells have 
been used in practically every NASA 
mission that's taken place since the 
1960s, but until now, they have not 
gained widespread adoption because of 
their inherently high costs. "Fuel cells 
have numerous applications, and some of 
the primary uses beyond space travel are 



distributed electricity generation and pow- 
ering electric vehicles," Aaron says. 

A fuel cell's low emissions profile and 
silent operation also allow the option to 
install a system either indoors or out- 
doors. Fuel cells do not require a temper- 
ature-conditioned space or any special 
environments, and they can also operate 
reliably in low outdoor temperatures. 

■ APPLICATION 

There are already a number of busi- 
nesses in the commercialized industry 
offering fuel cell products for pur- 
chase. Curtin says many major compa- 
nies have discovered that fuel cells can 
meet their needs at an affordable cost, 
with successful early markets already 
demonstrated in the materials handling 
(forklifts), telecommunications (cell tow- 
ers), and critical communications (E- 
911) fields. 

Data centers are also discovering the 
benefits of fuel cells, Curtin says. "Data 
centers require high-quality, reliable 
power," she says, "and a fuel cell fits the 
bill." She says one of the earliest converts 
to fuel cell technology was First National 
Bank of Omaha, which installed four 
200kW fuel cells in 1999, and they're still 
operating today. Prior to that, the bank 
was depending upon conventional bat- 
tery UPS systems during voltage sags and 
short-term outages and diesel genera- 
tors during long-term outages. When the 



bank switched to fuel cells, power was 
being delivered at slightly better than 
five-nines availability. 

According to Curtin, Fujitsu installed a 
fuel cell in 2007 that generates half the 
power required to cool the company's 
data center and uses the fuel cell's cogen- 
erated heat in other campus buildings. 
"The company reports that the fuel cell 
produces 35% less carbon dioxide per 
megawatt hour than the average fossil 
fuel-based power plant and approximately 
4,000 pounds per year less NOx (mono- 
nitrogen oxides)," Curtin says. "Compared 
to conventional power plants, the fuel cell 
system also saves more than 800,000 gal- 
lons of water each year." B 

Fuel Cells Used 
Through The Years 

Fuel cells are not a new technology; in 
fact, they've been used in many IT infra- 
structures over the years. Here are a few 
such implementations: 



1990s: 


Hamilton Sunstrand call center 


2001: 


Chevron data center 


2008: 


Google main campus 


2009: 


eBay data center 


2010: 


Bank of America call center 



The Network Performance Insight 
Your Enterprise Needs 



Simena Network Monitoring Solutions 

Optimize visibility into your network by 
replicating, multiplying, aggregating, and 
filtering production network traffic witb bigh 
port density Packet Flow Switcbes and Network Taps. 
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Simena Network Emulator: 

Speed up tbe testing of your network applications, 
equipment or services by creating wire speed network 
impairments sucb as latency, jitter, packet loss, etc. 



Simena Traffic Generator: 

Get detailed quality assurance of your network 
applications and equipment by generating packets, 
performing network measurements, capturing and 
replaying large traffic at wire speeds. 




Contact Simena for a FREE Evaluation 



stmenn 

www.simena.net sales@simena.net Tel: 571.323.1500 



Entuity Eye Of The Storm Enterprise 2011 



NEW PRODUCT 



by Rod Scher 



Stay On Top Of Complex Network 
Infrastructures 



As NETWORKS BECOME more intricate and 
far-reaching, the business processes they 
enable become more important than ever. 
Today's networks embody a sophisticated 
mix of physical and virtual infrastructures, 
and they must allow secure 24/7/365 
access to multiple types of data stored 
locally, in SANs, and in the cloud. 
However, managing such complex, mis- 
sion-critical networks is no simple task. 

Simplified Insight 

Into Complex Infrastructures 

To support that management, Entuity 
has released an updated version of Eye of 
the Storm Enterprise 2011, or EYE, its 
infrastructure management suite aimed at 
helping network engineers and administra- 
tors manage their networks by providing 
insight into today's mixed virtual/physi- 
cal infrastructures. EYE 2011 improves 
visibility and management of virtualized 
environments by adding discovery and 
monitoring of more virtualization plat- 
forms, including VMware ESXi and 
Oracle VM. EYE locates configured VM 
platforms, associated hypervisors, virtual 
machines, and their associated virtual 
components. The suite continually moni- 
tors and records changes to configurations 
and network operation, alerting adminis- 
trators when anomalies occur. 




entuitij 



The EYE suite monitors and reports on the health of 
an enterprise's networl<s, aiding in administration and 
decision making. 

The new version of EYE introduces 
browser-based mapping that simplifies the 
visualization of even enterprise-class net- 
works. Unlike management solutions that 
require a separate application to create a 
static map, EYE maps are an integral part 
of the EYE management dashboard, 
which dynamically updates itself based on 
network conditions. Maps can be saved 
and are accessible to any authorized user 
from anywhere on the network. 

Integrated Flow Analysis 

eye's IFA (Integrated Flow Analyzer) 
is updated in the latest version with 
enhancements that help streamline and 
speed up diagnostics and troubleshoot- 
ing. IFA also includes a new Web UI 
that allows users to easily view, add, and 
edit the Application-to-Port mappings 
used by IFA. 



(508) 357-6346 
www.entuity.com 
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I NIST Maps Out Path 
For Government Cloud Use 

National Institute of Standards and Tech- 
nology officials have announced plans to 
develop a roadmap that would provide stan- 
dards and guidance for government ClOs 
looking to take advantage of cloud-based 
services and applications. The roadmap, 
say officials, will help prioritize efforts at 




standardization and remove barriers (real 
and perceived) to cloud adoption that may 
be caused by concerns about security, inter- 
operability, portability, and reliability. The 
effort, labeled the NIST Strategic Cloud 
Computing Initiative, is aimed not only at 
government, but also at vendors hoping to 
work with government agencies. Eventually, 
says a government spokesperson, the initia- 
tive may lead to standards and guidance 
and also to prototypes and pilots of refer- 
ence implementations. 

I Broadband Can Save Dollars 

Having high-speed Internet in our homes 
could save us $7,700 a year, according to a 
study conducted by the Internet Innovation 
Alliance on the value of a broadband sub- 
scription to the average U.S. household. 
Using an Internet connection, we can save 
about $2,700 a year in entertainment costs, 
$1,500 in travel expenses, $1,000 in housing, 
and $950 on our grocery bill. The firm's ana- 
lysts calculated the annual cost savings by 
comparing offline and online costs of items. 
The Web can also save us $193 on newspa- 
per subscriptions, $95 on gasoline, and $76 
on nonprescription medications. 

I Juniper Makes 
Trapeze Acquisition 

Belden of St. Louis, Mo., has agreed to sell 
its Trapeze Networks wireless networking 
company to Juniper Networks, according to 
an announcement. The cash deal, reported at 
$152 million, is expected to close by the end 
of the year. Trapeze provides WLAN infra- 
structure for industrial, hospitality, medical, 
and educational environments. The company 
is known for its Smart Mobile distributed edge 
architecture, which makes use of controller 
virtualization and other features aimed at bol- 
stering the reliability of user sessions. Juniper 
is headquartered in Sunnyvale, Calif. 

I Intel To Help Fund New SSD Maker 

Intel is working with a group of investors to 
fund SSD maker Anobit Technologies out of 
Israel. The $32 million investment brings 
Anobit's funding total up to $70 million. In 
June, Anobit unveiled a project for an MLC 
flash-based solid-state drive purposed for 
enterprise data centers. Anobit's SSDs are 
available in 200 and 400GB capacities and 
feature Serial ATA interfaces. According to 
Anobit, the drives can sustain a sequential 
read rate of 220MBps and write at ISOMBps. 
"Anobit is well positioned to help change the 
economics of the NAND-based technology 
landscape," says Uri Arazy, director of Intel 
Capital Israel. Anobit has also signed con- 
tracts with Samsung and Hynix, makers of 
NAND flash memory. 



PHYSICAL INFRASTRUCTURE 



Low-Cost Ways 

To Increase Efficiency 

Data Center Efficiency Doesn't Have To Cost Big Bucks 



by Jean Thilmany 

Lowering costs while increasing effi- 
ciency is the mantra for today's enterprise 
data centers and IT departments. Many 
major trends can help enterprises do just 
that. Below, we'll look at several low-cost- 
to-implement tips you can employ to reduce 
data center costs and increase efficiency. 

Manage Maintenance 

First up, IT managers should look to cut 
the amount of time they spend working on 
machines, according to Bob de Kouse- 
maeker, product manager at software 
development company RES Software 
(www.ressoftware.com). "This means time 



Key Points 



A number of low-cost software applica- 
tions, such as an automation manager, 
can help increase data center efficiency. 

Efficiencies can be realized by better 
managing maintenance and updates. 

Don't forget power and cooling costs 
when factoring for data center efficiency. 



spent doing things like patching software 
and keeping machines healthy," he says. 
"The fewer the manual tasks performed 
every day, the more efficient the center 
because IT managers can focus their time 
on improvement in other areas." 

He recommends IT managers look into 
automation management software, which, 
as the name implies, automates manual 
tasks that IT administrators would otherwise 
repeat again and again. These include creat- 
ing a new user account, provisioning a desk- 
top, or setting up a mailbox. Such software 
is relatively inexpensive and is worth the 
cost in time saved, de Kousemaeker says. 

Another relatively inexpensive program 
IT managers might want to investigate 
allows for the creation of a single desktop 
environment. This lets IT managers central- 
ly manage all users from a single console 
and update or apply changes to all users at 
once, increasing efficiency. These are often 
called workspace management tools. 

Be Proactive 

In that same vein, two big challenges for 
IT managers at small to medium-sized 
enterprises is a lack of visibility into their 
infrastructure and the lack of a proactive 
maintenance plan, says Josh Hamel, who 
owns the IT consulting company My Tech 
Operative. This typically translates into 
spending too much time putting out fires 
and responding to issues instead of proac- 
tively monitoring and maintaining their net- 
work and devices, he adds. 

He recommends installing readily avail- 
able free or low-cost Web-based tools. 
These solutions allow IT managers to moni- 
tor the connectivity status of all devices 
attached to the network. "If a computer is 
over-utilizing its processor or memory or a 
printer is out of ink, you'll know right 
away," Hamel says. Many also allow man- 
agers to see what updates are needed on 
each network computer or server and push 



the updates out at their leisure, which does 
away with the need to manually ensure each 
machine is updated, he adds. "Gaining visi- 
bility and proactively maintaining network 
devices are the first steps to becoming a 
more efficient IT manager," Hamel says. 

Update Often 

Other low-cost implementations also 
free up space and time for the IT manager. 
Raj Goel, CTO at the IT consultancy 
Brainlink International, recommends 
enterprises reduce their physical footprint 
and electrical load by combining several 
older personal computers into a single sys- 
tem or into dual systems. "Dual servers in 
a pool give you increased uptime, redun- 
dancy, and efficiency," he says. 

IT can also lower bandwidth costs by 
reducing desktop and server patching time 
and by increasing patching frequency. He 
recommends Windows Server Update 
Service, to manage the distribution of 
updates released through Microsoft Up- 
date. This service allows administrators to 
download patches and updates for all 
Windows desktops, servers, and MS Office 
applications onto a single network share 



dread it because it's not what they signed 
up for," says George Gill, president of 
Gill Technologies (www. gill-technologies 
.com), which makes telecom expense 
management applications. In those in- 
stances, IT managers can look to reign in 
communications costs while streamlining 
billing. Gill says. Expense management 
applications depict communications use 
and billing information in quick snapshots 
rather than in lengthy bills for IT man- 
agers and pertinent executives. 

"That way, they can see who's abusing 
the devices and who has zero use," Gill 
says. "Data can be segregated out by 
department in order to watch business 
units like cost centers but also to compare 
costs by roles, like looking at two sales 
guys out in the field." 

Cool Savings 

Cooling costs are, of course, another 
large part of data center efficiency. "By 
physically closing the data center using 
specialized noise-reducing and cooling cab- 
inets, organizations can reduce HVAC and 
real estate costs while ensuring the equip- 
ment remains centrally located," says Yoel 



"Data can be segregated out by 
department in order to watch business 
units like cost centers but also to 
compare costs by roles, like looking 
at two sales guys out in the field." 



I 



Gill Technologies' George Gill 



and to patch all desktops and servers from 
this repository. 

On the same note, remember to update 
other applications. Lots of small to medium- 
sized businesses use applications that they 
fail to update regularly, Goel says. He rec- 
ommends IT administrators install an 
update-checker service and review it month- 
ly to see which third-party applications need 
updating. Then update accordingly. 

Also consider performance management 
solutions, many of which can be remote- 
ly installed, says Jim Melvin, CEO at 
Apparent Networks (www.apparentnet 
works.com). These tools assess, monitor, 
and troubleshoot performance-sensitive 
applications such as IP storage, data center 
backup, UC deployment, and virtual desk- 
top services. Some cost about $50 per 
month, Melvin says. 

And when it comes to antivirus software, 
Goel says IT managers should check out 
free software. 

Consider Communications 

Beyond updating existing software and 
monitoring networks, IT managers should 
consider other duties that fall to them. Take 
communications costs. 

"Communications management often 
falls to the IT manager because they 
understand how to do it, but they often 



Naor, director of products for Silentium 
(www.silentium.com), a maker of noise- 
reduction technology. "Creating a quieter 
and warmer work environment also signifi- 
cantly enhances employee productivity." 

It's clear that data center efficiency gains 
can be realized without costly or lengthy 
implementation. In fact, some efforts, such 
as reducing and improving maintenance, 
can be done quickly with efficiency gains 
soon following, Hamel says. 



Think Power 



If the UPS technology in the organization is 
more than even five years old, it's costing 
more than it should, says Pedro Robredo, 
product line manager at power management 
company Eaton (www.eaton.com). Newer, 
energy-saving UPSes can deliver up to 99% 
efficiency, providing more usable power for 
every utility dollar, he says. In this type of 
UPS, the inverter is continuously charged, 
though it's not processing power. This 
makes for a more efficient allocation of 
power, he says. "Not only are utility bills and 
total operating costs reduced, but the busi- 
ness can achieve more with available back- 
up power, delaying possible expansion 
plans," Robredo says. 
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r , ? TTP 10Gb Ethernet 
iJy Solutions 




1026T-6RFT+ 
Dual 10Gb Ethernet LAN 
8 2.5" HDD Hot-Swap SAS/SATA Drive Bays 
Gold Level High-Efficiency, Redundant Power 




10G LOM (LAN on motherboard) 

• Dual 1 0Gb Ethernet LAN onboard controller 

• 1 U, 2U, 3U and 4U Solutions Available 
Blade Solutions 

• Switched 1 0Gb Ethernet Access for Systems 
of Up to 20 Blades 

. Up to 1 External 1 0Gb Ethernet 
Connections {SFP+) 

Standalone Switch 

• 1U , 24 Port, Full Bandwidth 
- Advanced Layer 3 switching 

It's in our DNA. 



6016T-6RFT+ 

Duat 1 0Gb Ethernet LAN 

Gold Level High-Efficiency, Redundant Power Supplies 





6026T-6RFT+ 
Dual 1 0Gb Ethernet LAN 

94% Efficiency, Platinum Level, Redundant Power Supplies 



SSE-X24S 

• 24 Ten-Gigabit Ethernet ports - SFP+ Connectors 

• 480 Gbps Switching Capacity 
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TwinBlade^ 
10 Blades (20 DP Nodes) in 7U 
Dual 1Gb Ethernet, Dual lOGb Ethernet (optional) 
94% Efficiency Platinum Level 2S00W Power Supplies 
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SSE-G48-TG4 

• 48 One-Gigabit 
Ethernet links- 48 
RJ45 Copper ports- 
Four fiber SFP 
combo ports 

• Uptofour 10-Gigabit 
Ethernet uplinks 

• 184 Gbps Switching 
Capacity 




SSE-G24-TG4 

• 24 One-Gigabit 
Ethernet links- 
24 RJ45 Copper 
ports- Four fiber SFP 
combo ports 

• Up to four 10-Gigabit 
Ethernet uplinks 

• 136 Gbps Switching 
Capacity 
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SSE-a24-Ta4 
Mtmwm 1 Switch 




AMAX 

1-800-800-6328 
www.amax.com 



Arrow Electronics 

1-888-427-2250 
www.arrownacp.com 



ASI 

1-800-2000-ASI 
www.asipartner.com 



Bell Micro 

1-800-232-9920 
www.bellmicro.com 



Ingram Micro 

1-800-456-3000 
www.ingrammicro.com 



MA LABS 

1-408-941-0808 
www.matabs.com 



Synnex 

1-800-756-5974 
www.synnex.com 



Tech Data 

1-800-237-8931 
www.tecbdata.com 



www.supermicro.com 



©Super Micro Computer, Inc. Specifications subject to change without notice. Intel, the Intel logo, Xeon, and Xeon inside, are trademarks or registered trademarks of Intel Corporation in the US 
and other countries. All other brands and names are the property of their respective owners. 
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Regulatory Compliance 

Regulatory compliance has become 
part of a data center/IT manager's life. 
Here's what you need to know regarding 
the latest regulations and whether they 
apply to you, along with tips to ease 
compliance burdens. 



Regulation Rundown | 26 

■ Here are a few top regulations 
worth noting, as well as a glimpse of 
what type of regulations are coming 
around the bend. 



Regulatory Compliance: 
Are You Affected? | 27 

■ SMEs must determine what rules 
apply and how to comply with them. 
As it turns out, this seemingly simple 
statement turns out to be a pretty 
daunting task. 



Top Compliance Issues | 28 

■ Getting a handle on compliance 
issues and figuring out your roie in 
compliance can be overwhelming, 
given that a general roadmap doesn't 
exist to guide you through it. 



Ease Compliance Burdens | 28 

■ Data center managers, take a 
deep breath: you are not responsible 
for single-handedly designing and 
implementing your company's compli- 
ance policy. 



Of Special Intkrkst To Health & Government Data Centers 



Regulation 
Rundown 

A Look At Some New & Updated Regulations 
That May Affect Your Data Center 



To ensure that privacy and security go 
hand in hand with the digitization of health 
records, HITECH also imposes new priva- 
cy and security requirements on healthcare 
organizations and their business associates. 

The new requirements include a broad- 
er definition of what protected health 
information encompasses, as well as 
increased penalties for violations of rules, 
provisions for more aggressive enforce- 
ment, and explicit authority for state 
attorneys general to enforce HIPAA rules 
and pursue criminal cases. 



by Elizabeth Millard 

Regulatory coimpliance is always 
vital, but it can be tricky to keep track of 
all the changes coming from the govern- 
ment and within specific industries. 
Here are a few top regulations worth 
noting, as well as a glimpse of what 
type of regulations are coming around 
the bend. 

NIST 800-37 & 800-53 

According to Ken Ammon, chief 
strategy officer of Xceedi- 
um (www.xceedium.com), a 
provider of zero trust access 
control technology, one impor- 
tant regulation change is the 
makeover of 2002' s FISMA (Federal 
Information Security Management Act) 
into NIST 800-37 and NIST 800-53. 
"Together, the new publications define the 
shift in government paradigm which 
embraces NIST's Risk Management Frame- 
work and adoption of a zero trust model 
where trust must be verified," Ammon says. 



Key Points 




The Federal Information Security 
Management Act of 2002 has been 
revamped, and managers should be 
aware of the shift in this regulation. 

The HITECH Act is important to note 
because it can affect companies in the 
healthcare industry as well as those that 
deal with healthcare firms. 

Data center managers should pay close 
attention to the development of regula- 
tions geared toward curbing carbon emis- 
sions and climate change. 



FISMA requires each federal agency to 
develop, document, and implement security 
programs to protect the assets of the agency. 
NIST 800-37 is a set of guidelines for the 
security certification and accreditation of IT 
systems supporting branch agencies of the 
federal government. NIST 800-53 guide- 
hnes are recommended security controls for 
federal information systems. 

Ammon adds that data center man- 
agers should keep in step with evolving 



standards like these and that oper- 
ations can be tweaked by adopting central- 
ized heterogeneous auditing and control 
functions that continuously monitor and 
share required trust and risk management 
data with data center customers. 

HITECH Act 

Healthcare is one industry where 
recent industry legislation could have a 
significant impact, and even if an enter- 
prise's main business isn't in that field, 
it's important to keep track of regula- 
tions that affect healthcare because they 
can also be relevant for vendors and 
clients of healthcare firms. 

In September 2009, the HITECH 
(Health Information Technology for 
Economic and Clinical Health) Act took 
effect as part of the American Recovery 
and Reinvestment Act, according to Ken 
Vander Wal, international vice president of 
ISACA (Information Systems Audit and 
Control Association; www.isaca.org). The 
act was enacted to reduce healthcare costs 
through the adoption of medical records. 



"The HITECH 
Act creates stringent data 
breach notification provisions, in- 
cluding a 60-day notification requirement, 
posting of breach information to prominent 
media outlets if 500 or more residents of an 
area are affected, and mandatory reporting 
of all breaches to the Secretary of Health & 
Human Services," Vander Wal says. 

Carbon Emissions & Climate Change 

In terms of which regulations to watch 
in the near future, data center managers 



should pay very close attention to the 
development of standards and regulations 
geared toward curbing carbon emissions 
and climate change, according to Kris 
Domich, principal consultant of data cen- 
ter services at Dimension Data (www 
.dimensiondata.com). 

Since 2007, it's been well publicized 
that data centers in the United States 
consume a considerable amount of the 
total power generated by the country, he 
notes. That, coupled with the realization 
that data centers typically use power 
inefficiently, spawned numerous efforts 
to create awareness around the source of 
these inefficiencies and innovation to 
decrease them. Domich believes that 
efforts around cap and trade by Energy 
Star, the U.S. EPA (Environmental Pro- 
tection Agency), and the U.S. Depart- 
ment of Energy are among those most 
likely to affect data center managers and 
planners in the near future. 

One prime example is the EPA's forth- 
coming regulations concerning emissions 
from electric generators, which are 
expected to take effect in early 2011. 

The regulations are meant 
to be implemented in 
such a way that requires 
data centers with certain 
types of backup genera- 
tors to comply with a 
tiered timing structure of 
emission allowances. 
As all types of regulations 
begin making their way into the 
data center, financial incentives 
are already available, as are rewards 
for increasing the energy efficiency of 
data centers (see the "Tapping Into 
Financial Credits & Incentives" sidebar 
for more information), but regulations 
are likely to come soon, as well. "Today, 
implementing more efficient systems, 
including servers and storage devices 
with efficient switched power supplies, 
is an at-will act," Domich says. "In the 
future, this will certainly not be optional. 
It is possible that legacy data centers 
that do not meet established power effi- 
ciency guidelines may be mandated to 
replace inefficient components at their 
own expense." 

For information on how to determine 
which regulations your data center will 
need to comply with, see "Regulatory 
Compliance; Are You Affected?" on 
page 27. B 



Tapping Into Financial Credits & Incentives 



As part of understanding rele- 
vant regulations, a data center 
manager should also look into 
the type of financial incentives 
that are tied to compliance 
when it comes to energy effi- 
ciency, says Kris Domich, 
principal consultant of data 
center services at Dimension 
Data (www.dimensiondata 



.com). He notes that federal 
funding — whether through 
state and local governments 
or from utilities and original 
equipment manufacturers — 
is available for many routine 
refresh and upgrade projects. 

"Energy efficiency is a collec- 
tive effort; it is the result of 



synchronicity across data cen- 
ters, vendors, utilities, and 
the government," Domich 
says. "Simply put, everyone 
is a stakeholder. Data center 
and facility managers should 
strive to find new ways to part- 
ner with all of these stake- 
holders to find optimal, poly- 
beneficial solutions." 
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Regulatory Compliance: 
Are You Affected? 



staying On The Right Side Of The Law 



by Sixto Ortiz Jr. 

There is no doubt the United States is 
one of the most highly regulated countries 
in the world. A peek at the electronic 
versions of the U.S. Code (the compila- 
tion of the country's laws) and the Code 
of Federal Regulations (the compilation 
of the rules that implement the laws) 
reveals the staggering number of laws and 
regulations touching just about every eco- 
nomic sector. 

But those companies doing business over- 
seas get no reprieve; many countries across 
the world have used the United States as a 
template for creating their own laws and 
regulations. So, multinational businesses 
must not only comply with U.S. laws, but 
also with laws enforced in other countries. 
Compliance with laws and regulations is not 
the sole province of large multinational cor- 
porations, however; today, even small and 
medium-sized companies are faced with 
compliance obligations. 

SMEs must determine what rules apply 
and how to comply with them. As it turns 
out, this seemingly simple statement turns 
out to be a pretty daunting task. Fortunately, 
there are numerous ways businesses can 
understand the compliance obligations they 
must meet. 

Understand The Landscape 

The first step on the journey to compli- 
ance is understanding what rules apply to 
your business. The morass of rules codified 
in the books is so unbelievably dense that 
just understanding what applies is a tough 
proposition. So how can a business go about 
obtaining a clear understanding of what's 
applicable and what' s not? 

For regulatory compliance, the stakes 
have never been higher: There are more 
than 22 different information security laws 
and/or regulatory compliance mandates 
applying to a variety of businesses, plus 
more than 45 states that have their own 
mandates, says Evan Francen, CISSP, 
CISM and president of FRSecure (www 
.frsecure.com). The need to have internal 
or external dedicated expertise to navi- 
gate the regulatory landscape is critical to 
achieving compliance. 

Depending on the size of the business, 
having the right organizational structure in 
place can help immensely because this 
means there is an established business func- 
tion charged exclusively with ensuring com- 
pliance. For example, many enterprises 
employ compliance officers and general 



Key Points 



In order to comply, businesses must understand the 
specific rules and regulations that apply to their indus- 
try or their business practices. 

Implementing sound policies and systems can help a 
business achieve compliance with multiple laws and 
regulations. It's important to understand that many of 
these laws and regulations seek common objectives. 

The strategic decision to comply with regulations that 
are not applicable must be evaluated critically, because 
there are potential benefits that may not be evident at 
first glance. Don't dismiss this idea outright. 




legal counsels to oversee regulatory compli- 
ance for their specific industry, says Kamel 
Shaath, CTO at KOM Networks (www 
.komnetworks.com). These professionals 
are tasked with implementing internal con- 
trols, business procedures, and policies; 
managing internal and external audits; and 
conducting communications with regula- 
tors, Shaath says. 

For those companies that don't have the 
size to create and run a large compliance 
and legal department, there are outside 
resources who can assist. When it comes to 
compliance, it's worthwhile for a business 
to spend a few hours with a knowledgeable 
attorney, says Barbara Rogan, vice presi- 
dent of legal affairs for LogLogic (www 
.loglogic.com). An attorney can help clari- 
fy the issues a business faces and provide 
guidance on achieving compliance. The 
attorney does not need to develop a com- 
plete compliance system and/or infrastruc- 
ture but can review any existing programs 
to ensure that they are sufficient for compU- 
ance, she adds. 

Voluntary Compliance: A Good Choice? 

Some organizations are taking the seem- 
ingly counterproductive step of comply- 
ing with regulations even though they are 
not legally required to do so. At first glance, 
this preventive approach might seem sensi- 
ble because it reduces the need to research 
and delve into applicable regulations. How- 
ever, this philosophy also diverts valuable 
resources from other tasks that may be more 
beneficial to the business. 

However, there is a case for complying 
even when specific regulations don't apply. 
An example is the case of many privately 
held businesses that routinely undergo 
Sarbanes-Oxley audits even though there is 
no regulatory mandate to do so, as Sarbox 
only applies to publicly held companies. 



A Sampling Of Rules 

Here is a sampling of various regulations, agencies, and the industry sectors they apply to: 

Healthcare: Health Insurance Portability and Accountability Act of 1995 (HIPAA) 

Financial: Sarbanes-Oxley (Sarbox) 

Foreign Corrupt Practices Act (FCPA) 

Securities and Exchange Commission (SEC; governs the financial sector) 

Industrial: Clean Air Act 

Clean Water Act 

Upcoming Greenhouse Gases regulations 
Pharmaceuticals: Food and Drug Administration regulations (FDA) 

Overall: Federal Rules of Civil Procedure (FRCP; governs rules of legal discovery) 



says Jim Hurley, managing director of the 
IT Policy Compliance Group (www.itpol 
icycompliance.com). The reason for doing 
this is to reassure investors and build market 
trust in the management and governance at 
these companies. Hurley says this strategy 
can result in a lower cost of capital for these 
private firms. So, this is one case where 
compliance, even when it is not required, 
can actually deliver results and buttress the 
bottom line. 

Matt Podowitz, a management consultant 
and author of the "IT Value Challenge" 
(www.itvaluechallenge.com), says there is a 
value case for voluntary compliance with 
regulatory requirements such as HIPAA, 
Sarbox, or FCPA (Foreign Corrupt Prac- 
tices Act). This is because these regulations, 
while onerous, are based on sound ideas. A 
business that chooses to comply with 
HIPAA' s private data protection require- 
ments, for example, will enhance external 
stakeholders' confidence in the company's 
ability to protect confidential information. 
Additionally, processes and controls that 
comply with FCPA can be used to moni- 
tor for potentially bad business decisions 
in overseas divisions and subsidiaries, 
Podowitz says. 

However, organizations must not lose 
sight of their business objectives. Luc 
Brandts, founder and CTO of BWise 
(www.bwise.com), says implementing extra 
regulations just for the sake of it does not 
make sense. There must be a business rea- 
son for over-compliance; for example, if 
implementing stronger measures to protect 
confidential, sensitive data helps a company 
protect its reputation in a business environ- 
ment where reputation is critical to market 
success, then the strategy makes sense, he 
adds. At the end of the day, it is the business 
that must drive that decision. 

An unfortunate reality of today's busi- 
ness environment is the simple fact that the 
long string of corporate and economic scan- 
dals, crises, and other assorted disasters 
means there will be even more regulations 
coming soon. Therefore, complying now 
may enable a business to stay ahead of the 
regulatory curve, says Rocco Anthony 
Seyboth, director of compliance and litiga- 
tion at LiveOffice (www.liveoffice.com). 
The IT best practices required for regulato- 
ry compliance, such as electronic commu- 
nications archiving, enable a business to 
meet IT challenges such as litigation pre- 
paredness, email storage and backup, HR 
policy enforcement, and data loss preven- 
tion, he adds. E 



I Wireless Carrier Networks 
Pushed To Limits 

Mobile networks are struggling to keep up 
with increased demand from users, with 75% 
of wireless service providers saying provid- 
ing end-to-end quality of service is a top 
challenge, according to a survey by Amdocs 
and UK-based Telesperience. IVIore than 
60% of providers surveyed say they experi- 
ence data congestion, and 20% say they 
sometimes experience severe overloads. 
Smartphones account for more than 40% of 
total data consumption in the Americas and 
Europe, while laptops with mobile broadband 
are the biggest consumers in Asia, the 
IVIiddle East, and Africa. Wireless service 
providers report a growing problem with 
bandwidth hogs, which, on average, con- 
sume about 30% of a service provider net- 
work's capacity but account for only 2 to 3% 
of the customer base. 

I Chrome, Safari, Office Lead 
Apps With Serious Bugs 

Several of the most frequently used appli- 
cations on the Web experienced a number 
of serious vulnerabilities in the past year, 
according to BitO's "Dirty Dozen" list. Topping 
the list was Chrome, with 76 serious bugs. 
Safari (60), IVIicrosoft Office (57), Acrobat 
and Reader (54), and Firefox (51). Bit9's 
data was obtained from the official vulnera- 
bility database of the U.S. National Institute 
of Standards and Technology. Bit9 says that, 
in most cases, vendors have patched the 
vulnerabilities, but the report serves as a 
"wake-up call to enterprise IT teams to be 
vigilant" with protecting end points and up- 
dating applications. 




I Regulatory Standards, Data Breach 
Fears Drive Encryption 

Why do enterprises deploy encryption tech- 
nologies? For the first time, regulatory compli- 
ance was cited as the chief reason, according 
to a study of about 1 ,000 IT managers by 
Ponemon Institute and Symantec. Reducing 
the risk of data breaches continues to be a 
major driver, however, with 88% of organiza- 
tions sun/eyed reporting at least one data 
breach in the past year. About 90% of compa- 
nies have completed at least one encryption 
project, with increasing amounts of IT budgets 
being earmarked for encryption solutions such 
as endpoint security and key management. 
Full-disk encryption is the fastest-growing tech- 
nology, the study shows. 

I Former Apple Engineer 
Moves To Cisco 

Mark Papermaster, the former Apple exec- 
utive who spearheaded the iPhone group, 
is joining Cisco Systems. Papermaster left 
Apple in August after the major fallout re- 
garding iPhone antenna problems; he will 
work at Cisco as vice president of the 
Silicon Switching Technology Group, which 
manages in-house chip development. 
Papermaster will be responsible for the 
ASICs for the Nexus 7000 and Catalyst 
products, among others. Before moving 
to Apple, Papermaster worked at IBM for 
about 26 years in chip design and was hired 
by Apple in 2008. 
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Top Compliance Issues 

Cloud Computing & Lack Of Prior Preparation Are Stumbling Blocks To Compliance 



by Robyn Weisman 
• • • 

Most SMEs have to deal with compli- 
ance issues of at least one type no matter 
what business they are in. Although finan- 
cial services and healthcare companies tend 
to deal with stricter and more complex 
issues than, say, a chain of auto body 
shops, any business that uses credit cards 
and has an IT component has to address 
compliance in one form or another. 

"Most organizations will have multiple 
compliance obligations, [including] legal, 
security, and privacy obligations, and on 
top of that, they may have internal policies 
that, for example, would be specific to their 
needs to protect intellectual capital," says 
Vivian Tero, governance, risk, and compli- 
ance analyst at research firm IDC. 



Key Points 



• Compliance covers many areas, including 
regulations, legal, and internal corporate 
requirements. 

• Compliance policies should be in place 
before a trigger event and not the other 
way around. 

• Organizations cannot assume that cloud 
computing services will adhere to specific 
compliance issues and must therefore take 
responsibility for any breach that happens 
no matter where it originated. 



But getting a handle on these issues and 
figuring out your role in compliance can be 
overwhelming, given that a general road- 
map doesn't exist to guide you through 
it. "Companies need to understand their 
regulatory profiles, and the first step is 
understanding the legal and regulatory con- 
structs within which you work," says Steve 
Whetstone, Esq., vice president of client 
development and strategy and general man- 
ager at Iron Mountain Legal Discovery 
Services (www.ironmountain.com). 

The Facets Of Compliance 

Whetstone describes three primary facets 
when it comes to compliance: regulatory 
compliance, which addresses specific fed- 
eral regulations, such as Sarbanes-Oxley 
and HIPAA; compliance with cases and 
controversies, such as when a legal event 
presents itself outside of an ongoing regula- 
tory scheme under which a company oper- 
ates; and maintaining compliance within a 
company's own policies and procedures for 
managing the business and the information 
that the business is using. 

Because compliance has so many facets, 
you cannot expect to take on any of these 
aspects on your own — nor should you. 
According to Tero, C-level executives ulti- 
mately are responsible for setting the poli- 
cies and adhering to obligations around 
compliance as a whole and communicating 
those policies and practices to IT. 

At the same time, all departments within 
an organization must make sure these poli- 
cies are aligned, and typically IT needs to 



work closely with the corporate legal 
department to ensure that this happens. 
"Whatever those policies are, they must be 
translated into the proper technical con- 
trols that focus on availability of applica- 
tions and security, controlled access, and 
destruction of applications, and then [IT 
must make] sure that whatever functional 
relationships between the owner of the data 



and those individuals with access to that 
data are properly maintained and are in 
compliance with those security and reten- 
tion policies," Tero says. 

Avoiding The Pain 

Many organizations put off setting up and 
implementing compliance policies until 
they face what Whetstone calls a "trigger 



Ease Compliance 
Burdens 

Careful Planning & A Proactive Attitude 
Can Take The Sting Out Of Compliance 




by Robyn Weisman 
• • • 

Data center managers, take a deep 
breath: You are not responsible for single- 
handedly designing and implementing 
your company's compliance policy. "In 
organizations where compliance policies 
are successful, the decision comes down 
from the C-level executives, who have to 
get people from different groups working 
together," explains Steve Whetstone, Esq., 
vice president of client development and 
strategy and general manager at Iron 
Mountain Legal Discovery Services (www 
.ironmountain.com). 

Part of this has to do with the fact that no 
policy, no matter how well-designed, works 
unless everyone plans to follow it. "You 
need that policy to see what you're measur- 
ing yourself against and how to hold your- 
self accountable," Whetstone says. "If your 



organization doesn't adhere to it, you're 
essentially saying, 'This is what we should 
be doing, but we're not [and so] are in 
breach of our own policy.' And that's a liti- 
gator's dream." 

But assuming your organization already 
has put together a coherent compliance 



Key Points 



Understand the business that your depart- 
ment is supporting. 

Incorporate compliance-related best 
practices into your information lifecycle 
management strategy 

Stress to employees the importance of pro- 
tecting work-related files and information. 



strategy, how can you best uphold it from 
your end? We've put together a few tips to 
help you along in holding up IT's end of 
the bargain. 

Compliance Is A Process, Not A Project 

"This is my mantra for everyone," says 
John Kindervag, senior analyst at Forrester 
Research. Kindervag says it isn't enough to 
pass an audit for PCI or HIPAA. If you 
don't keep constant vigilance over your 
network, you will fall out of compliance. 

This motto applies to every aspect of your 
data center, including communications net- 
works that use VoIP or any other sort of UC 
(unified communications) technologies. 
"You need to understand that these networks 
are among the most easily hacked and are 
inherently insecure, so you need to have 
encryption in place" to protect information 
passing through them, says Kindervag. 



Study Your Business 

Blane Warrene, CEO of Arkovi (www 
.arkovi.com), says you need to under- 
stand the business your enterprise is in so 
that you can do a better job of helping 
your people run it. "You may be the 
technology guru, the CIO, but what are 
the CEO, COO, and CEO responsible for 
day in and day out? What keeps them up 
at night? It' s not technology but different 
business tactics and strategies," Warrene 
says. "You need to ask your executives 
what is going to be important over the 
next 12 to 24 months so that you can 
plan accordingly." 

Warrene says failing to study your 
business can potentially cost your organi- 
zation a lot of money and headaches. He 
gives the example of a financial services 
firm, where the technology management 
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event," which he defines as a case or con- 
troversy that jars them into action. "They 
haven't experienced that profound, acute 
pain that [forces] them into a strategy for 
handling digital information," he says. 

But risk-based arguments for imple- 
menting compliance strategies tend to be 
about as effective as similar ones are for 
earthquakes in California. Even though the 
average resident knows that he needs to 
have backup water, food, and some sort of 
escape strategy, it is too easy to put that 
off until tomorrow, the next day, or the 
day after that. Too often, companies fail to 
do anything until faced with a lawsuit, 
which creates chaos as they struggle to 
provide the information needed during the 
discovery process and spend unbudgeted 
monies on outside counsel and third-party 
providers in a reactive fashion. 

Therefore, Whetstone says that putting 
forth a cost-based argument tends to get 
the right groups working together on 
compliance policies when risk-based 
ones are ignored. "You can save in stor- 
age costs by calculating that if by elimi- 
nating some percentage of information 
because we have a policy to get rid of [a 
certain] type [of] data after, say, six 
months, you can save X amount a year, 
or you can show that a cloud-based ser- 
vice that manages sensitive data will save 
you the cost of building the architecture, 
creating the compliance schema, and pay- 
ing for the maintenance and monitoring 
of it in-house. Not only are you then pro- 
tected, you get the financial advantages 
of [doing so]," he says. 

Checking The Cloud Forecast 

However, cloud services can create 
additional complications for internal com- 
pliance policies, especially if you fail to 
vet them ahead of time. In an August 2010 
report entitled "Compliance With Clouds: 
Caveat Emptor," Forrester analyst Chenxi 
Wang, Ph.D., writes that although cloud 



I 



A Look At Compliance By Region 

Compliance laws vary by country. Overall, the European Union has much stricter regulations than 
the United States, with Germany having the strictest laws within the EU. 



I Most ■Restrictive ■ Some Minimal ■ Pending No legislation or 

restrictii/e restrictions restrictions legislation no information 

A Caution due to government surveillance 
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services offer businesses many advantages in 
a wide range of business functions, ensuring 
compliance has been problematic at best. 

"Support for regulatory, regional, or 
internal policy compliance is arguably 
the weakest aspect of cloud computing," 
Wang writes. "Today's infrastructure-as-a- 
service (laaS) players don't provide geo- 
graphic ubiquity, and software-as-a-service 
(SaaS) players rarely offer comprehensive 
data-level controls. As a result, leveraging 
the benefits of cloud and maintaining com- 
pliance can be at odds with each other." 
She continues, "Security and risk profes- 
sionals assisting businesses with sourcing 



Source: Forrester Researcli, Inc. 



selections must understand that your orga- 
nization is ultimately responsible for com- 
pliance, and it is your responsibility to help 
business assess compliance risks. When 
necessary, you should implement compen- 
sating controls atop the cloud infrastruc- 
ture to attain compliance." 

At the same time, Wang's colleague, 
Forrester analyst Chris McClean, writes in a 
January 2010 report that Forrester has seen 
a growing level of concern over third-party 
compliance and risk management and adds 
that organizations should expect improve- 
ments to cloud-based vendor risk and com- 
pliance solutions over the next year. 13 



team had failed to study the regula- 
tory rules governing how financial ser- 
vices businesses operate. "When they 
were doing strategic planning, they 
weren't factoring various laws being 
debated in Congress and other compli- 
ance issues coming down the pike. They 
ended up several million dollars under 
the gun on the budget the following year 
because they didn't see any of it com- 
ing," Warrene says. 

Incorporate Compliance 
Into Your ILM Strategy 

Your ILM (information lifecycle man- 
agement) strategy should take into 
account your organization's compliance 
responsibilities. Once you have a better 
understanding of what your enterprise 
does, work with your legal team to fine- 
tune that strategy, says Jennifer Walzer, 
CEO of Backup My Info! (www.backup 
myinfo.com). 

"You want to organize backed-up data 
in a tiered format [so that] your critical 
data is kept in a location for quick restore 
and your historical data is put into long- 
term storage vaults for compliance purpos- 
es," Walzer says. "Utilizing less expensive 
storage vaults for historical data also helps 
ease the financial burden of having to keep 
certain data for many years." 

In addition, perform periodic disaster 
recovery drills on your backups to make 
sure you can access them in the event of 
a disaster, be it natural or legal in nature. 
"By doing this, you can see any potential 



holes in your corporate policy, as well as 
show auditors that you are staying on top of 
everything," Walzer says. 

Encourage Employee Awareness 

Employees tend to be the weakest link in 
the enterprise compliance chain because 
management is failing to educate them 
about the risks involved, says Warrene. 
"The perfect example is the corporate user 
who lets his kids play games or jump on 
Facebook on his company laptop," he says. 
"The No. 1 way of being infected with mali- 
cious software or of accidentally leaking 
confidential information [is to] not separate 
work and play." 

As a result, you want to consistently 
remind your users of the risks associated 
with using laptops, smartphones, and other 
devices so that they adhere to company 
policy. But people tend to tune out those 
periodic emails and printed reminders 
posted in the break room, and it's even 
more difficult to get them to read policy 
manuals. So how do you get the word out 
without having to constantly threaten them 
with various bogeymen? 

Warrene suggests hosting regularly 
scheduled free brown bag lunches that give 
IT an avenue to discuss common-sense 
issues and tips relating to compliance. 
"People say it's corny, but when I worked 
in IT, I bought people a good free brown 
bag lunch or pizza, and they sat there and 
ate and listened to what I had to say [about] 
how they can take care of their devices 
when they're not in a work environment," 



Warrene says. "But you've got to offer 
good food. A few donuts won't cut it." 

Consulting Is Not A Four-Letter Word 

"Consultants" can be a four-letter word to 
many SMEs, but when you're a data center 
manager overwhelmed with projects that 
keep your enterprise operational, you 
should reach out to strategists who under- 
stand the business that you are in and the 
technology associated with it, Warrene says. 

"I don't mean bringing in [a big-time 
provider], where they just consume your IT 
organization. Oftentimes, it's just a busi- 
ness coach who can help you map out how 
to address and plan for these issues, how to 
set priorities for your staff, and [how to] 
function as an effective leader in this area," 
Warrene says. □ 

Keep Track Of Your 
Virtual IVIacliines 

John Kindervag, senior analyst at Forrester 
Research, stresses that you need to keep 
track of where your virtual hosts are located 
and deployed because you may inadvertently 
move a virtual machine into a segment that is 
not in compliance. 

For example, if you run a business that holds 
credit card information, you want to make 
sure it doesn't get moved to a network area 
that lacks the security or compliance proto- 
cols to protect them from being hacked and 
you from a potential lawsuit. 



I Enterprises Investing More 
In Unified Communications 

A new study from ABI Research found that 
enterprises are increasing their investments 
in VoIP technology, including both customer 
premises equipment and hosted VoIP. ABI 
Research indicates that IP PBX vendors are 
expected to ship about 35 million IP lines 
this year, and the hosted IP PBX market Is 
expected to grow 1 5.3% this year. The re- 
search group forecasts that IP telephony 
shipments will continue to grow through 
2015. Overall, the integrated unified commu- 
nications market is expected to see consis- 
tent growth and reach revenues of $4.8 billion 
by 2015. The Increase in VoIP demand is 
caused by a number of market changes, 
including the need for employee mobilization, 
a more distributed workforce, and a slow eco- 
nomic recovery that limits travel budgets. 

I Cisco Study Shows Disconnect 
Between IT, Workers 

A recent survey reports that about two-thirds 
of workers feel that their companies' IT poli- 
cies need improving, while slightly less than a 
quarter of IT professionals say they have 
"strained and dysfunctional" relationships with 
employees. The survey, conducted by Insight 
Express for Cisco, questioned 2,600 workers 
and IT professionals in 13 countries. Results 
of the survey show that IT pros and workers 
have their differences, most notably with 
security and the way many younger workers 
prefer to use their own mobile devices for 
work-related tasks. Ultimately, there is a dis- 
connect between employees and security 
policies, and the report urges IT pros to com- 
municate risk management practices. 

I Patient Record Safety Not Improved, 
Study Shows 

In spite of better laws to better protect pri- 
vate health information, most healthcare 
institutions don't feel their patient data is any 
safer than before. The "Benchmark Study on 
Patient Privacy and Data Security" by the 
Ponemon Institute surveyed 65 healthcare 
organizations. More than 70% feel new fed- 
eral regulations have not improved the man- 
agement of patient records, and about the 
same percentage feels that, even with the 
passage of HIPAA and the HITECH Act, 
protecting patient data is not a priority. Other 
concerns noted in the report include a lack 
of resources (71%), insufficient policies 
(69%), and too few appropriately trained 
staffers (52%). 

I Sophos Confirms Employee, 
Facility Cuts 

Reports surfaced in mid-November that infor- 
mation-security provider Sophos is planning 
to cut as much as 7% of its workforce, or 
about 80 jobs. The Register reported Sophos 
will accomplish the cuts by consolidating 
administration functions to fewer locations 
and closing its U.S. facility in Ohio within a 
year. That facility develops and sells NAC 
(network access control) and security policy 
compliance software. Reportedly, the Ohio 
facility will see a reduction of 20 engineers. 
Sophos has confirmed the layoffs and clos- 
ing, although it declined to specify exactly 
how many employees will be let go. The 
downsizing is related to slower-than-expected 
growth, numerous reports state. 
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FEATURED COMPANY 

Simplified Scale-Out 
Enterprise Storage 

Isilon Systems Seeks To Help Enterprises 
Efficiently Handle Increasing Storage Requirements 
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by Holly Dolezalek 
• • • 

It's a dual problem that's as old as stor- 
age: As you add capacity, you must also add 
the infrastracture to support it. Solving both 
problems at once is Isilon Systems' way of 
standing out in the storage crowd. 

Isilon Systems (www.isilon.com) is a 
Seattle-based storage company that was 
founded in 2001. The company's flag- 
ship product is its Scale-out Storage 
Platform. The platform can include any 
or all of three types of nodes: S-Series, 
X-Series, and NL-Series nodes. S-Series 
nodes are the highest-performing type of 
node Isilon offers, with dual multicore 
CPUs, disk drives, 10Gb Ethernet, and 
large amounts of memory so that they 
offer both speed and capacity. "The S 
nodes are optimized for the highest 
input/output and throughput workloads," 
says Sam Grocott, vice president of mar- 
keting for Isilon. 

According to Grocott, the midrange X 
nodes offer a balance of performance and 
capacity so that they fit a wide set of 
uses, including high-concurrent and 
sequential throughput applications. 
Finally, the NL-Series are the highest- 
density nodes. Compared to the S and X 
nodes, they have less processing power 
and memory, but what they lack in 
speed, they make up for in capacity. 

Operating System & Applications 

The core engine that runs Isilon' s plat- 
form is called OneFS, where FS stands 
for file system. OneFS combines the file 
system, volume manager, and RAID into 
one, and its single file system encom- 
passes all nodes within a cluster. 

Isilon has also developed a bundle of 
software applications that performs dif- 
ferent types of storage functions. For 
example, SmartPools aggregates and 
consolidates applications and allows any 
storage cluster to run multiple tiers of 
storage together as a single pool. It also 
moves data from one type of node to 
another as needed. "You can have your 
high-performance data on an S node ini- 
tially, and then, as the data ages, 
SmartPool moves that data off of the S to 
the X or NL nodes," Grocott says. 

SmartConnect, on the other hand, 
load-balances client connections or 
applications across clusters so that all 
applications are equally distributed 
across all nodes. SmartQuota allows 
users to designate storage quotas for dif- 
ferent users or applications and alerts 
administrators when either is approach- 
ing its storage limit. 

Other functions relate more specifical- 
ly to the data being stored, such as 
SnapshotlQ, which gives the ability to 
quickly recover datasets from accidental 
deletion or data loss by taking the dataset 
back to an earlier snapshot of the data. 
InsightlQ provides information to stor- 
age admins about performance and 



capacity over time, such as whether stor- 
age pools are hot or cold, whether 
datasets are old or new, and what data 
lives where in the network. Finally, 
SyncIQ provides data replication to pro- 
tect data across multiple clusters, either 
locally on the LAN or WAN, or across 
different geographical locations. 

Enterprise Storage 

The majority of Isilon' s 1,400 cus- 
tomers are large or midsized enterprises 
in the market for NAS or SAN. There are 
also SMEs whose storage needs perfectly 
gel with Isilon. "There are customers 
with storage needs that are so high that 
they're a perfect fit, such as a 20- or 30- 
person special effects house with 1,000 
terabytes of capacity," Grocott says. 
"Any SMB which is data-intensive and 
complex that has a need for enterprise- 
class storage, but not the IT infrastruc- 
ture or staff to handle it, is a potential 
customer for us." That includes organi- 
zations in the media and entertainment 
business as well as research labs or gov- 
ernment organizations in life sciences 
such as DNA or bioinformatics. 

Overall, about 15% of Isilon's business 
comes from media and entertainment 
companies; another 15 to 20% from the 
life sciences market, 10 to 15% from the 
Internet or cloud market, and 5 to 10% 
from the manufacturing market (particu- 
larly chip design) and the government 
space. The remainder, about a quarter of 
Isilon's business, comes from what it 
would consider the Enterprise/Other cate- 
gory: enterprise workflows, such as for 
virtualization in storage or servers, back- I 
ups, archiving, and other IT workflows. 

Going To IVIarlcet | 

Most of Isilon's employees work at the 
company headquarters in Seattle, where 
software development and sales are 
housed. Hardware development and sup- 
port employees work out of an office in 
Eden Prairie, Minn., and another software 



development group works out of San 
Jose, Calif. Several sales offices are scat- 
tered through the United States, Europe, 
the Middle East, Africa, and the Asia- 
Pacific region, especially Japan. 

About 70% of the company's business 
comes from the North American region, 
with the rest coming from the interna- 
tional market, particularly Japan and 
EMEA, where the company has had a 
presence for the past four years. Isilon 
has been investing heavily in the Asia- 
Pacific region in the past six months and 
expects significant growth from the quar- 
ter in the days ahead. 

Direct sales account for about 30% of 
Isilon's business overall, while the chan- 
nel accounts for the rest. In North 
America, that means VARs; internation- 
ally, sales take place through VARs and 
distributors, although many of those 
international VARs buy through a dis- 
tributor, as well. Isilon has more than 
150 resellers. 

A Clianging Landscape 

Grocott says that Isilon's biggest chal- 
lenge is to communicate the difference 
between scale-up and scale-out storage. 
Scale-up, he explains, is the old model 



under which mass storage developed 
about a decade ago. "NAS and SAN are 
built on a model with a server or two for 
failover [and] talk to a set of disk drives, 
and adding more capacity meant adding 
more drives," he says. "But in scaling up 
that architecture, eventually you run out 
of performance, which means adding 
another server and creating inherent 
management and performance bottle- 
necks." Scale-out, which is Isilon's 
model, involves adding performance, 
capacity, and bandwidth at the same 
time, linearly adding both capacity and 
the performance to use that capacity. 

"The market is shifting from nonscal- 
able or traditional scale-up models to the 
scale-out model, and our challenge is to 
build the sales organization we need to 
take advantage of that shift," Grocott says. 
Part of the work ahead is to add enhance- 
ments to Isilon's OneFS operating system 



so as to evolve with advancements in stor- 
age technology. 

Isilon's target market is going to start 
feeling the pain that early adopters of 
mass storage already have, he says: 
masses of file-based, unstructured data. 
As enterprises experiment with ways to 
handle backups, archiving, private 
clouds, and other strategies, Grocott 
believes that the appeal of scale-out 
architecture is going to grow. 

Grocott believes that Isilon is on the 
right path because its products fit neatly 
with what comes next for data centers. 
I "For next-generation data centers, scale- 
out storage is going to be a key pillar," he 
says. "Organizations can't expect to shift 
to a virtualized data center without scal- 
able, high-performance, redundant stor- 
age, and that's where we come in." J 



A Breakdown Of Isilon's Scale-Out 
Storage Platform Nodes 

NL-Series Platform Node 

Near-primary, high-density storage capable of 36 or 72 terabytes of raw storage in a 4U chassis 
S-Series Platform Node 

Primary, high-speed storage capable of 45GB of throughput per second and 1 .7 million I/Ops 
(input/output operations per second) 

X-Series Platform Node 

storage for high-concurrent and sequential throughput applications with 80% utilization rates, 
capable of 45GB of throughput per second 



Isilon Systems 



(877) 247-4566 
www.isilon.com 

• Isilon Systems specializes in scale-out 
storage solutions designed to let com- 
panies add storage capacity without 
compromising performance. 

• The company's Scale-out Storage 
Platform is configurable with three 
different types of nodes and a number 
of bundled software applications. 

• "Organizations can't expect to shift to a 
virtualized data center without scalable, 
high-performance, redundant storage, 
and that's where we come in," says 
Sam Grocott, vice president of marketing 
for Isilon. 
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Building Storage Networks 

Achieving Higher Performance On A Budget 



by Chris A. MacKinnon 
• • • 

It's not a good time for data to be 
evolving in the data center, especially 
when budgets are shrinking. As a matter 
of fact, a recent study by Gatepoint 
Research and Avere Systems points out 
that managing storage growth and man- 
aging costs are the top two storage envi- 
ronment challenges. If the name of the 
game is affordable high-performance 
storage, how can enterprises meet the 
demands of higher performance and the 
almighty dollar at the same time? 

Behind The Study 

Since the beginnings of networked- 
attached storage, the way to scale perfor- 
mance has been through hard drives, 
according to Rebecca Thompson, vice 
president of marketing with Avere Systems 
(www.averesystems.com). Thompson 
elaborates, "Capacity has also been scaled 
through hard drives to meet enormous 
growth in the amount of data being 
generated. Unfortunately, as hard drives 
have increased in size, they've also 
become slower, as rotational frequency 
has not increased as fast as disk density. 
To keep up with modern applications, 
the solution has been to use expensive, 
lower-density high-speed drives (some- 
times short-stroked) that deliver bet- 
ter performance." 

Because density on these drives is 
lower than that of slower-speed SATA 
drives, Thompson says many more of 
them are required in order to handle the 
overall storage capacity, driving up both 
floor space and energy usage. "In addi- 
tion, storage servers with high-perfor- 
mance controllers are needed for these 
systems, further driving up costs," she 
says. "So it's a catch-22 for many orga- 
nizations: applications that require more 
performance from the storage systems 
and the massive growth in data, particu- 
larly unstructured, that require more 
capacity from the storage systems." 

But Paul Chan, vice president of 
Storageflex (www.storageflex.com), says 
there's hope for SMEs. "Imagine the 
massive storage needs of not only tradi- 
tional banking and financial corpora- 
tions, but now add the new economy 
such as social media to this category. 
Imagine the storage needs of YouTube," 
Chan says. "However, for every one 
Fortune 1000 company, there are 10,000 
more small and midsized enterprises. 
Most of our customers average 100 to 
500 users with about 10TB of storage on 
their network." 

On the upside, Chan says hardware 
costs have fallen to a point where 10TB 
is very affordable, and management costs 
are not that high compared to those in 
the Fortune 1000 segment, where many 
manage 10,000 users and 100TB of data 
or more. 

Higher Performance 

As for the major drivers behind higher- 
performance storage networks, Thompson 
says there are many I/O-intensive applica- 
tions out there in a variety of industries. 



including rendering in media and enter- 
tainment, analytics and trading in finan- 
cial institutions, research and product 
development in life sciences and high 
tech, unpredictable demand patterns in 
Web 2.0 SaaS/services, and imaging 
applications in both energy and health 
care. "These applications have always 
demanded performance from the storage 
network," Thompson notes, "and as they 
add new features and capabilities to take 
advantage of more powerful CPU archi- 
tectures, the demand on storage grows. In 
addition, the move to virtualized server 
environments moves the bottleneck from 
servers to the network and storage infra- 
structure, solving one problem, yet creat- 
ing others." 

In Chan's opinion, the storage model 
has much to do with what's driving high- 
er performance. He explains, "We've 



Key Points 



• The demand on storage is growing. New 
features and capabilities are being added 
to current intensive I/O applications to 
take advantage of more powerful CPU 
architectures. New virtualized sen/er envi- 
ronments have moved the bottleneck from 
servers to the network and storage infra- 
structure, which solves some problems 
but creates others. 

• Look at application performance require- 
ments to ensure that your storage 
solution can handle the workload and 
determine the total data storage capaci- 
ty requirements. 

• Consider scalability (how easily can you 
scale the system?), manageability (can 
you manage the system with the current 
resources?), and interoperability (is the 
system open and does it allow you to mix 
and match vendors?). 



come full circle from a mainframe- 
centric computing model with dumb 
terminals in the '70s, to a client server 
model with low-cost servers and power- 
ful desktops and laptops in the '90s, back 
towards a centralized model with cloud 
computing at the center and thin clients 
such as Citrix, netbooks, and smart- 
phones at the perimeter. Therefore, stor- 
age is back to a centralized model yet 
again, with nothing more than a browser 
interface needed at the user level." 

Chan says power and cooling are caus- 
ing concern because they are becoming 
scarcer as more data centers are being 
built even when budgets are tight, yet the 
power grid is being pushed to the limits 
in many areas. But despite this, he pur- 
ports that storage is still rather simple. 
"No matter how large, there are only 
four main elements to any storage plat- 
form: controllers, power supplies, cool- 
ing fans, and disks and SSDs," he says. 
"Performance is a matter of variation 
amongst these variables. The more 
power, caching memory, and spindles or 
SSDs, the higher the performance." 



The Essentials 

In the quest for higher performance, 
Thompson says that SMEs should examine 
a variety of factors. First, look at the perfor- 
mance requirements of the applications 
(typically expressed in I/O metrics) to make 
sure the solution put in place can handle the 
workload, and determine the total data stor- 
age capacity requirements. Second, SMEs 
should look at cost in relation to their bud- 
gets: How much will approach "X" vs. 
approach "Y" cost to meet both I/O and 
capacity, and is it affordable? 

To exemplify, Thompson says an all-SSD 
storage environment may be great from a 
performance perspective for some applica- 
tions but terrible from a cost perspective 
because not only is it more expensive than a 
disk-based one, but you'd also have to buy 
many more SSDs to meet capacity needs. 

Thompson continues, "Third is the issue 
of scalability: How easily (or not) can I 
scale the system? Can I do it as my needs 
grow by adding additional units, or will I 
need to wreck and rebuild in a given time 
frame? And what happens if I guess wrong 
about the future?" 



Idealstor Bantam 



Thompson says the fourth issue is man- 
ageability: "Can my team and I manage the 
system with the current resources and their 
skill sets, or does it require a 'rocket scien- 
tist' or worse, more people, to manage it?" 
The last issue, she says, is interoperabiUty. 
She concludes, "Is the system open and 
does it allow me to mix and match vendors, 
or does it require me to buy into a closed, 
proprietary architecture that locks me into a 
single vendor?" J 

Study Details 

Aside from rapid increases in data and 
general growth in business, a recent survey 
by Gatepoint Research (commissioned by 
Avere Systems) also had these storage- 
related findings. 

• 90% of responders have mixed NAS- 
SAN storage 

• 74% manage more than 1 00TB of 
storage capacity 

• Oracle and VMware are the major 
sources of performance demand 



NEW PRODUCT 



by Marty Sems 



Back Up More Data Faster, 
Starting At Just $199 



IT DIRECTORS KNOW THAT offsite Storage 
of their backup media is a crucial safe- 
guard against fire, flooding, and other dis- 
asters, so it's no wonder that removable 
tape cartridges are still in use at small and 
medium-sized businesses worldwide. 

At the same time, administrators prefer 
the speed and accessibiUty of hard drives 
when it comes to actually making or 
restoring a backup. Some even adapt a 
number of drives with removable caddies 
to form a makeshift backup system with 
offsite portability, although this takes time 
and third-party materiel. 

With its new Bantam, Idealstor distills 
the good points of both tape and hard disk 
and presents them in a simplified, remov- 
able cartridge backup system. The result is 
DAS (direct-attached storage) with fast 
data transfers and random access times in 
a portable, standardized format. 

Idealstor takes tough, 2.5-inch SATA 
hard drives, such as those used in laptops, 
and encases them in rugged cartridge 
enclosures made of aluminum. Each 
320GB, 500GB, 750GB, or 1TB cartridge 
can withstand a meter's drop to a hard 
floor, the company says. 

Because the Bantam uses industry- 
standard drives, larger capacities will be- 
come available over time. The system also 
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Idealstor Bantam 

Combines the best qualities of tape and hard disk 
storage into a removable backup system. 
Starts at $199 

maintains full backward and forward com- 
patibility among cartridge capacities — 
something not every tape or removable 
cartridge format can claim. 

Idealstor avoids a potential bottleneck 
by opting for the USB 3.0 interface. With 
up to 480MBps of bandwidth at its dispos- 
al, the company says, a Bantam cartridge's 
performance won't be constrained by its 
data link to the host. 

The Bantam's bundled software in- 
cludes backup functions with deduplica- 
tion, drag-and-drop restore, and native 
format backup, along with a management 
utility to assure unique cartridge identifi- 
cation and data integrity. The Bantam is a 
DAS solution, but Idealstor says it can be 
upgraded for network and live database 
backups, too. 
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New SSD Working 
Group Formulating 
A PCI-E Standard 

Solid-state drives have revolutionized storage 
in the server, mobile, and desktop spheres. 
Silent and remarkably fast, the flash-based 
modules have pushed beyond interface speed 
limitations that would have taken hard drives 
years to approach. These benefits have led to 
the rise of SSDs made for PCI-E slots instead 
of SATA or SAS cables. Not only does PCI-E 
have the potential for more throughput than the 
drive-oriented interfaces, but it also has an 
advantage in the form of lower latency. Appli- 
cations dependent upon many small file trans- 
actions benefit tremendously from PCI-E's 
lower lag time. The problem with this otherwise 
promising frontier is a lack of standardization. 




Enter the new SSD Form Factor Working 
Group, which is working toward a standard for 
SSDs running on the PCI-E interface. Should 
the group succeed, a standard may drive fur- 
ther adoption of flash storage expansion cards 
by eliminating confusion in the market and fear 
of vendor lock-in. Other goals of the consortium 
are to innovate and improve performance in the 
flash storage space. 

The group currently includes Dell, Intel, EMC, 
Fujitsu, and IBM, along with several flash 
manufacturers such as Fusion-io, STEC, 
Marvell, and SandForce. It's also open to 
new members. 

Potential For Standardization 

At this point, the group's focus is on three 
aspects of PCI-E SSDs. The first is the 
drive form factor the members should adopt. 
"As customers continue to virtualize their 
data centers, performance, high availability, 
and serviceability are important," says Bill 
DePatie, EMC's vice president of hardware 
engineering. "EMC believes standardizing on 
a common 2.5-inch SSD form factor is an 
important enabler as organizations build out 
their data centers." 

More ambitious is the goal of consensus on a 
common connector — one that will unify SAS, 
SATA, and PCI-E with the same type of data 
and power plug. "The SSD Form Factor work- 
ing group will help ensure the flexibility to de- 
ploy either SAS, SATA, or PCI-E drives via a 
single connector, allowing for greater use 
choice," DePatie says. 

Thirdly, DePatie says the group will be defining 
the required system and drive behavior associ- 
ated with hot-plugging PCI-E-based SSDs. 

At present, the group is working on a specifi- 
cation addressing connector pinout, hot-plug 
behavior, and thermal and mechanical issues. 
The group hopes to ratify the spec as a stan- 
dard sometime next year. 

by Marty Sems 
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CAS E STUDY 



10 Minutes To Restore 

E-commerce Company Finds The Right Combination 
Of Reliability, Performance & Price 



by Sue Hildreth 

Backup systems are de rigueur for most 
businesses, but it's a particularly critical 
requirement for e-commerce companies 
that live and die by the uptime of their 
Web sites. Every lost minute may mean 
significant lost revenue, which is why 
online businesses typically do frequent 
backups of Web content and transac- 
tions, so it can be restored quickly in 
case of a problem. 

MarketLive, an e-commerce applica- 
tion hosting company based in Petaluma, 
Calif., provides the software and hard- 
ware infrastructure for online retailers 
that rely on it to keep their virtual doors 
always open. To ensure that no outage 
wipes out its customers' Web content, 
MarketLive keeps a near-real-time back- 
up of all its customers' Web site code 
and content. It needs a backup system 
that is reliable, fast, and fairly easy to 
use, because different IT people might be 
using the system at different times. Price 
is also a concern; the company's budget 
demands a backup that isn't as expensive 
as its online primary storage system. 

Finding the right mix of economy and 
reliability isn't always easy, of course. 




COMPUTING 



MarketLive had already suffered through 
a prior investment in a backup system that 
had proven to be so unreliable Market- 
Live decided to rip and replace it entirely. 
"We had ripped out the old devices," says 
Marty Boos, CIO of MarketLive, and had 
begun backing up the two primary storage 
systems to each other. "But that was too 
expensive for us to grow with it. We had 
to find something that was more cost- 
effective," he says. 

Storage Investment Criteria 

When a new startup firm. Scale Com- 
puting (www.scalecomputing.com), 
invited MarketLive to be part of a beta 
program for its storage backup product 
Starter-SAN SNIOOO, Boos was inter- 
ested. The SNlOOO's ICS (Intelligent 
Clustered Storage) technology relies on 
the three-node structure to provide 
redundancy and data protection in the 
event of a node or drive failure. It can 
operate as either a SAN or NAS and does 
snapshots, synchronous replication, mir- 
roring, and stripping. 

Boos was most interested in the ICS 
architecture, which spreads the file sys- 
tem and data (using striping and mirror- 
ing) over the entire cluster, without the 
use of a controller. Storage space can be 
increased by adding extra nodes. He also 
liked the fact that the SNIOOO was scal- 
able, starting at 3TB but upgradeable 
to several petabytes. That would save 
MarketLive from having to purchase a 



whole new backup system if its backup 
storage needs grew faster than expected. 

Before making a commitment, howev- 
er. Boos wanted to be sure that Scale 
Computing — a small startup at the 
time — was likely to still be in business 
two years down the road. Although being 
in a beta program was attractive for its 
low price and the ability to influence the 
product design, it was nonetheless a 
major investment of MarketLive' s IT 
manpower and, possibly, a huge risk to 
its reputation should the new backup fail 
when it was needed. 



Scale backup could be completed quick- 
ly, according to Boos. 

"It would take less than 10 minutes for 
me to get all of our sites back up and run- 
ning on the secondary NAS," he says. "If 
one of my customers happens to wipe out 
some files by mistake, I can go and quick- 
ly pull those files off of the Scale disk." 

Although major disasters aren't com- 
mon, more minor ones are, and that is 
when the speed and accuracy of the 
backup is most often tested. "Twice a 
week, I have one of my customers acci- 
dently wipe out files in the production 



Although major disasters aren't common, 
more minor ones are, and that is when 
the speed and accuracy of the backup 
is most often tested. 



"My major concerns were scalability 
[and] reliability and whether it would 
be around for a while. They were in pre- 
I beta, and it was literally five guys in a 
garage," he recalls. "But the bottom line 
was they have a product that works and 
is fairly cheap." 

The SNIOOO cluster proved easy to set 
up and use. Boos says, noting that it took 
one day for MarketLive to configure it 
and copy all data from the production 
storage arrays, which host the 160 or so 
customer e-commerce sites, to the sec- 
ondary storage arrays using the open- 
source Rsync file transfer utility. The 
actual work of configuring the cluster, he 
says, involved creating LUNs and build- 
ing the file systems. 

The user interface was also easy to 
use, he says, and being in the beta pro- 
gram enabled him and others at Market- 
Live to suggest ways for Scale to make it 
even better. "It's a simple, clean UI that 
I allows a midlevel experienced storage 
administrator to get in there and quickly 
figure it out, create LUNs, and allocate 
storage," he says. 

Some storage administration interfaces 
have many advanced functions, he says, 
which can be a problem for administra- 
tors who are not experienced with back- 
ups, new to the product, or just in a 
hurry. "For example, some of these tools 
give you the ability to overwrite a LUN 
that is being used. If you're not very 
experienced, it's not hard to wipe out 
your data," Boos says. 

Official Purchase 

After six months of beta testing, in late 
2009, MarketLive opted to officially pur- 
chase the 3TB Starters AN SNIOOO, which 
retails for $12,000 according to Scale. 

At least once a day, MarketLive' s IT 
staff copies all of the changes from the 
production NAS over to the StarterSAN 
system. Should something happen to 
MarketLive's data, restoration from the 



environment, and now I have a second 
set of servers with data that is just a few 
hours old, and I can quickly restore 
those files. It could also act as primary 
storage in the event of a catastrophic 
failure," he says. 

Because of MarketLive's good experi- 
ence so far with the SNIOOO, Boos says 
he's considering buying another to add 
to the primary storage system. In addi- 
tion to the reliability and ease of use, the 
most attractive feature of the Scale prod- 
uct is its price tag — which Boos claims is 
just one-fourth of what he would have 
had to pay for the same type of system 
from better-known storage vendors. 

"It's proven itself over nearly two 
years to be very reliable, and price is a 
big deal. With this, you pay one price for 
the box, and it's got everything included, 
whereas some vendors want to sell you a 
different license for every feature you 
want to add," Boos says. 



Scale Computing SN1000 
StarterSAN 



A clustered storage system that runs in 
SAN or NAS storage modes; supports 
iSCSI and SATA drives and NFS and CIFS 
file systems; and provides snapshot, repli- 
cation, striping, and full mirroring of data. It 
comes in three sizes: STB usable storage 
configuration for $1 2,000, 6TB for $1 5,000, 
and 12TB for $21 ,000. 

"It would take less than 10 minutes for me 
to get all of our sites back up and running 
on the secondary NAS," says MarketLive 
CIO Marty Boos. "If one of my customers 
happens to wipe out some files by mistake, 
I can go and quickly pull those files off of 
the Scale disk." 



(877) 722-5359 
www.scalecomputing.com 
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SECURITY 



Have You Been Breached? 



The Answer Might Lie In Your Data Logs 



by Sue Marquette Poremba 

TfflS PAST SUMMER, Verizon, in collabora- 
tion with the U.S. Secret Service, released 
the 2010 Verizon Data Breach Investigation 
Report. Perhaps the most disconcerting 
news from the report was not how many 
data breaches were caused by outside 
sources but how many of the breaches were 
discovered by a third party (61%). Also, 
86% of the victimized companies had evi- 
dence of the breach in the data logs. 

Despite investing in high-tech security 
options, companies continue to fall prey to 
attacks on their networks. Why aren't com- 
panies doing a better job of reviewing the 
data logs and preventing data breaches? 

It's not quite as simple as it sounds, and 
sometimes the task can be monumental. But 
here are some suggestions that can help 
your enterprise improve the situation. 

Carefully Review Data Logs 

Data logs themselves are information 
overload. As Pete Schlampp, vice president 
of marketing and product management at 
Solera Networks (www.soleranetworks 
.com), explains, the log lines are cryptic 
ASCII text with a bunch of code that might 
not relate to anything specific. 

"After a breach, we might go back and 
say, 'Oh yeah, that was obvious,'" says 
Schlampp. "But the fact is, that obvious 
information is drowned out with a ton of 
other information." On top of that, he adds. 



"You are dealing with a 'needle in the 
haystack' problem," explains Steve Dauber, 
vice president of marketing at Red Seal 
(www.redseal.net). "And most people don't 
realize how complex security is." Com- 
panies have thousands of rules and access 
controls in their network-security infrastruc- 
ture. The rules are distributed across dozens 
of devices in a defense architecture that all 
interact, and the infrastructure is constantly 
changing to keep hackers from informa- 
tion systems. 

"Verizon is correct that 90% of these 
breaches are simple little things that could 
have been prevented," Dauber says, "but it 
ignores the fact that the flaw could have 
been as small as one word in a 50,000-line 
file. The challenge for security, then, is how 
to deal with this complexity." 

Possible Solutions 

Meeting this challenge requires having 
technology in place to attack the overall 
scale of the problem. That includes the tech- 
nology to collect the data and then isolate 
anything that is interesting or out of the 
ordinary. It also means having employees 
who are skilled at the irregularities in the 
data log, which will be different for not only 
individual companies but for each depart- 
ment within the business. 

"You have to be tuning the system and 
tuning the people who are looking at the 
information so they get better at finding the 
problem," says Gottlieb. "At the beginning, 



"Companies and the people who are 
operating these tools need to be smarter, 
more technical in their abilities. We can't 
delegate responsibility to a tool." 



- Solera Networks' Pete Schlampp 

"the meta information isn't enough to make 
you do anything." 

Most companies collect logs in order to 
be compliant with regulations, but few do 
anything more beyond that. The reason, 
says Joe Gottlieb, vice president of market- 
ing and business development at SenSage 
(www.sensage.com), is reviewing the logs 
is hard to do. Zooming in on the logs 
requires a lot of manpower energy, and 
right now, companies are short-staffed. 
"No one has the time to sift through that 
data," he adds. 

Even if a company does have the ability 
to investigate the logs, pinpointing what is 
and isn't a breach isn't easy. 



their visibility is limited to how intelligent 
the system is and their ability to overcome 
the system's weaknesses." 

Gottlieb presents an example: A company 
brings in log data and sees failed log-in 
attempts. The system is set up to send a 
security notification if there are three failed 
attempts and the user is locked out. Built 
into that system should be an ability to 
authenticate the user. What a company 
wants the log management system to do is 
to isolate scenarios that aren't legitimate and 
that reflect other events that might be hap- 
pening with the system. 

"It takes time to develop a system," says 
Gottlieb. "And there are some attacks that 



The Benefits Of Security Audits 

What is the best way to get a company to take breach prevention seriously? A failed security 
audit, says Joe Gottlieb, vice president of marketing and business development at SenSage 
(www.sensage.com). 

"Failed audits wake up companies to be proactive about security. They are painful because 
nobody likes to fail an audit, and a failed audit has immediate cost impact," he explains. "But 
that's what they're there for — to catch things that were missing." 

The best companies want to approach audits with confidence, and confidence means the company 
is ahead of the game. "There will always be those lagging behind, those who didn't have a breach 
or a hit to brand image to force their hand, and they are going to be the ones most vulnerable in 
the future. Companies who understand what they have to lose will act to protect themselves." 



Key Points 



According to the 2010 Verizon Data 
Breach Investigation Report, 86% of 
victimized companies had evidence of 
the breach in the data logs. 

A data breach could be caused by a flaw 
as small as one wrong word in a 50,000- 
line file. 

Developing an effective breach notifica- 
tion system takes time, technology, and 
skilled workers. 



happen so fast that you won't have time to 
prevent them, but you at least want to 
know about them and how they happened 
so you can adjust your defense." 

Don't Just Rely On Technology 

The experts agree that although technolo- 
gy plays an important role in improving 
security and providing an extra layer of pro- 
tection from breaches, the human element is 
vital. As Schlampp says, "Companies and 
the people who are operating these tools 
need to be smarter, more technical in their 
abilities. We can't delegate responsibility to 
a tool. There has to be human intelligence 



behind it because people program the tools. 
Without proper programming, the tech- 
nology can't determine what's right and 
what's wrong." 

There is a general consensus that it is 
easier to determine a breach well after 
the fact. So, what can companies do to 
reduce the length of time between the 
initiation of an attack and its detection 
and remediation? 

Dauber of Red Seal believes the best 
way to reduce that length of time is to be 
proactive and focus on prevention before 
the attack ever occurs. 

Gottlieb agrees. "It's basic security 101. 
Be proactive with log management and 
action practices. If you are good enough at 
that, it will pre-empt a lot of breach sce- 
narios and the cost involved in disclosing 
a breach." 

Bottom line, companies need to accept 
that breach management takes time and 
effort to fit their specific needs. It's an 
expenditure up front, but it can save a lot 
of money (and headaches) down the road. 

"A security infrastructure is incredibly 
complex and changes all the time," says 
Dauber. "If you don't have a good auto- 
mated assessment process and a good sys- 
tem set up, you are likely to develop the 
holes hackers exploit. 
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Symantec Reports 
Increase In Targeted 
Attacks 




Targeted malware attacks have increased 
significantly since tliey first appeared five 
years ago, according to Symantec's October 
2010 MessageLabs Intelligence report. Only 
one or two attacks occurred per week in 
2005, but that number rose to 60 per day ear- 
lier this year and reached an average of 77 
per day in October. And for the first time, the 
retail sector took the brunt of these attacks. 

Targeted attacks are emails sent to specific 
individuals in organizations. They use sophis- 
ticated social engineering techniques to 
entice the recipient to open an attachment or 
click a link that will download malicious code 
onto the user's computer. This lets the attack- 
er gain access to sensitive data, intellectual 
property, or confidential internal networks. 

"The message is usually business-related or 
tied to some newsworthy event and may be 
sent from a Web mail account or using a 
forged From: address crafted to appeal to the 
target," the report says. 'The email in some 
way gives the impression that the attachment 
contains important information, such as cur- 
rent affairs, meetings, legal documents, 
agreements, or contracts." 

Another characteristic of targeted attacks is 
their low volume. Targeted malware is 
extremely rare and accounted for only about 
0.02% of all malware in October, according to 
the MessageLabs report. Despite their low 
numbers, however, targeted attacks can be 
the most damaging and dangerous type of 
malware, Symantec says. 

Defend Yourself 

Targeted organizations and sectors change 
frequently, Symantec says, with about 200 to 
300 organizations being targeted each 
month. Symantec's report found that targeted 
attacks focused on the retail sector in 
October. Although that sector experienced 
only 0.5% of these attacks during the past 
two years, it saw 25% of them in October. 

Symantec says that targeted attacks can affect 
all organizations, from small businesses with 
only 1 or 20 users to large enterprises with 
thousands of employees. "In October 2010, 
MessageLabs Intelligence identified 2,310 dif- 
ferent targeted attacks destined for 1 ,554 users 
within 286 organizations," the report says. 

Paul Wood, MessageLabs Intelligence senior 
analyst, Symantec Hosted Services, says the 
best way businesses can defend themselves 
from targeted attacks is to adopt a defense- 
in-depth security approach, with firewalls, 
intrusion detection, antivirus and patch man- 
agement software, and user education. "But 
some attacks can appear so sophisticated they 
are very hard to recognize," Wood says. "The 
best form of defense is in the cloud — a good 
security service deployed in the cloud can 
actively seek and block new and previously 
unknown threats before they reach the compa- 
ny network, using technology that simply isn't 
possible on the desktop, server, or gateway." 

by Kyle Harpster 



SECURITY 



Build An Effective 



Security Team 



Be Prepared For Security Threats 



by William Van Winkle 

The good news, according to Symantec's 
David Stewart, product marlceting manager 
for managed security services, is that enter- 
prises' security budgets are holding steady. 
Whatever cuts were made seem to have 
largely been made in 2008 and early 2009, 
and there has been little erosion since. The 
bad news is that there has been no equiva- 
lent freeze in malware propagation. 

"The threat environment is just getting 
worse and worse," says Stewart. "We're 
producing 15,000 signatures per day. 
Malware is just increasing exponentially, 
and it's a daunting task, even for us." It's 
no wonder that Symantec's (www.syman 
tec.com) survey for its "2010 State of 
Enterprise Security Report" found that 
100% of respondents had experienced 
"cyber losses" in 2009, including cus- 
tomer information, downtime, and intel- 
lectual property theft. The average loss 
per enterprise was measured at $2 million 



Key Points 



The incessant rise of malware attacking 
enterprises demands that companies 
organize their security and dedicate staff. 

Large enterprises often have a VP-level 
security officer. Smaller organizations need 
someone in a similar role, creating company- 
wide strategies and policies. This person 
should also have the technical knowledge to 
oversee admins and managers. 

Some tasks, such as monitoring, may 
be outsourced, but this shouldn't replace 
having an onsite security presence. 



properly implemented. Without this, no 
one is steering a cohesive security strategy 
across the organization. 

"Generally, smaller enterprises fall 
down at the higher-level stuff," says 
Quin. "So that tends to be where a lot of 



"Even if you outsource to a managed 
services provider, though, you still need 
at least one point of contact to manage 
that relationship." 



■ Info-Tech's James Quin 



annually. Clearly, businesses need securi- 
ty expertise on hand now more than ever. 

Unfortunately, SMEs generally can't 
afford highly trained IT security staff — or 
even a single dedicated security manager. In 
such circumstances, what should be done? 

Find Top-Level Guidance 

First off, it's unlikely that any enter- 
prise of any size has no security staff in 
place, even if it's only some manager or 
VP with a side interest in technology 
who's taken care of putting a security 
suite on every desktop and a firewall on 
the network perimeter. The question is 
how to build a security team on top of 
these introductory steps. 

In larger organizations, it's common to 
have a two-tiered security staff. Most of 
the work in deployment and management 
gets done by line management-type securi- 
ty workers, but there's often one person at 
the executive level who sets the overall 
security strategy and perhaps sets policy 
guidance. However, according to James 
Quin, lead research analyst with Info-Tech, 
most smaller organizations lack staff able 
to tackle both of these levels. Most likely, 
they have the hands-on aspects under con- 
trol, but one hand tends to fight the other 
because there's no top-level guidance. If 
nothing else, there must be someone able 
to set policies while having the knowledge 
necessary to oversee what the network, 
system, and server admins are doing and 
make sure that all security efforts are being 



organizations focus their initial efforts. 
They try to find someone who can help 
formalize security policies and then tap 
someone internally with the capability to 
manage those policies. This higher-level 
person needs to establish a security archi- 
tecture so that, looking forward, the com- 
pany can make better decisions around the 
tools or services they're implementing. 
It's about creating consistency." 

Formalize IVIanagement 

With a guiding security vision in place, 
it's then time to formalize the security 



management. Rather than have the ambi- 
guity of some people handling some tasks 
some of the time, Quin recommends that 
staff be dedicated to their security jobs, 
not split with other responsibilities that 
could command their attention at the 
worst possible time. If security needs are 
relatively minimal, as when running anti- 
malware software and a firewall, then one 
or two people might be sufficient. The 
time required to keep those measures 
maintained is fairly small. In fact, Info- 
Tech estimates that most businesses don't 
acquire their first dedicated security staff 
member until at least 100 seats are in- 
volved. However, active monitoring can 
prove very costly to manage internally. It 
may make a lot more sense to outsource 
tasks such as this and log analysis, partic- 
ularly for smaller companies. 

"Even if you outsource to a managed 
services provider, though, you still need at 
least one point of contact to manage that 
relationship," notes Quin. "Someone has 
to take the call when the managed service 
provider says, 'Hey, someone's on your 
network right now that isn't supposed to 
be there. You need to make these changes 
to your firewall or you need to patch this 
system to keep them out.' It could be your 
line guy, it could be a strategic manager, 
but it needs to be someone." 

Whoever that someone is, he will also 
need to take on the job of general security 
education throughout the organization. 
Another common mistake in smaller busi- 
nesses is neglecting to think of the non-IT 
staff — essentially, the entire rest of the com- 
pany — as part of the organization's security 
team. In the end, any receptionist or data 
entry intern is a gaping security risk if igno- 
rant of proper security practices and policies. 

The trend now seems to be one of 
hybrid security. Whatever security "team" 
gets assembled, some will be handled 
internally and some will be a managed 
service. Smaller firms may want to out- 
source their top-level guidance and the 
grunt labor of monitoring and analysis, 
but whatever security roles are finally 
decided on, they need to be addressed by 
dedicated specialists. ^ 



Areas Of Responsibility For Tlie IT Security Team 

This chart details the percentage of security teams surveyed that are completely, 
partially, or not at all responsible for different areas of a company. 


Area of 
Responsibility 


Teams with Complete 
Responsibility 


Teams with Partial 
Responsibility 


Teams with No 
Responsibility 


Networic 


63% 


33% 


4% 


Systems 


58% 


39% 


3% 


Data 


50% 


45% 


5% 


Applications 


28% 


56% 


16% 


Infrastructure 


20% 


40% 


40% 


Personnel 


18% 


52% 


30% 


Source: Info-Tech 
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SECURITY 



HOW TO 



Monitor Employees 



Putting The Eye In IT 



by Brian Hodge 

• mm 

Trust is a vital factor in any enter- 
prise — tliat people will do the job they're 
hired for, keep their employer's confi- 
dences, and won't steal from the hand 
that writes their checks. Unfortunately, 
some employees violate this trust, some- 
times repeatedly. Equally unfortunate, 
not all employers wholly trust people to 
begin with. 

Either way, this may lead to IT being 
asked to monitor their fellow employees. 
Some IT workers are happy to tackle this as 
another way of protecting the company's 
best interests. Others are uneasy about 
assuming the role of big brother. 

Regardless of how you feel about the 
issue, there are ways of doing monitoring 
correctly in order to maximize its benefits 
and minimize its downsides. 

Reasons To Monitor 

There are four main reasons to mon- 
itor employees. 

Diminished productivity. The Internet is 
a powerful distraction. Studies indicate that 
the average in-office employee spends an 
estimated 2.5 hours per day on nonwork 
activities. And out-of-office employees, 
such as salespeople, may also overindulge 
in personal detours. 

Workplace liability. Most companies are 
legally liable for the personal climate in 
which their employees work. Racist jokes, 
X-rated material, etc. — which often make 
the rounds by office email — can create a cli- 
mate of hostility or harassment that could 
expose the company to a multimillion- 
dollar lawsuit. 

Theft of intellectual property. It's usu- 
ally not external agents you have to worry 
about here. According to a Carnegie 
Mellon study, 75% of such thefts are 
inside jobs. 

Misuse of company data. Many compa- 
nies amass databases of customer and client 
information that can be exploited by indi- 
viduals or stolen en masse for sale to identi- 
ty theft rings. Also, even well-intentioned 
employees can carelessly share trade secrets 
and other privileged information or violate 
compliance regulations. 

Begin With The End In Mind 

There are many potential targets to moni- 
tor and many ways of monitoring them. 
You can, for instance, call up a live view of 



TOP TIPS 



By crafting an effective monitoring policy 
for company-wide distribution, you can 
stop many infractions before they start. 
The policy should: 

• Detail what employees can and cannot 
do online and what is and isn't permis- 
sible to communicate by email, social 
networking, etc. 

• Explain the rationale behind whatever 
guidelines are in place. 

• Establish what and how IT will monitor. 

• Stipulate the consequences for infractions. 

• Be read by all current and future 
employees. 



employees' screens (or take periodic snaps 
for later review), scan email for content, 
gather various logs for analysis (keywords, 
URLs, IP addresses, etc.), record keystrokes 
for content or data entry speed, and much 
more. It's also possible to install GPS-based 
software on smartphones to track people's 
movement in the field. 

However, rather than casting a sweeping 
dragnet, it's best to start by formulating spe- 
cific end goals: what risks need to be miti- 
gated, what behavior needs to be curtailed. 
Then craft these into a cogent monitoring 
policy. While many factors may originate 
with management, IT should seek to add its 
input, in part because it's more likely to 
understand what's technically feasible and 
how to select the right tools for the job. 

"If you're just concerned about sensitive 
information being sent via email, there are 
specialized solutions that will address that 
particular issue," says Luther Martin, chief 
security architect at Voltage Security 
(www.voltage.com). "If you want to imple- 
ment more complex policies, you'll need a 
more sophisticated product, and that will 
cost more, both to buy and maintain." 

Monitoring needs may also be dictated by 
compliance requirements — for instance, 
PCI DSS, in which case you'd need to mon- 
itor for unencrypted credit card numbers 
and other sensitive cardholder data. 

The policy should also spell out who is 
responsible for what, including chains of 
command and communication. Some super- 
visors want the ability to oversee their peo- 
ple directly, such as with remote desktop 
viewing; others prefer that IT do the hands- 
on monitoring and report to them. 

Still, IT should be hands-off when it 
comes to dealing with violators. For that, 
Martin recommends human resources. 
"There can be complicated legal issues 
involved in exactly how to handle notifying 
employees of violations," he says. "HR typ- 
ically has an understanding of these issues 
that IT or other management may not have." 

Full Disclosure 

Employee monitoring can put IT in the 
position of being perceived as the secret 
police, and it requires finesse to ensure it 
doesn't become a wedge between IT and 
other departments. The main thing is to be 
completely up-front about monitoring, and 
why there's a need for it, such as protecting 
users from inadvertently compromising 
their computers with malware installed by 
suspect Web sites and other sources. 

A policy crafted specifically to inform 
employees about what's being done is the 
best route here. 

"We always recommend that [companies] 
go ahead and make their employees aware," 
says Craig Thompson, support coordina- 
tor/manager for Retina-X Studios (www 
.retinaxstudios.com), maker of several mon- 
itoring products. "It puts everyone on an 
even keel. The employee knows, the man- 
ager knows." 

While Thompson supports disclosure, he 
concedes that there may be a time and 
place for undisclosed monitoring. "My 
opinion and the opinion of a manager 
could be different. I'm sure there are cir- 
cumstances where you probably wouldn't 
want to notify, simply because you want 
the ability to have [employees] perform 
and see what happens." 



Key Points 



The four main reasons to monitor employ- 
ees are diminished productivity, work- 
place liabilities, theft of intellectual proper- 
ty, and misuse of company data. 

Monitoring should be governed by clearly 
delineated policies, covering both what its 
goals are and how the process will work, 
and what employees can expect from it. 

IT has a vested interest in keeping moni- 
toring from becoming overzealous. 



Otherwise, Thompson advocates foster- 
ing an environment of good management- 
employee relations, where monitoring 
mainly captures proof of occasional viola- 
tions rather than serving as a heavy-handed 
tool for employee coercion. 

The Voice Of Reason 

Because it's running the technical show 
and thus may stand to endure the most 
backlash, IT has a vested interest in keep- 
ing overzealous managers from turning 
monitoring into a liability, at least over 
the dividing line between personal and 
company time. 



This could mean pointing out the poten- 
tial for morale and resentment issues, espe- 
cially at a company that doesn't hesitate to 
expect employees to devote home time and 
resources to work. And even the most dedi- 
cated employees need occasional brain 
breaks to refresh themselves, and a bit of 
Web-surfing may be good medicine. 

It could also mean interceding when a 
directive would mean violating privacy 
laws, which vary greatly throughout 
the world. 

"This is why political skills are important 
in a CIO or CSO," Martin says. "If a CIO 
feels that there's too much monitoring hap- 
pening, they might discuss this with the VP 
of HR and describe how the aggressive 
monitoring is adversely affecting the ability 
to attract and retain the talent that the busi- 
ness needs." 

Martin expects this to only gain relevance 
in the near future, as the workforce is joined 
by increasing numbers of young employees 
who grew up with social networking as a 
vital part of daily life. 

"When this happens, businesses will 
have to make some hard choices between 
security and other business require- 
ments," Martin says. "Overzealous moni- 
toring may turn out to be a serious com- 
petitive disadvantage." □ 



GiADA MI-I0N2 Motherboard 



NEW PRODUCT 



by Kris Glaser Brambila 



Powerful Features, Small Form Factor 



The MI-ION2 motherboard from Giada 
is packed with features that can enhance 
the equipment your company uses for its 
daily business. 

The MI-ION2 is a mini-ITX board 
measuring 6.75 x 6.75 inches. It uses 
Intel's Atom dual-core processor and has 
the Intel NMIO Express chipset and a 
maximum operational noise level of 
26.5dBA. It also integrates Nvidia's 
GT218-ION graphics with 512MB of 
VRAM and HDMI and DVI outputs for 
a 1080p resolution. The MI-I0N2's 
small size; integrated graphics; and built- 
in DC 12V, dual digital output make it 
ideal for small form factor PCs that can 
be used for digital signage or entertain- 
ment. The diminutive form factor also 
provides more space in a PC for airflow. 

Two SO-DIMM slots allow for up to 
4GB of single-channel DDR2 667MHz 
RAM, while two SATA 3Gbps ports 
enable ample storage capacity. 

When it comes to ports and expand- 
ability, the MI-I0N2 has plenty of 
options. The board sports six USB 2.0 
ports (four at mid-board and two in the 
back panel), one optical S/PDIF port, 



one RJ45 port, and two mini-PCI-E 
expansion slots. 

The MI-ION2 also features a Realtek 
RTL8111D Gigabit LAN controller, an 
ALC662 HD audio CODEC, and Blu- 
ray support. 




Giada MI-I0N2 

A mini-ITX motherboard with an Intel Atom D51 
processor and integrated Intel NMIO Express chipset. 
It has a slim design for use in panel PCs. 
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www.giadapc.com 
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News 



Forrester Report 
Predicts Security 
Changes In Tlie Cloud 

Although enterprises are currently wary of 
cloud adoption because of security issues, 
a new study from Forrester Research pre- 
dicts that cloud-based services will dramati- 
cally change the security market in coming 
years. Forrester predicts secure and trusted 
cloud services will emerge over the next 
five years, with cloud security becoming a 
$1 .5 billion market. 

According to the report, "Security And The 
Cloud," security concerns are now deal- 
stoppers, especially considering cloud 
providers are often targets of attack. 
"Creating more comprehensive security 
capabilities is a prerequisite for getting 
organizations to adopt cloud-based services 
for more complex, business-sensitive, and 
demanding purposes," the report states. 

Jonathan Penn, security analyst at 
Forrester Research, says, "Security today 
is a significant inhibitor [to cloud services 
adoption]. Every survey points to security 
as being the No. 1 reason why organiza- 
tions are not adopting cloud services." Penn 
says the study found that enterprises are 
increasing pressure on cloud providers to 
offer more security. "SIVIBs and midsized 
enterprises will get to reap the benefits of 
the pressure exerted by larger enterprises 
on these providers," Penn says. 

Future Expectations 

"[In the future], security will be embedded 
into the cloud service, rather than bolted on 
by the adopting enterprise," Penn says. 
"The reason people are cautious is because 
they no longer accept assurances from 
cloud providers: Trust us. We know what 
we are doing. Your data is safe.' These 
assurances are meaningless without certifi- 
cations, guarantees, and assumptions of 
liability." And, according to Penn, these con- 
cerns are justified. "Without these additional 
proof points and guarantees, enterprises 
are the ones who are exposed to fines, law- 
suits, customer and partner defections, and 
brand damage." 




Penn says traditional security solutions are 
already changing to suit the cloud. He 
expects to see major cloud providers offer 
significant new security features with their 
non-security-related services within the next 
six months. Penn notes that there will be an 
added cost to the services that provide 
increased security, but it will be less expen- 
sive than acquiring a security solution 
directly from a third-party vendor. By 2012 
or 2013, Penn says, the emergence of 
security within the cloud will lead to stan- 
dards that enterprises will be able to use to 
evaluate cloud providers. 

by Antona Beckman 



SECURITY 



Special Interest To Health Data Centers 



Mobile Devices In 
Medical Settings 



Balancing Security With Data Access 



by Bridget Mintz Testa 
• • • 

Consider the plight of the cardiolo- 
gist affiliated with multiple hospitals. 
As she travels to each facility to tend pa- 
tients, she needs the highly sensitive 
patient information and other similarly 
sensitive hospital data, as well. Given a 
choice between waiting for a hospital 
terminal or desktop to get the needed 
information or having instant access to 
data stored on her own smartphone or 
tablet, which would a busy cardiologist 
choose? And which might the heart 
patients prefer? 

This is the dilemma that hospitals, 
clinics, private practices, and any med- 
ical organization face for all their per- 
sonnel. Several factors compound the 
problem. Information technology secu- 
rity is not well understood in many med- 
ical institutions, nor are there sufficient 
resources to create and maintain ade- 
quate security. Most medical personnel, 
including doctors, are not aware of the 
legal risks of exposing sensitive data and 
don't understand the need for tools such 
as passwords and encryption. However, 
methods do exist to address these prob- 
lems, and medical organizations can 
choose among several options. 

Medicine Meets Mobile- 
Risks & Realities 

Medical data is the "most sensitive 
type of information there is about a per- 
son," says Lisa Gallagher, senior director 
for privacy and security at the Healthcare 
Information and Management Systems 
Society, a nonprofit that focuses on help- 
ing medical organizations use informa- 
tion technology and management systems 
properly. Because of the sensitivity of the 
information, it is important that informa- 
tion be protected. The failure to do so 
creates serious liabilities for medical 
institutions. "There are legal and regula- 
tory requirements that carry risk, and rep- 
utational risks, too," Gallagher says. 

First among these requirements is the 
HIPAA (Health Insurance Portability and 
Accountability Act) of 1996. Formerly a 
"toothless tiger," according to Mark 
Tauschek, director of research for Info- 
Tech, HIPAA now has some teeth, thanks 
to the HITECH (Health Information 
Technology for Economic and Clinical 
Health) act. HITECH has given the U.S. 
Department of Health and Human Ser- 
vices the power and obligation to enforce 
HIPAA 's requirements for the protection 
of patient information. "There is a very 
intense regulatory regime and violat- 
ing that is a risk for an organization," 
Gallagher says. "Civil and criminal penal- 
ties are involved." 

It is one thing to protect sensitive med- 
ical data in a data center which can only 
be accessed through onsite desktop com- 
puters or terminals. It's quite another to 
do so when doctors who travel daily 
among multiple hospitals and/or clinics 
carry personal mobile devices with them 
everywhere they go and upon which they 



want to store this very sensitive patient 
medical information. 

"Doctors are ahead of the curve in 
smartphone adoption," says Cora Sharma, 
a senior analyst at Chilmark Research. 
"By the end of this year, 22% of physi- 
cians will have iPads, and half of doctors 
will have them within two years." As of 
early November, 18% of the 700,000 
physicians in the United States were using 
iPads, according to Sharma. 



Key Points 



Although medical personnel, especially 
doctors, want to use a mobile device and 
store sensitive patient and other data on 
it, they are often unaware of the security 
and privacy risks involved. 

Medical organizations can set up cloud 
access to their applications and data, or 
they can allow personnel to only access 
data via in-house networks. In either 
case, no sensitive data resides on the 
user's device. 

IVIedical organizations also have the op- 
tion of issuing secure mobile devices to 
personnel or allowing personal devices to 
be used as long as the owners agree to 
accept the same strong security measures. 
If the reasons for the security measures 
are explained, individuals usually have few, 
if any, objections to their use. 



With portable devices, Sharma explains 
that doctors don't have to rely on nurses 
or terminals in hospitals. "Doctors want 
lots of access. They want to use these 
devices to access electronic health infor- 
mation — the sensitive patient data — [and] 
general medical applications, and to ac- 
curately capture procedure information at 
the point and moment of care." Under 
HITECH, hospitals must encourage the 
expanded use of electronic health infor- 
mation, so it would seem that devices that 
encourage doctors to do so would be 
good for everyone. 

However, Gallagher says, "Informa- 
tion security is immature in the health- 
care industry." She explains that the 
industry is resource-constrained in secu- 
rity and most healthcare organizations 
report that less than 3% of their IT bud- 
gets go for information security. 

There's also a problem with the lack of 
awareness of the security and privacy 
issues. "Medical personnel often assume 
that if they're handed a device, it's OK," 
Gallagher says. "At the highest level, 
like doctors, they're not aware. They just 
want the devices." 

Mobile Device Strategies 
For Medical Settings 

Policies and procedures are obligatory 
for the use of mobile devices in all types 
of medical environments. Before you can 
develop a policy or procedure, though, an 
overall assessment of the risks and needs 
is important. "Look at where your data is, 



what you do with it, and what the risks 
are," Gallagher says. "Where are the wire- 
less devices deployed, who has them, and 
are the available security features imple- 
mented? Monitor how employees are 
using them. Do you have a means for 
detecting a breach?" 

One solution to the wireless access 
conundrum is for hospitals to install a 
client that lets any computer, smartphone, 
or tablet access virtual desktops and 
Windows and cloud (SaaS and Web) 
applications. "Let the doctor's iPad hook 
up to the Citrix environment," Tauschek 
says. "It makes the iPad a virtual desktop 
device. The doctor can access the data 
and applications, but none of it resides on 
the device." Because the doctor is access- 
ing the hospital environment through the 
cloud, not via the hospital's network, the 
presence or absence of a good hospital 
wireless network is irrelevant. 

Another option is to let the user run 
native applications on the device but 
access data only via the medical facility's 
network. "This is very dependent on a 
strong, secure, Wi-Fi network," Sharma 
explains. Unfortunately, many hospitals' 
Wi-Fi networks are weak, with few access 
points, so this isn't a solution that will 
work everywhere. 

Medical facilities can choose a lockdown 
approach, according to Tauschek, where 
the organization issues devices to every- 
one rather than letting them use their per- 
sonal devices. The issued devices employ 
encryption, strong passwords, and other 
capabilities such as remote memory wipes 
to maintain data and privacy security. 

A final option is the reverse of the lock- 
down option. "Our guidance is increasingly 
that as third-party management suites allow 
you to buy into this technology, you should 
let people bring in their personal devices, 
because they will anyway," Tauschek says. 
"Just manage them." 

Letting individuals use their personal 
devices means implementing the same 
privacy and security strategies used for a 
lockdown. "You need an acceptable use 
policy that gives the organization the right 
to impose all these restrictions," Tauschek 
says. "The person must agree, sign, and 
do some training. There is typically little 
resistance to [the rules] once people 
understand why." 



Mobile Device 
Breaches 

"Most breaches come about through lost 
devices," says Lisa Gallagher, senior director 
for privacy and security with the Health Infor- 
mation and Management Systems Society. 
When an employee loses a company-issued 
device, he is often given a new one with no 
sanction. Gallagher explains that there 
should be sanctions for violating the rules. 
If an employee is a repeat offender, then he 
is violating policy. That represents a risk to 
the organization. 
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SERVERS 



BUYING GUIDE 




Buying Tips: 

Blade 
Servers 



by Joanna Clay 

Unless you have an unlimited 
infrastructure budget, installing or 
adding servers isn't something you 
take lightly. Blade servers can help 
you save space and energy, but you 
have to know what's best for your 
business before you can make a pur- 
chasing decision that's both fiscally 
and functionally wise. 

According to Ken Oestreich, vice 
president of marketing for Egenera 
(www.egenera.com), data centers are 
becoming increasingly virtualized and 
require more flexibility, so it' s better to 
assess value based on how versatile the 
blade server is rather than on specifica- 
tions alone. 

Oestreich also points out that work- 
loads are now more dynamic and multi- 
server environments frequently change, 
so efficiency should always be a top prior- 
ity. As a result, blades, memory, storage, 
and I/O should be regularly repurposed. 



Buyers' Checklist 



nnn't limit your memo- 

support shared SAN storage. 

systems that are capab .^^^ 
to each blade can save up 
energy consumption. 



Here are some other key factors 
to consider: 

Large memory capacity. As the trend 
toward server virtualization continues, 
Oestreich says, performance will dictate 
more virtual machines per physical server. 
Be sure to choose a blade with a lot of room 
for memory expansion if your consolidation 
efforts reach 10 or more virtual machines 
per blade. 

Fast I/O. Look for versatile I/O that can 
dehver rapid throughput. "If blades are to be 
used to host VMs, then fast I/O — 10Gb or 
more — will become a requirement," 
Oestreich says. "Plan ahead for big pipes to 
avoid blade-level bottlenecks." 

Converged infrastructure support. 
Oestreich says next-generation data 
center servers will increasingly use a 
converged infrastructure management 
approach, also known as Unified 
Computing. "Blades will have to support 
virtual I/O and generally not have 
onboard disk storage, instead opting for 
shared SAN storage to maximize blade 
repurposing," Oestreich says. 

Energy monitoring. "The blade con- 
troller should absolutely be capable of 
monitoring, if not managing, energy at 
the chassis and blade level," Oestreich 
says. "For particularly dynamic work- 
load levels, consider systems that can 
actually shut down power to each 
blade and even curtail sections of the 
power supply. An idle blade can use 
as much as 80% of the power as a 
fully utilized blade." 

Maintenance utilities. Minimiz- 
ing downtime for servers that run 



Key Terms 



Clustering. A way to connect sen/ers to share 
the processing loads and support failover. 

Converged infrastructure. An IT architecture 
in which a blade sen/er's I/O, networking, 
switching, and storage is virtually managed. 

Converged networking. One cable carries 
all the I/O traffic and runs data and storage 
traffic together. 

Enclosure. The primary component for 
housing sen/ers. They are available as multi- 
functional passive chassis and can offer high- 
density scalability and cooling management. 

I/O virtualization. When a single physical I/O 
connection is virtually represented in NICs, 
HBAs, and other I/O ports, there is no need for 
multiple I/O cards 

Stateless blade. Using disl<less blades with 
virtualized I/O to repurpose as needed. 



24/7 is a major consideration, so choose a 
vendor that offers maintenance utilities. 

Other important issues. Have you con- 
sidered the costs associated with enclosures, 
cabling trays, and power supplies? Does the 
server include a preinstalled operating sys- 
tem? If not, this is another feature for IT 
decision makers to work into the budget. In 
addition, be sure to plan for redundant com- 
ponents, including duplicate drives, cooling 
fans, and other recovery features if and 
when devices fail. A worthwhile warranty 
will include three years of coverage along 
with next-day, onsite service with service 
for mission-critical applications. 
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Appro GPU Expansion Blades 
based on the Appro GreenBlade 
System 



Dell PowerEdge M610x 




It-I 



The GPU 

Expansion Blades from Appro are based on the compa- 
ny's GreenBlade System and are available in a 5U form 
factor. They're configured as a GPU/GPU combination 
supporting five dual CPU server blades with five dual GPU 
expansion blades per system. The system offers configu- 
ration flexibility, density, reliability, and energy efficiency 
with affordable mix-and-match compute blade options. 

• Two GPUs per blade server based on Nvidia Tesia 
M2050 

• Two CPUs per blade server based on AMD Opteron 
or Intel Xeon processors 

• Five blade servers per system total of 1 CPUs/ 
10 GPUs in a 5U form factor 

• Up to 4,480 GPU cores per system 

• GPU power control capabilities for thermal manage- 
ment and power savings 

Best For: Energy, government research, university, 
finance, and bioinformatics institutions. 




The PowerEdge M610x blade server from Dell can sup- 
port up to two standard full-height and full-length PCI-E 
cards. The M610x comes with supplemental power and 
modular cooling with support for one 300-watt or two 
250-watt cards. 

• Equipped with the Nvidia TesIa GPGPU card that can 
support 400 gigaflops of double-precision computations 

• Houses the Intel Xeon 5600 series processors in addi- 
tion to 192GB of DDR3 memory 

• Features two embedded Broadcom NetXtreme II 5709 
Gigabit Ethernet NICs with failover 

• Management tools include Dell Management Console, 
Altiris Deployment Solution, integrated Dell Remote 
Access Controller, and vMedia 

Best For: Data centers that require efficient application 
resources and consolidated management programs. 

Price: Starts at $3,005 



Dell PowerEdge M805 




The Dell PowerEdge M805 blade server offers highly 
available, fully redundant I/O and increased RAM capaci- 
ty compared to previous models. Allowing for quicl< virtu- 
alization with storage cards for embedded hypervisors, 
the PowerEdge M805 blade server uses Rapid Virtual- 
ization Indexing for hardware-based management of vir- 
tual memory. The six-core AMD Opteron processors 
help boost interoperability, security, manageability, and 
energy efficiency. 

• Supports Microsoft SQL and Windows Server, in 
addition to Novell SUSE Linux Enterprise, Red Hat 
Enterprise, and Sun Solaris 

• Dell OpenManage software includes IT Assistant and 
1 :1 monitoring agents. 

• Integrated Dell Remote Access Controller supports 
out-of-band alerting, status, inventory, and trouble- 
shooting via secure Web GUI 

Best For: Virtual environments that require high avail- 
ability and solid all-around performance. 

Price: Starts at $2,209 



HP ProLiant BL685CG7 




The HP ProLiant BL685c G7 features the latest AMD 
Opteron 6100 series processors, multicore scalability, 
and integrated HP Virtual Connect FlexFabric architec- 
ture, which helps simplify network connections and lower 
infrastructure costs. The HP ProLiant BL685c G7 server 
delivers twice the performance at prices starting at 30% 
lower than the previous generation. 

• Simplifies management and lowers infrastructure 
costs by converging LAN and SAN traffic over the 
same flexible connection 

• iL03 (Integrated Lights-Out 3) Advanced technolo- 
gy helps simplify remote management 

• HP Insight Control software improves management 
productivity while reducing operational expenses 

Best For: Virtualization and compute-intensive database 
applications. 

Price: Starts at $9,869 



IBM BladeCenter PS700 
Express Power/ Series 




Available in three configurations— the PS700, PS701, 
and PS702— the IBM BladeCenter Express Power7 
Series is designed for 64-bit applications. The blades 
feature 64GB, 128GB, and 256GB memory options and 
use Intelligent Cache technology to maximize cache 
access to each core. 

• Consolidates on IBM BladeCenter Power Blades and 
virtualizes applications to better utilize resources and 
boost efficiency 

• Flexible configurations mal<e it easy to implement the 
right system 

• Can simultaneously run AIX, IBM i, and Linux operat- 
ing systems 

• Features an intelligent system design that includes 
multiple layers of redundancy and reliability combined 
with advanced availability tools to help you stay up 
and running 

Best For: Enterprises needing high-performance servers 
that are easy to deploy. 



NEC Express5800 
SIGMABLADEB120a-d 




NEC's Express5800 SIGMABLADE two-socket blade 
server is built without any internal storage; it can boot from 
a virtualization SAN or with NEC AD106a attached stor- 
age. Key benefits include Intel Ouick Path Interconnect 
technology for enhanced overall performance. The B120a- 
d's expanded I/O capabilities support up to six Gigabit 
ports and can manage more I/O bandwidth. 

• Features the Intel 5520 Chipset 

• Includes 12x DDR3-1066 Registered DIMM with 96GB 
max capacity 

• Comes with NEC EXPRESSCOPE Engine 2 server 
management software 

• Compatible with NEC H-Chassis and NEC M-Chassis 

• Integrated video memory 

Best For: Server environments where a SAN-based 
boot environment is best. 



Price: Starts at $7,088 (PS700), $9,788 (PS701), or 
$18,888 (PS702) 
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Egenera PAN 
Manager 

for Fujitsu BX900 




Fujitsu PRIMERGY BX900 



The Egenera PAN Manager for Fujitsu 
BX900 is a unified computing system 
that simplifies IT infrastructure and 
reduces operational costs across both physical and virtual 
servers, all using industry-standard Fujitsu blades and 
standard Ethernet. The system reduces the overall I/O 
component count, simplifies how servers are configured, 
and reduces the complexity needed to provide mission- 
critical high availability and disaster recovery. 

• Pod-style cloud infrastructures 

• Features all-in-one virtual desktop environments 

• Offers integrated N+1 high-availability blade failover and 
disaster recovery of both virtual and physical workloads 

• Built-in I/O virtualization and converged networking is 
based on standard onboard Ethernet components 

• Failover features eliminate the need for complex cluster- 
ing software 

• Rapid Re-Provisioning monitors fluctuating demands in 
order to repurpose compute, I/O, networking, and stor- 
age connectivity hardware 

Best For: Companies seeking scale-out management and 
dynamic network consolidation. 

Price: Starts at $50,000 




Fujitsu's PRIMERGY BX900 blade server is designed 
with various virtualized application scenarios in mind. 
The BX900's use of Fujitsu's Cool Safe cooling concept, 
92% efficient power supplies, and ServerView Power 
Management software provides dynamic power and 
cooling. The server offers high availability, protecting 
against failure and providing automatic recovery. Within 
the common administrative/network domain, the BX900 
blade sen/er can scale up to 72 blades. 

• Includes the latest Intel Xeon 5500 processor with up 
to 96GB of memory 

• 18 half-height blades in 10U chassis 

• Up to eight I/O connection blades featuring Gigabit, 
10Gb, Fibre Channel, and InfiniBand 

• Up to six storage blades with 1 .2TB of direct-attached 
storage each 

Best For: Data centers that would benefit from a dynam- 
ic sen/er infrastructure in one cost-effective chassis. 



HP ProLiant 
BL2x220c G7 




The HP ProLiant BL2x220c G7 server is designed for high- 
performance and scale-out computing environments where 
compute density matters. Integrating the latest Intel Xeon 
5600 processor technology with sen/er management tech- 
nologies such as HP Insight Control, the HP ProLiant 
BL2x220c G7 offers a balanced systems architecture that 
enables clients to maximize sen/er performance for virtual- 
ization, business intelligence, and database workloads. 

• Combines two sen/er nodes in one blade chassis to opti- 
mize compute performance 

• Features embedded Mellanox QDR InfiniBand and Flex- 
10 networking functionality that provides 20 times more 
bandwidth and two times the performance per rack of 
other blades 

• Simplifies sen/er setup and power and thermal optimization 

• Embedded system health monitoring lowers administra- 
tion costs with iL03 (Integrated Lights-Out 3) Advanced 
technology 

• HP Insight Control software helps improve management 
productivity while reducing operational expenses 

Best For: High-performance computing, grid, and scale-out 
environments where jobs are distributed across a large 
number of nodes. 

Price: Starts at $1 1 ,459 

(unit price includes two server nodes) 



NEC Express5800 
SIGMABLADE/B140a-T 




With four-socket support and 16-core processing, the 
NEC Express5800 SIGMABLADE B140a-T blade serv- 
er is designed for longevity. The B140a-T can efficient- 
ly run standard applications, clustered applications, 
databases, and hypervisor platform solutions. The 
server is designed for virtualization and comes with 
128GB memory capacity and expanded I/O Gigabit 
and Fibre Channel bandwidth. In addition, it's compati- 
ble with high-availability software and includes inte- 
grated system management features. 

• Shared server components mean reduced overall 
power consumption 

• Intel 7000-series four-socket Xeon processors offer 
high throughput 

• Up to six I/O Gigabit ports plus two Fibre Channel ports 

• ExpressBuilder software manages configuration and 
OS installation 

Best For: Data centers interested in integrated system 
management through a virtualized environment. 



Supermicro SuperServer 
6016T-6RFT+ 




The SuperSen/er 6016T-6RFT+ is a powerful iteration of 
Supermicro's 1U rackmount UIO servers. The 601 6T- 
6RFT+ offers high-performance and green computing 
features such as increased memory capacity of up to 
192GB in 18 DIMM slots, redundant Gold Level (93%+) 
power supplies, onboard 6Gbps SAS with hardware 
RAID 5, dual 10Gb Ethernet LAN, and integrated IPMI 
2.0 management. Leveraging a variety of UIO adapters, 
Supermicro UIO systems can significantly improve net- 
work throughput as well as application performance. 

• LSI 21 08 8-port 6Gbps SAS with hardware RAID 5 

• Dual 10Gb Ethernet LAN with 2x SFP+ connectors 

• IPMI 2.0 with virtual media and KVM-over-LAN support 

Best For: Enterprise mission-critical applications, data 
centers, and HPC clusters that require high-performance, 
high-density, and fault-tolerant storage solutions. 

Price: Starts at $1 ,800 

Contact: (408) 503-8000 I www.supermicro.com 



Supermicro SuperBlade 
TwinBlade 




As the newest addition to Supermicro's SuperBlade fami- 
ly, the innovative TwinBlade doubles the number of dual- 
processor compute nodes per 7U enclosure to 20, allow- 
ing for up to 1 20 DP servers per 42U rack for a dense, 
cost-effective solution. Based on the SBI-7226T-T2 blade 
supporting the latest Intel Xeon 5600 Series processors, 
this system delivers unprecedented performance per dol- 
lar and per square foot. Available with dual 40Gbps ODR 
InfiniBand switches, this blade solution features industry- 
leading 94% power supply efficiency. 

• 20 DP (Intel Westmere and AMD G34) nodes in a 7U 
enclosure 

• 128GB ECC-registered DDR3 per DP node 

• Dual 40Gb InfiniBand, lOGbE, and 8Gb FCoE 
switches 

• Dual 1 /1 0Gb Layer 2/3 Ethernet switches 

• Centralized remote management via IPMI 2.0 or KVM 
over IP 

Best For: High-performance computing in data center, 
enterprise, and cloud computing deployments. 



Contact: (408) 503-8000 I www.supermicro.com 



Page 40 



Processor.com 



December 3, 2010 



News 



Enterprise Tablet Use 

The computer tablet seems to have finally 
found a foothold in the enterprise, according 
to information from Forrester Research. A 
recent Forrester report entitled "How iPads 
Enter The Workforce" shows that tablet use 
is being planned or tested in 30% of the IT 
groups surveyed, representing feedback from 
about 200 respondents. Another 43% of sur- 
veyed companies are at least considering it, 
and only about 25% are not actively looking 
into implementing tablets in some way. 

Apple's iPad was the catalyst for the recent 
surge in tablet sales, use, and interest, but 
the report notes that a slew of similar devices 
from other industry heavyweights are hitting 
the market or are actively in development, 
including products from Cisco, Google, HP, 
RIM, and Samsung. 




The report notes that while smartphones 
invaded the business world as business-first 
tools, tablets are coming in through the back 
door — that is, employees are bringing in their 
consumer-focused tablets and finding ways to 
enhance their productivity, causing companies 
to look into ways of broader implementation. 

Usage Scenarios 

There are three basic scenarios that the For- 
rester report presents as cases where tablets 
are entering the workforce: Displace, Replace, 
and New Place. 

In the Displace scenario, employees use 
their personal tablets on certain occasions 
instead of their laptops. For example, in a 
meeting or on a business trip, some em- 
ployees prefer the convenience of the iPad 
over that of a laptop. 

The Replace use case is perhaps more inter- 
esting, as it's replacing paper and clipboards 
for many applications. Onsite or remote uses 
are plentiful, such as construction sites. Insur- 
ance underwriting, and sales. Tablets are just 
as portable, but they can display video, 
media-rich slideshows, and run apps, as well 
as provide always-on Internet connectivity, 
which both enhances instant communication 
with a central hub and provides access to the 
wealth of resources on the Internet. 

The report pegs the New Place scenario as 
the most compelling of all because workers 
are finding uses for tablets where there is 
currently no computing technology being 
used. The report gives the example of a non- 
profit organization that used an IPad to regis- 
ter event participants using a 3G connection 
and a Web form at the event site, but specific 
use cases will continue to emerge as people 
address special needs with tablet technology. 

The influx of tablets also presents new chal- 
lenges for IT, including theft, loss, what one 
can and can't actually do on a tablet, closed 
platform environments, and, to a much less- 
er extent, security. 

by Seth Colaner 



CLIENTS 



The iPad 
Goes To Work 



Is It Ready For The Job? 



by Sue Hildreth 

Since Apple introduced its iPad tablet 
computer in January 2010, enthusiastic 
consumers have been using the device to 
play games, read ebooks, check email, and 
do a variety of work-related tasks made 
possible by apps. In fact, according to a 
Sybase survey released in early 2010, the 
No. 1 reason that U.S. consumers would 
consider buying a handheld device such as 
an iPad is for working on the go. 

But a number of crucial capabilities that 
are needed for remote enterprise work, 
such as support for virtual private net- 
works, printing, and multitasking with two 
or more applications, were missing from 
the original version. Although that didn't 
deter many consumers, it did give IT man- 
agers much less reason to treat the iPad as 
a serious work device. 

"The first round of iPads were not enter- 
prise devices. They didn't have remote 
desktop capability, they didn't have VPN 
capability, didn't have encryption," says 
Anthony Fuller, CEO of Mobile IT (www 
.mobileit-usa.com). 

Apple has been working to fill the gaps 
in the iPad's feature set in the latest ver- 
sion, iOS 4.2, announced Nov. 22. The 
update is a big step toward making the 
iPad a work-friendly tool. For one thing, 
it supports a form of multitasking with 
an application switcher that lets users 
quickly bring to front the needed app and 



Key Points 



The original IPad's lack of printer sup- 
port, for instance, was a glaring gap 
in the feature set, as was Its lack of 
encryption support. 

Although many are satisfied with the 
iPad's software-based keyboard, some 
employees need a hardware keyboard. 

In terms of security, the iPad's Inclusion 
of some encryption and VPN support 
is definitely good news, say experts, 
but the iPad still needs additional secu- 
rity management. 



presumably at the office, and access data 
and files, notes Fuller. 

Enterprise-Enabling Ttie iPad 

If iPads are becoming a fact of life in 
companies, then IT must deal with some 
of the issues that remain when integrating 
iPads into the workplace. 

Hard vs. soft keyboard. Although 
many like the iPad for its lack of a separate 
hardware keyboard and are satisfied with 
the software-based keyboard that occupies 
a significant portion of the screen, some 
employees need a real keyboard. For those 
who do a lot of data entry or type a lot, 
the virtual keyboard could be a problem, 
says Michael Finneran, CEO of dBrn 
Associates (www.dbrnassociates.com). A 



"By itself, [it's] not quite enterprise- 
ready. But when used in conjunction with 
mobile device management systems . . . 
we can make it enterprise-ready." 



■ dBrn Associates' Michael Finneran 



control volume and brightness. However, 
its multitasking capabilities are very 
basic, says Jack Gold, head of research at 
strategic consulting firm J. Gold Associ- 
ates. "The iOS does not have true multi- 
tasking. It has a quick launch function 
that allows apps to suspend and restore 
quickly to the screen. There are a few 
services that can run in [the] background 
(e.g. push notifications), but the tasks do 
not run when not on-screen, also as to 
preserve battery life." 

The iPad now also supports printing to a 
wireless printer, and it has a Folders feature 
to help users organize their applications. 

From an enterprise standpoint, howev- 
er, the most important additions besides 
multitasking are support for VPNs, 
encryption, and the remote desktop capa- 
bility, according to Fuller. These are also 
the features that will make it much more 
difficult for IT to say "no" to iPads in the 
enterprise. After all, the whole purpose of 
the remote desktop protocol is to let users 
log in to another server or workstation. 



Bluetooth-enabled keyboard is available 
for iPad users who want a hardware key- 
board, though at that point, some might opt 
for a netbook with the keyboard attached. 

File storage workarounds. iPad still 
lacks file management, meaning all files 
are saved in the same place, with no file 



structure to organize the documents. 
Unless users have a very good naming 
system for their documents, saving every- 
thing locally will result in a confusingly 
long list of unrelated files and folders. 

"My big complaint is the lack of a file 
manager and file transfer mechanism," 
says Craig J. Mathias, an iPad user and 
principal at Farpoint Group (www. far 
pointgroup.com). He says that, although 
iOS 4.2 includes a new Folders feature, 
cloud services are likely to be the best 
approach for dealing with file storage. 

Security. In terms of security, the iPad 
now supports encryption by using the 
password as an encryption key. It also 
supports WPA2 Enterprise Wi-Fi, IPsec, 
and SSL VPNs. But the iPad still needs 
additional security management, such as 
that provided by third-party applications, 
says Finneran. 

"By itself, [it's] not quite enterprise- 
ready. But when used in conjunction with 
mobile device management systems . . . 
we can make it enterprise-ready," he says. 

IVIanagement 

Some of the capabilities available in 
mobile device management software 
include inventorying and tracking devices, 
provisioning the mobile devices, encrypt- 
ing data and enforcing security policies, 
and distributing software and updates. 

"Mobile device management vendors 
are addressing most enterprise/corporate 
needs, and that will ultimately be the best 
way to handle security and other policy 
matters, including personal liability," says 
Mathias. A white paper from the Farpoint 
Group titled "Policy, Cost, and Liability," 
recommends having employees sign forms 
spelling out their responsibilities with the 
devices' care and usage. 

Finneran also suggests creating a sand- 
box, a secure area or application within 
the iPad where corporate data; corporate 
settings; and password, encryption, and 
remote wipe controls can all be applied to 
enterprise data and separate from personal 
data. For personally used iPads that may 
contain family photos, iTunes, and gaming 
apps as well as work information, this 
sandbox secures business data. 

Also, the latest version of iOS includes 
some new management APIs that should 
help enterprises better manage the devices, 
according to Gold. 



Documenting Employee-Owned iPads 

Some of the paperwork a company will need to have for IPads that are owned by the employee 
include the following: 

• Employee agreement that has a reference to the company's personal liability cell phone policy. 

• Security policy, which defines what information is considered sensitive and what the employee 
should do if a breach is discovered. 

• Acceptable use policy, defining what activities are allowed, such as corporate telecommunica- 
tions, and which are not allowed. 

• Policy enforcement and review, which should be updated according to corporate and 
law requirements. 

Source: Farpoint Group, "Policy, Cost, and Liability: Who Owns the Enterprise Handset?" 



NEC Fault Tolerant Servers 

Taking Fault Tolerant Virtualization to the Next Level 



With the adoption of virtualization growing quickly, the need 
for ultra-high availability in the virtualized environments is 
becoming critical. Introducing NEC 6th generation Fault Tolerant 
(FT) servers - NEC Express5800 FT Server Series - now support 
VMware vSphere™. 

/////' ' ^ /////// 

The new NEC FT systems deliver continuous processing to ^ / 
VMware environments with performance and simplicity never 
before available. Delivering up to 99.999% uptime, the latest 
NEC FT server provides a scalable FT virtualization solution that 
can be remotely managed with minimal IT resources. 



Contact NEC today and see how you can take FT virtualization 
to the next level. 





www.necam.com/ft 1-866-632-3226 sales(g)necam.com 



Empowered by Innovation 
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I AMD Study On PC Buying 
Highlights Tech Confusion 

A new AMD-sponsored Zogby International 
poll reveals that tech confusion is the biggest 
hurdle for 23% of those in the market for a 
new PC. A third of those queried said they 
love shopping for a new PC, but the majority 
of respondents consider it a simple necessity. 
The study revealed that performance and 
pricing are the top two priorities for PC buy- 
ers, and just 1% said that the PC's appear- 
ance was the most important factor. The 
report also determined that 80% of those sur- 
veyed had either recently purchased a PC or 
planned to purchase one in the coming year. 

I Government IT Spending 
To Increase, COW Says 

Expectations for government IT spending 
increased six points from September to 
October, according to CDW's IT Monitor. 
The point total of 69 is the highest since 
August 2008. The CDW IT Monitor projects 
that local government organizations antici- 
pate greater IT investment in both hardware 
and software in 2011. Additionally, 86% of 
government IT decision makers think they 
will replace or install software in the next six 
months, while 84% believe they will replace 
or install hardware. The IT Monitor report 
also found an increase in confidence for IT 
decision makers in small businesses, with 
19% expecting to replace or install software 
in the next six months. 




I China Reportedly Briefly Hijacks 
U.S. Web Traffic 

According to data from network monitoring 
firm Renesys, for a brief period of less than 
20 minutes on April 8, Web traffic from as 
many as 1 70 countries was redirected 
through servers in China. Government traffic 
was included in the affected networking, 
Renesys says: Incoming and outgoing traffic 
from the U.S. Army, Navy, Marine Corps, Air 
Force, Senate, NASA, and the Secretary of 
Defense's office was routed through China 
Telecom. It's unclear if the incident was delib- 
erate, but so far there is no evidence to sug- 
gest the Chinese purposefully attacked the 
network. China Telecom also disrupted net- 
works in Australia, India, Japan, and Korea, 
as well as within China itself. 

I Dell Reports Increase 
In Profits, Revenue 

Dell posted profits of $822 million for its third 
fiscal quarter, up from $337 million from the 
same quarter last year. Third-quarter revenue 
was $15.4 billion, up 19% from last year but 
short of the $15.8 billion that analysts expect- 
ed. Dell said sales were driven by strong 
demand for PCs and sen/ers in the business 
sector. The company's Large Enterprise unit 
saw $4.3 billion in revenue, a jump of 27% 
from a year ago. The Small And Medium 
Business unit posted $3.7 billion in revenue, 
a 24% increase. Commercial business rev- 
enue was $12.4 billion overall. Dell's con- 
sumer PC division rose only 4% during the 
quarter, with revenue of $3 billion. 



DATA CENTER MANAGEMENT 



SIX QUICK TIPS 



Maintaining Legacy Systems 

Squeezing More Efficiency Out Of Existing Equipment & Infrastructure 



by Bruce Gain 

New servers with faster and more 
power-efficient processors will boost 
computing efficiency. Investing in new 
HVAC systems can help generate power 
savings through better cooling. By 
revamping the electrical infrastructure, 
more server racks can be added. But 
instead of boosting efficiency and capac- 
ity by investing in new equipment and 
systems, why not find ways to achieve 
better computing performance, longer 
equipment life cycles, greater server 
capacity, and, ultimately, better efficien- 
cy with legacy equipment? Here are 
some ways to do that without having to 
make major investments in equipment 
and infrastructure upgrades. 

Keep Things Cool 

Reducing inlet temperatures is neces- 
sary to ensure component stability, but 
doing so can also help to prolong the 
lifespan of legacy equipment. "Any elec- 
tronic device, whether it is a mother- 
board, CPU, RAM, or whatever, will 
eventually fail. And the big denigrating 
factor is the heat," says Jeff Lowenberg, 
vice president of facilities for The Planet 
(www.theplanet.com). "To a point, cool- 
er air will extend the life of the equip- 
ment. While [inlet temperatures] that are 
at 65 degrees Fahrenheit instead of 75 
degrees Fahrenheit are not going to help 
you much, the difference between 75 
degrees and 85 degrees for the equip- 
ment life cycle is huge." 

Certain OEM specifications indicate 
that it is OK to operate servers up to 90 
degrees Fahrenheit, which Lowenberg 
finds high if your goal is to boost the life 
cycle of the machines. "I am sure the 
servers can run at these high tempera- 
tures, but are they going to run that 
much longer past the warranty period?" 
Lowenberg says. "For legacy servers and 
equipment, trying to get the inlet temper- 
atures a little cooler is always going to 
be better for the equipment." 

Get More Server Capacity 
Without Extra Power 

As an enterprise's server needs grow, 
you might think that more power is 
required to handle the additional load. 
However, it may turn out that you are 
overestimating your power needs. In- 
stead, it might be possible to continue to 



rely on legacy power systems without 
having to invest in new infrastructure as 
new servers are added. "The faceplate of 
servers might say that the maximum 
power consumption is 10,000W, but if 
you actually measure it, the peak power 
consumption [while the server is in use] 
might be 2,800W, which is only 28% of 
the actual maximum," says Jack Norris, 
vice president of marketing for Power 
Assure (www.powerassure.com). "When 
you actually add numbers like that up, 
you can see cases where data centers 
appear to be full and are really only 
using 50% of available power. By only 
doing calculations based on the name- 
plates, [admins] don't really know what 
servers' peak power consumption really 
is and they get hammered." 

As a remedy, a more accurate assess- 
ment of a data center's true power needs 
can lead to a much more efficient use of 
watts for legacy equipment. "You really 
need to understand what the server's real 
power consumption is," says Clemens 
Pfeiffer, CTO for Power Assure. 

Clean & Maintain Cooling Systems 

Making your legacy equipment more 
efficient can be accomplished by doing 
something as simple as scheduling regular 
maintenance and cleaning. "I have CRAC 
units that are 15 years old, and they run 
fine. It is all about doing the periodic 
maintenance on them," Lowenberg says, 
adding that his firm regularly lubricates 
and cleans CRAC unit bearings. 

Regular inspections of cooling systems 
can also help to avoid major issues in the 
future. "By inspecting the [cooling sys- 
tems], you can see any issues coming up 
before they lead to a catastrophic failure, 
which can save you from a very costly 
repair," Lowenberg says. "When you 
inspect them, look at the belts and the pul- 
leys, and make sure everything is tight." 

Maintaining generators is especially 
important, Lowenberg says, because 
their failure can mean downtime in case 
of a power failure. "On an annual basis, 
the fluids and belts are changed and there 
is an internal inspection to keep the gen- 
erators up and running," he says. 

Virtualize & Slash Capacity 

Adding more capacity traditionally has 
meant adding more servers and investing 
more in the power and cooling infrastruc- 
ture to handle the additional computing 



BONUS TIPS 



■ Keep spare parts on 

hand. Many old servers and 
the applications on which 
they run might be a few 
years old, but investing in a 
software upgrade could be 
costly and require a new 
server to handle the extra 
software features. To get 
more mileage out of these 
legacy servers, spare com- 
ponents can come in very 
handy in case of a hardware 



failure, says John Matzek, 
CEO of Logic IT Consulting 
(www.logicitc.com). 

■ Keep track of UPS 
manufacturer bulletins. 

IVIanufacturers often put 
out bulletins alerting users 
about the risks of certain 
component failures, which 
data center admins some- 
times do not heed. "We have 
used bulletins to replace 



components and to prevent 
further degradation of those 
components before the unit 
fails," says Jeff Lowenberg, 
vice president of facilities 
for The Planet (www. the 
planet.com). "However, 
beware, because if you are 
using a third-party service 
agent that is not affiliated 
with the manufacturer of 
the unit, you may not get 
those notices." 



loads. However, it is possible to signifi- 
cantly expand the storage capacity of 
legacy servers through virtualization by 
consolidating several physical servers 
into a single machine on which the virtu- 
al servers run. 

"Many companies are moving forward 
to 'Virtualization 2.0' and moving 
past [physical] servers to storage vir- 
tualization," Pollard says. "Virtualiza- 
tion increases the energy efficiency of 
each server and can allow for more com- 
puting power within the data center, 
reducing 30 to 70% of power consump- 
tion depending on the size and needs of 
your organization." _ 



Best Tip: 

Get Smarter Cooling 
(Without Huge 
Investments) 

Energy-conscious data center designs 
built from the ground up can rely on ad- 
vanced cooling systems to separate cool 
and hot air as much as possible, yet 
spending the money to do that by revamp- 
ing a legacy server room might not be 
worth the cost. Instead, there are still many 
things that can be done without making 
huge capital investments to achieve more 
efficient cooling, says Jeff Lowenberg, vice 
president of facilities for The Planet (www 
.theplanet.com). 

For example, it is possible to realize jumps 
in cooling performance by adding blank 
plates to cabinets where there are empty 
server slots, Lowenberg says. "A lot of peo- 
ple don't realize that if you have a 45-unit- 
tall cabinet that is completely full of servers 
except for two or three slots, it is really 
worth filling those empty slots with [blank 
plates] for practically nothing," he says. 
"Just doing that for all of the cabinets in a 
data center can make unbelievable gains 
in efficiency." 

Most Practical Tip: 

Maintain The Hot 
Aisle/Cold Aisle Layout 

If you haven't already, implementing a hot 
aisle/cold aisle layout is essential when it 
comes to channeling cold air to the server 
inlets and evacuating hot air out of the 
data center. This will also help to lower the 
power draw because air is cooled more 
efficiently. "A hot/cold aisle configuration 
can make the floor space in an older data 
center more functional, and, at the same 
time, improve the mechanical system's 
ability to effectively cool the data center," 
says Matt Pollard, director of advisory ser- 
vices for Forsythe Technology (www.forsythe 
.com). "A well strategized and implemented 
floor space master plan with proper aisle- 
way spacing, cabinet utilization, and atten- 
tion paid to where growth is likely to occur 
will provide for more structured, long-term 
data center capacity." 
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GREEN TECH & TIPS 




Green Initiatives Lag: 

Lots Of Talk, Little Action 



BYRODSCHER 



You'd think that e-commerce and Internet companies would 
be in the forefront of green technology initiatives — especially 
because energy costs and limited energy resources alone are 
often enough to convince even low-tech companies to embrace 
such initiatives. And yet, according to Think Ecological' s 2009 
green tech report "IT Sustainability Imperatives in Internet and 
E-commerce Business," the actual execution of those initiatives is 
lagging behind, even in those companies. The report notes that 
"the noble intentions of the majority are overshadowed by inac- 
tivity of many." In the end, says the report, only about 25% of 
companies are making a concerted and effective effort to exe- 
cute green initiatives. 



That's not the only study to reach this 
conclusion: A recent BPM Forum paper 
notes that although 86% of senior technol- 
ogy officials feel that their organizations 
have a responsibility to incorporate green 
activities, fewer than half of those compa- 
nies have any plans to do anything about it. 

Why The Disparity? 

There are a number of factors behind the 
gap between stated goals and actual exe- 
cution. Part of the reason is lack of owner- 
ship. According to the Think Ecological 
report, 97% of respondents feel that it's 
important for companies to reduce their 
carbon footprints. At the same time, 
almost half either have no idea who owns 
the corporate sustainability agenda or else 



know for a fact that no one owns it. That's 
not a recipe for successful and widespread 
adoption of green initiatives. 

Another reason for the lag has to do 
with cost-benefit disconnects. "Adoption 
of green IT is lagging because the incen- 
tives are not correctly aligned with the 
costs within an organization," says Emma 
Ritch, senior research analyst at the 
Cleantech Group. "Most companies do not 
have separate budgets for energy efficien- 
cy upgrades, so adoption of green IT 
requires decision makers to divert money 
from other capital expenses, which can be 
a hard sell. The facility manager's bottom 
line would benefit most from reduced 
energy expenses, but his budget doesn't 
pay for new data center technology." 



A possible solution to the budgeting 
dilemma, Ritch notes, is — once again — to 
articulate ownership of greening initia- 
tives. "Having one designated person in 
charge of these initiatives can help over- 
come corporate bureaucracies that are 
blocking adoption of green IT," she says. 

Economic Factors 

Economically speaking, there is actually 
a silver lining to the lack of green tech 
implementations. Because companies 
remain unsure of which green initiatives to 
adopt or how to adopt them, consultancies 
specializing in providing that info are 
flourishing. "In the past year, we've seen 
growth in energy services companies," 
Ritch says. "These companies work to 



finance and deploy energy efficiency 
upgrades, with the savings helping to off- 
set the capital expenses. Until organiza- 
tions can better understand how energy 
use impacts costs throughout the compa- 
ny, we expect such third-party consultants 
to thrive." 

By and large, though, e-commerce and 
Internet company management is doing 
little of substance to encourage actual 
execution of green IT measures, says 
Rackable Systems, the company behind 
the report. So what are they doing? 
According to most Think Ecological 
respondents, they're mainly just talking; 
green IT-related action seems to be limit- 
ed largely to "conducting senior-level 
discussion," "publishing CSR [corporate 
social responsibility] guidelines," and, 
well, "doing nothing." 

Meanwhile, notes the report, some 83% 
of respondents indicate that 10% or less of 
I the IT budget is allocated to acquiring and 
deploying green IT. 

Yet, there are very real benefits to green 
IT, including lowered energy and cooling 
costs and more efficient use of facilities — 
not to mention the satisfaction of positive- 
ly impacting the environment while meet- 
ing a meaningful social commitment. Of 
course, to realize those benefits, we'll 
have to stop talking and start doing. 



^ MAGNEOT 



Mag next Ltd 

7099 Huntley Rd, Suite 104 1 
Columbus, OH 43229 DATA BACKUP SOLUTIONS 
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Getting Started With Cioud Computing: 

Know Where You Stand Right From The Beginning 




BYCARMILEVY 



Cloud computing is emerging as one of the hottest technologies for IT. Organizations 
looking to simplify and streamline their technology infrastructures while holding the line 
on costs may find what they're looking for in the cloud. However, diving in with both feet 
isn't always the best approach. Having a plan right from the start is crucial to getting the 
most out of the transition — and minimizing the risk. Consider the following tips before 
making your first move. 



Define What It Means To You 

There is no single all-encompassing def- 
inition of cloud computing. Before doing 
anything, decide which one of the various 
categories of cloud computing — including 
SaaS (software as a service), cloud-based 
storage, infrastructure in the cloud, or plat- 
form as a service — most closely matches 
your specific needs. 

"When you say cloud, it's an umbrella 
term," says Vasiliy Suvorov, vice presi- 
dent of technology strategy with Luxoft 
(www.luxoft.com). "You need to decide 
which cloud offering you want before you 
go any further." 

Compare Features & Prices 

Researching the alternatives is largely 
dependent on how complex the implemen- 
tation will be. Simple cloud storage-based 
offerings, for example, are priced on a per- 
megabyte/gigabyte, per-month basis, 
along with additional charges for sub- 
mitting or migrating your data onto the 



vendor's platform. More involved applica- 
tion- and platform-based solutions will 
necessitate more complex pricing and fea- 
ture comparisons. 

Decide where you are on the cloud com- 
puting continuum before you begin apply- 
ing selection criteria to features and prices. 

Plan For The Future 

You may just be getting started, but 
vendor lock-in is a very real risk if you're 
not careful. A key lesson for IT in this 
fast-moving market is to build a longer- 
term roadmap than you think you might 
otherwise need. 

"As vendors and the market in general 
become more mature and their offerings 
become more commoditized, there will be 
more opportunities," says Suvorov, who 
adds that the price/feature curve will con- 
tinue to sweeten. "You may want to move 
elsewhere as prices come down. The sce- 
nario needs to be analyzed for exit, as 
well, as you want to be able to move data 
out just as easily as you move it in." 



Check Your Tools 

The tools that support conventional 
infrastructure don't always translate into 
the cloud. Make sure you have the right 
tools in place to take advantage of cloud- 
based solutions. 

"All cloud offerings except storage 
require extensive toolsets provided by 
third parties to integrate the data, integrate 
the physical to the virtual, support scala- 
bility, and provide monitoring capabili- 
ties," Suvorov says. "Make sure you have 
administrative toolsets that cover the 
entire cloud-based ecosystem." 

Change Your Security Roadmap 

Cloud-based solutions force new ap- 
proaches to managing IT security. While 



this is crucial for any organization, it is 
especially so for those in sectors such as 
financial services, health care, and govern- 
ment, which are subject to greater regula- 
tory oversight. 

"Right now, no standardization for 
security exists between different cloud 
providers," Suvorov explains. "It depends 
on what cloud you use and who you 
work with." 

Suvorov adds that some providers, espe- 
cially SaaS vendors, are more advanced 
than others. 

"Whoever you go with, the important 
thing is to make sure you're in control of 
who has access to your applications and 
all the data that's going in and out of 
them," he says. "That's your accountabili- 
ty, not theirs." ^ 



Best Tip: Prepare Your People 

Although most IT shops can easily handle simpler cloud deployments such as storage with mini- 
mal retraining, more complex scenarios such as application migration may require different skills. 

"If you're deploying your apps into the cloud, in an environment where you need scalability, where 
you need to involve those IT resources who are responsible for maintaining and even developing 
your apps, then it gets a little more complicated," says Vasiliy Suvorov, vice president of technolo- 
gy strategy with Luxoft (www.luxoft.com). Suvorov adds that IT staff may need to learn new APIs 
as they begin tuning apps for the cloud and integrating data on both sides of the firewall. 
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BOOK REVIEW 



THE 

CORPORATE 
LATTICE 

ACHIEVING HIGH PERFORMANCE 
IN IHE CHANGING WORLD 0^ WORK 



DCMKO MOLLY *MDEf>EDN 




Inflection 
Points 

The Corporate Lattice 

Authors: Cathleen Benko and Molly Anderson 
Publisher: Harvard Business Press 
Price: $29.95 (list) 
Format: Hardcover, 224 pages 



by Kurt Marko 

As THE ECONOMY Continues its inexorable 
shift from one based on manufacturing, 
production, and labor to a foundation of 
services, information, and knowledge, the 
management practices and corporate struc- 
tures must adapt. 



Company bureaucracies are evolving to 
reflect new economic, competitive, and tech- 
nological realities. Yet Cathleen Benko and 
Molly Anderson, authors of "The Corporate 
Lattice," contend that such organizational 
change can't be an ad-hoc reaction to events 
of the moment but must become a core cor- 
porate strategy, a pillar of change that creates 



New & Upcoming IT Book Titles 

"The Mesh: Why the Future of Business is Sharing," by Lisa Ganslcy. According to Gansl<y, tra- 
ditional businesses follow a simple formula: create a product or service, sell it, and collect money, 
but so-called Mesh Companies create, sfiare, and use social media, wireless networks, and the data 
they generate to provide goods and services at the exact moment customers need them. 

"Macrowil<inomics: Rebooting Business and the World," by Anthony D. Williams and Don 
Tapscott. A sequel to the 2007 "Wikinomics" and drawing on new research, the book tells the stories of 
some of the world's most dynamic innovators. The authors argue that the benefits of today's new mod- 
els of collaboration don't end with the production of software, media, entertainment, and culture. 

"Host Your Web Site In The Cloud: Amazon Web Services Made Easy," by Jeff Barr. This hand- 
book provides a detailed guide to EC2 hosting in addition to building a scalable architecture, monitor- 
ing, load balancing, and using Amazon's S3 storage and SimpleDB relational database service. 



competitive advantage. "The world of work 
is at an inflection point," they write. 

Organizational Model 

The book's central thesis is that the orga- 
nizational model of modern corporations as 
hierarchical ladders, establishing a con- 
trolled, almost militaristic environment, 
was optimized to manage work and em- 
ployees for mass production. White-collar 
(i.e. office) workers rose through the ranks 
from line supervisor to general manager, 
while their blue-collar (i.e. manufactur- 
ing/labor) colleagues started on the assem- 
bly line aiming for shop foreman. 

The authors argue that such structure and 
rigidity are inappropriate in today's busi- 
ness climate. It doesn't match the needs of 
a workforce and family makeup that's 
increasingly diverse, nor does it address the 
blurring line between work and home life. 
"These seismic shifts leave companies 
struggling to meet the challenges of the 
changing world of work," the authors write. 

The book uses the ladder/lattice contrast 
to illustrate how organizational models, 
individual career paths, and internal flows 
of information change as enterprises em- 
brace this new mindset and paradigm. In 
a lattice enterprise, employees frequently 
take detours along their career journey to 
broaden skills, gain additional functional or 
geographic exposure, or even "dial down" 
(to use the authors' term) responsibilities to 
accommodate major personal events. 

Aside from championing alternative, cus- 
tomizable career paths, lattice corporations 
also operate differently than their hierarchical 
competitors, eschewing the corporate cube 
farm and 9-to-5 regime for "work anywhere, 
anytime as long as the work gets done" 



Key Concepts 

• As the United States becomes increasing- 
ly reliant on services and knowledge work, 
in order to maintain competitiveness, com- 
panies must move away from the rigid, 
hierarchical, ladder corporate structure 
and employment policies developed for a 
bygone era. 

• Lattice corporations embrace a more flat, 
flexible, and virtual structure in which work 
is done outside traditional office environ- 
ments and work hours, and where infor- 
mation flows aren't restricted to defined 
management hierarchies. 

• The three key components of the lattice 
model are new, customizable ways to build 
and navigate careers; greater flexibility in 
how and where work is done; and fewer 
barriers to employee participation, collabo- 
ration, and teamwork. 



flexibility that allows employees to balance 
work and personal lives. Similarly, this new- 
generation enterprise embraces a full gamut 
of technology, including social software, 
Web 2.0 collaboration, and smartphones, 
along with the Internet's uninhibited, unfil- 
tered communication mores, to break down 
managerial, organizational, and geographic 
barriers to communication and participation. 

The authors contend the lattice manage- 
ment philosophy improves both business 
performance and job satisfaction. "The lad- 
der belief that high performance and sus- 
tainable career-life fit are opposing forces 
must give way to a new reality: that they 
are mutually reinforcing and inextricably 
linked," the authors write. 
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Processor 
Solutions Directory 

Here are brief snapshots of several companies 
offering products designed for tfie data center and 
IT industry. Listings are sorted by category, 
mal<ing it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 



To list your company and products, 
call (800) 247-4880. 



Physical Infrastructure 



CYBER@SWITCHING® 



Cyber Switching began pioneering power distribution 
technologies in 1 994. Our PDUs are used to power cycle 
and manage power to blade servers, routers, SANs, and 
other data center equipment. Our intelligent PDUs can 
monitor current individually by outlet and also provide virtual 
circuit breaker protection on an individual outlet basis. No 
other PDU on the market offers these unique features. 



Products Sold: 

• Intelligent power management 

• Value-added power management 

• Metered power distribution 

• Three-phase power distribution 



Energy management 
and control 
Switches 
Patch Panels 



311-6277 I www.cyberswitching.com 



Physical Infrastructure 



PDUs 



direct 



Established in 2008, PDUsDirect.com is an online whole- 
saler providing a select line of PDUs for server and net- 
worked environments. PDUs Direct's basic, metered, and 
switched Rack PDUs provide local and remote power 
management, power monitoring, and environmental moni- 
toring. We pride ourselves in offering industrial-grade qual- 
ity products at the lowest prices, with the fastest shipping 
(most orders shipped within 24 hours) and simplest pur- 
chase process. 

Products Sold: 

A complete line of 20A PDUs, including metered, basic, 
and switched. 



751-7387 I pdusdirect.com 



Networking & VPN 



Entuity is a leading provider of innovative management 
solutions that deliver network predictability and control, 
helping enterprises, system integrators, and IVISPs 
manage network services and assets, meet service-level 
commitments, implement best practices in service 
delivery, and even develop and monitor green IT initiatives. 

Products Sold: 

• Tools for analysis and reporting of network 
infrastructure and fault and performance management 

• Network and business service management solutions 



Physical Infrastructure 



AVTECH 



AVTECH Software, founded in 1988, is focused on making 
the monitoring and management of systems, servers, net- 
works, and data center environments easier. AVTECH pro- 
vides powerful, easy-to-use software and hardware that 
saves organizations time and money while improving opera- 
tional efficiency and preparedness. AVTECH products use 
advanced alerting technologies to communicate critical status 
information and can perform automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities 
environment, including temperature, humidity, power, 
flood, room entry, and UPS 



220-6700 I www.AVTECH.com 



Physical Infrastructure 



DAZA CEnZEH DEPOC 

A Gaw Associates, Inc. Company 

Data Center Depot prides itself on providing the best 
selection, pricing, and support for data center products. 
Our diversified product line can meet the specific needs of 
data center managers responsible for virtually any type of 
corporate setup. We are a major manufacturer and also 
distribute the product lines for top companies in the indus- 
try. Most of our products are available via our online store, 
but we encourage you to contact us so we can help you 
find the right products for your requirements and budget. 

Products Sold: 

• Data cabinets, racks, and accessories 

• LAN and NOC furniture • Cable ladders 

• Consoles and monitor walls • Patch panels 

• Power supplies • Storage furniture 



(877)429-7225 I www.DataCenterDepot.coni 



Physical Infrastructure 



li 



RACKMOUNr 

SOLUTIONS. Ltd 

where customer service matters^ 



Rackmount Solutions' mission is to listen to the IT engi- 
neer's specific needs and deliver superb-quality, high-per- 
formance products through continuous product innovation 
and operational excellence. We pride ourselves in provid- 
ing quality customer service, products that fit your IT 
requirements, and solid value for your money. 

Products Sold: 

• Wallmount and server racks and cabinets, including 
sound proof, air conditioned, and large cable bundle 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 



(866) 207-6631 I www.rackmountsolutions.net 



Networking & VPN 



simenn 



sterling, Va., -based Simena specializes in network moni- 
toring and testing solutions. The company has been in the 
business of meeting multiuser and multisite environment 
customers' needs for low-latency wire-speed products 
since 2002. Simena has clients in more than 30 countries 
and takes pride in the solutions its experienced network 
engineers develop and the patent-pending technologies 
that power its innovations. 

Products Sold: 

• Packet flow switches 

• Network emulators 

• Traffic generators 

• Network taps 



Physical Infrastructure 




BayTech was founded in 1 976 and, since the 1 990s, has 
developed unique products for remote power management. 
The company uses printed circuit board instead of wires for a 
better, more resilient connection between the data center 
equipment and the receptacle. BayTech provides an exten- 
sive Web site with brochure downloads, warranty informa- 
tion, and reseller support and also offers evaluation units for 
data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 



(800)523-2702 I www.baytech.net 



Physical Infrastructure 



herqo' 

TECHKICAL WORKSPACE^^^SOLUTIONS 



Based in New York City, Hergo Ergonomic Support 
Systems is an independent designer and manufacturer of 
enclosure cabinet solutions, technical computer furniture, 
and modular racking systems. The company's products 
are designed to promote organization in the workspace 
and to increase the productivity of computers, peripherals, 
and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 



Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 



Computer desks 
Cable management 
Power management 



222-7270 I www.hergo.com 



Physical Infrastructure 




Server Technology 

Solutions for the Data Center Eqmijrin'iii Cdbinei 



Server Technology is committed to the PDU market with the 
largest group of engineers dedicated to power distribution 
and other solutions within the equipment cabinet. Advance- 
ments in device power monitoring help data centers monitor 
and improve their efficiency and continuous research and 
development is fueled by companies that look to Server 
Technology for their custom cabinet power solutions. 

Products Sold: 

A complete line of cabinet PDUs, including Per Outlet 
Power Sensing (POPS), Rack Mount Fail-Safe Transfer 
Switch, Console Port access with remote power manage- 
ment. Switched, Smart, Metered, Basic, and -48 VDC 



(800) 835-1515 I www.servertech.com 



Servers 



SUPERMICR^ 



When buying a server, you don't want a one-size-fits-all 
solution. Supermicro uses modular and interoperable 
Server Building Blocks to offer the highest levels of flexibility 
and customization possible to design servers tailored and 
optimized for your specific needs. Supermicro's focus on 
green computing leadership, system design expertise, and 
power-saving technologies ensures the products you 
purchase are energy-efficient and application-optimized. 



Products Sold: 

• Servers 

• Motherboards 

• Chassis 



Networking 
Storage 



(508) 357-6346 I www.entuity.com 



(571)323-1500 I www.siniena.net 



(408)503-8000 I www.supermicro.com 
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Storage 



A 



IDEALSTOR 



Idealstor, based in Gaithersburg, Md., provides flexible, 
easy-to-use bacl<up systems and software. It was founded 
eight years ago by Nezzen Systems to provide a "fresh 
alternative to tape backup that is user friendly and 
encompasses backup/restore, continuous data protection, 
disaster recovery, and high availability." Idealstor backup 
solutions are based on removable hard drives, combining 
the speed of disk with the offsite storability of tape. 

Products Sold: 

• Backup systems and software, including the Bantam; 
Teralyte; FrankeNAS; and two-, four-, six-, and eight- 
bay backup appliances. 



(301) 947-8737 I www.idealstor.com 




TECHNOLOGY 



Based in Danvers, IVIass., XTechnology provides tech- 
nology procurement and asset disposition services. We 
maintain complete control over the entire process to 
ensure absolute data security and maximum environ- 
mental sustainability. Retire, remarket, resell, and 
recycle and return. Our fully integrated approach 
delivers maximum ROI. 

Services Offered: 

Legislative compliance, data security and destruction, risk 
management, redeployment, remarketing, lease return, 
logistics management, and environmentally responsible 
recycling of all types of IT equipment. 



(978) 539-8310 1 www.xtglobal-usa.com 



Equipment Dealer 



<FC5« 




In 1987, Pegasus Computer IVIarketing started providing 
mainframe products to the end-user market. What began as 
a sales-only organization soon adapted to offer in-house 
repair and refurbishment. During the past 1 years, Pegasus 
has focused primarily on the point-of-sale and barcode 
industries, buying, selling, and providing service contracts for 
anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 



(800)856-2111 I www.pegasuscomputer.net 



Clients 



dtSearch' 

www.dtsearch.com 



IVIaryland-based dtSearch started research and develop- 
ment in text retrieval in 1988. The company is known for 
speedy adoption of new programming standards, OSes, 
and file types. Plus, it has a flexible licensing model. 
Typical corporate use of dtSearch includes general infor- 
mation retrieval, Internet and intranet site searching, and 
email archiving and email filtering. 

Products Sold: 

Text retrieval products, including: 

• Desktop With Spider • Web With Spider 

• Network With Spider • Engine For Win & .NET 

• Publish For CD/DVDs • Engine For Linux 



(800)483-4637 I www.dtsearch.com 



Equipment Dealer 



rP ° 

^■^B^L information 
^^^^ Technology 



Trading 



At Information Technology Trading, our goal is to help you 
acquire the right hardware or software solution. We special- 
ize in purchasing and reselling data-processing equipment 
and have more than 21 years combined experience. We pro- 
vide sen/ices and system upgrades, DASD, communication, 
and memory. We're also an outlet for off-lease portfolios. 

Products Sold: 

• AS400, Advanced System/36, R/S6000, ES/9000, and 
PC systems (including lease and rental) 

• CPUs, memory, disks, tapes, displays, and controllers 

• Services, including system design and installation, 
maintenance, and buyback of existing hardware 



(877)715-3686 I www.itechtrading.com 



Attention Data Center Professionals 



Where do you go to find the 
newest products available? 

Check out each issue for . . . 

> New Product articles filled with in-depth information. 

> Quick rundowns of new data center-related products, 

> Articles with valuable product overviews and data. 



. . . then go to Processor.com and take 
advarvtage of our online search tools to find 
even more In-depth information! 

PROCESSOR. 



Clients 




Giada Technology is a San Francisco, Calif., -based PC 
and hardware retailer that specializes in mini PCs, mother- 
boards, netbooks, graphics cards, and other computer 
hardware and peripherals. Giada has additional offices in 
both Shenzhen and Hong Kong, China, and distributes 
its products through Amazon, Polywell, ASI, MA Labs, 
and Newegg. 

Products Sold: 

• Ultra mini PCs 

• Motherboards 

• Netbooks 

• Graphics cards 



(415)202-5441 I www.giadapc.com 



Equipment Dealer 




Pace 



• PaceButler buys used cell phones. 

• In business since 1987 

• Redeploy your used phones after upgrade 

• Donation option - directly to the non-profit of your choice 

• Dedicated to customer satisfaction 

- A+ Rating with the Better Business Bureau 

- Payment issued in four days 

• Dedicated to employee development 

- Book reading program 

- Health and fitness programs 

Products Sold: 

We buy used cell phones & PDAs, including Apple, LG, 
Blackberry, HTC, Motorola, Nextel, Nokia, PalmOne & 
Samsung. 



(800) 248-5360 I www.pacehutler.com 



PROCESSOR 

Subscribe ToiJay! 

Call (800) 819-9014 



Subscribe 
Online! 

Go towww.processor.com 




We Know You're Busy 

That's why we make sure each issue of Processor provides 
comprehensive information in a quick, easy-to-read format. 

It's all availbable both in print and online at www.processor.com. 

PROCESSOR 

Call (800) 819-9014 to subscribe to Processor or go to www.processor.com to 
read articles and view thousands of products online free of charge to qualified readers. 
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The landscape of the electronics industry is changing 

And it's all about the apps. Building complete systems that are application-ready is now 
as fundamental as delivering power-efficient silicon. There are a range of possibilities 
out there for EDA, but realizing them means going in a different direction. 

Cadence focuses on application-driven approaches to designing, verifying, and 
implementing advanced chips, SoCs, and systems. And we build innovative capabilities 
for IP creation, selection, integration, and optimization. Along with our strong network 
of partners, we tackle what's now and survey what's next. And from our point of view, 
a revitalized industry is on the horizon. 



Discover more at www.cadence.com/newfrontier 
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